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TWo

NET STATES IRL

itizen- users may engage with digital content, but theyOre still

grounded in a physical landscape. This chapter explores what net

states are doing OIRLONIn real lifeN situating the ethereal internet,
Othe cloud,0 in the physical world and tracing how our data is tethered
to Earth through undersea cables and data centers. By tracking net state
activity IRL, this chapter lays the foundation for a new way of looking
at power: distributed not according to borders on a map, but through
information Bows, investments, and physical assets.

Never has Puerto RicoOs ambiguous status in the American expe -
rience appeared in sharper relief than in the aftermath of Hurricane
Maria. From 6:15 a.m. on Wednesday, September 20, 2017, when the cat -
egory 4 hurricane made landfall in what would be the worst storm the
island has ever seenN and the bfth- most-powerful storm to ever hit the
United StatesN the island suddenly seemed to be on its own. * The storm
ravaged Puerto Rico, battering its 3.4 million residents with winds of
155 miles per hour and more than 30 inches of rain in a single day. As
a point of comparison, Hurricane KatrinaOs rainfall maxed out at nine
inches at the height of the storm; its major source of damage came from
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48 THE INFORMATION TRADE

Roodwaters.?

Olt was as if a 50- to 60-mile-wide tornado raged across Puerto Rico
like a buzz saw,0 reported meteorologist Jeff Weber from the National
Center for Atmospheric Research. OltOs almost as strong as a hurricane
can getin a direct hitO3

Just three weeks earlier, in another part of America, Houston, Texas,
had been hit by Hurricane Harvey, an equally powerful storm in its own
way. Though less severe in intensity (it had been downgraded to a tropi -
cal storm by the time it hit Houston), its rains were relentless, dumping
40 to 60 inches on the 2.3 million residents of AmericaOs fourth- largest
city over the course of 117 hours. Harvey Rooded 40 percent of the cityOs
buildings and residences and broke the all- time record for hurricane
rainfall in the United States. 4 An estimated 82 people perished in the
storm.®

The federal governmentOs response to the Rood damage in Texas
was swift and massive. The Federal Emergency Management Agency
(FEMA) coordinated and deployed over 31,000 personnel from multiple
agencies and organizations to the city even before the storm made land -
fall. ¢ President Trump personally toured Houston four days after the
storm hit.

To Puerto Rico, with a population double that of Houston, FEMA
sent fewer than 500 staffers.” The president didnOt appear for almost
two weeks. And yet the damage was far more severe than what had be -
fallen Texas. Immediately after landfall, the entire island lost electric -
ity. More than 95 percent of cell service went out. The chief executive of
the government- owned Puerto Rico Electric Power Authority, Ricardo
Ramos, told CNN, OThe island®s power infrastructure had essentially
been destroyed.( Hurricane MariaOs death toll from the storm and its
aftermath is estimated to be 4,645 peopleN more than 50 times higher
than the loss of life in Texas following Hurricane Harvey. °

Time went by. Things got worse. A week after the storm, almost half
the population still lacked access to drinking water. Ten days later, that
number increased to 55 percent. 1°
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Reporters covered the disaster from every angle imaginableN mostly
doom and gloom: the loss of life, the dramatic absence of the federal gov -
ernment, the potential looming food shortages, and the consequences of
long-term lack of electricity on a population of over 3 million. 1 But one
reporter took a different tack, identifying a rare opportunity. At 2:45
p.m. on October 4, 2017, Brian Kahn, a reporter with the environmental
news website Earther, bled a story titled, OPuerto Rico Has a Once in a
Lifetime Opportunity to Rethink How It Gets ElectricityO 2 A separate
tweeter with about 9,000 followers then posted the story with the com -
ment, OCould @elonmusk go in and rebuild #PuertoRicoOs electricity
system with independent solar & battery systems?0

Elon Musk read that tweet and responded. Given that he has 23.7
million followers, it was rather extraordinary that Musk personally re -
plied to the post. He tweeted, OThe Tesla team has done this for many
smaller islands around the world, but there is no scalability limit, so it
can be done for Puerto Rico too. Such a decision would be in the hands
of the PR govt, PUC, any commercial stakeholders and, most impor -
tantly, the people of PR.O

Approximately eight hours later, word of MuskOs tweet had reached
Puerto RicoOs governor, Ricardo Rossell— Rossell— tweeted back, O@
elonmusk, letOs talk.O

Tech entrepreneur Elon Musk had long made headlines for his al -
most preternatural ability to plant a Rag in future- leaning endeavors.
Before most people were even using the internet, Musk cofounded Pay -
Pal, an online payment system, in 1998. ** He designed a proposed OHy-
perloopO for high- speed mass transit between San Francisco and Los
Angeles, with plans resembling schematics from  Star Trek .** He created
SpaceX, which has successfully completed multiple restocking trips to
the International Space Station, cornering the rocket launch market. %
And he formed Tesla, whose electric cars can travel upwards of 400
miles on a single charge.® Musk is one of those rare people who can
claim to Omake life multiplanetaryO within his lifetime and be taken
seriously. 17
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In 2015, Tesla broke yet more new ground when it plowed into the
energy business. It launched Powerwall, a company that makes a re -
chargeable lithium- ion battery- pack kitN PowerpackN which stores
solar power for home owners. The kit can be bought outright (or with
loan Pnancing) or leased.® OWe have this handy fusion reactor in the
sky called the sun,0 Musk noted at PowerwallOs inaugural press confer -
ence But existing batteries, he noted, Osuck.O Powerwall, Musk prom -
ised, was going to make traditional batteries obsolete.

In the two years following the Powerwall launch, Musk lobbied
hard to get consumers, businesses, and governments alike to adopt solar
energy storage via his Powerwall system. He achieved only moderate
initial success. In 2015Nlaunch yearN  Queensland, Australia, which
already had one of the worldOs highest rates of household solar panel sys -
tems (with more than 88,000 such systems) entered into a year- long trial
with Powerwall to test how it could integrate Powerwall with the stateOs
energy infrastructure. 2° Gradually, Powerwall installations began to
make gains beyond Queensland and into other territories in Australia,
albeit on the consumer rather than the governmental level. In short, de -
spite receiving a positive reception conceptually, Powerwall had yet to
really gain a foothold in a large- scale energy grid. Its Prst big foray into
a national public grid was in 2016, when Powerwall provided energy to
the entire island of TaOu in American Samoa. But benebting a population
of fewer than 600 residents, this hardly gave Musk the large- scale proof
of concept he craved. %

And for Musk, Powerwall wasnOt just some side- job, do-gooder pas-
sion project to save the environment. His work on solar energy was part
of a larger plan, one that Musk began when he bought the solar energy
company SolarCity. During a joint SolarCity- Tesla product launch in
2017, Musk spoke to the crowd of approximately 200 people. OThis,O he
said, gesturing to solar panels on the roofs of nearby houses, Ois the inte

grated future. YouOve got an electric car, a Powerwall, and a Solar Roof.O
As if to shoo away any naysayers in the crowd, he concluded, OItOs pretty
straightforward, really.O 2
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With Powerwall, Musk wasnOt just launching another business. He
was adding to his vision of a future in which energy and transporta -
tion would be fundamentally altered from the systems our govern -
ments have traditionally relied upon. As noted above, Musk is already
transforming transportation: with Tesla (electric cars), the Hyperloop
(high- speed urban transit), and SpaceX (space transit). HeOs transform-
ing energy: with SolarCity (solar panels) and Powerwall (solar energy
storage). Combined, these endeavors form puzzle pieces that create an
interconnected infrastructure, one that controls how future humans
physically will move from place to place and gain access to energy. In so
doing, Musk is building a pseudo- public utility. 1tOs not Opublic,0 in that
government wonOt own it; Musk will. But these projects in many ways
act like a public utility, in that they theoretically supply Othe publicO
with basic needs: energy and transportation.

With this backdrop in mind, it makes sense that when Hurricane
Maria came along, Musk saw an opportunity, the chance heOd been wait -
ing for to bring Powerwall to scale. Weeks after FEMAQs much- criticized
response to Puerto RicoOs islandwide power outage, Musk stepped up
with a tantalizing offer: not only would he donate Powerpack systems
to Puerto Rico free of charge, but they could be used as a Prst step in
rebuilding the entire energy infrastructure of the island.

The US federal governmentN historically responsible, at the bare
minimum, for providing basic infrastructure such as power, roads, and
water to its peopleN barely showed up to aid 3 million of its citizens.

A tech companyN historically responsible for nothing but its bottom
lineN stepped in with an offer not only to donate equipment but to as -
sume management of the islandOs energy, an essential piece of critical
infrastructure.

Just bve days after the Twitter exchange between Elon Musk and
Governor Rossell—, Tesla shipped hundreds (no exact number could
be conbrmed by reporters) of Powerpacks to the island, each of which
stores up to 210 kilowatt- hours (KWh). 22 For context, according to the US
Energy Information Administration, the average American home uses
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about 900 kWh of energy per month. 24 In other words, one Powerpack
could provide electricity to one home for about aweekN  assuming it was
never recharged, which, in a sunny environment such as Puerto Rico,
was unlikely to be the case.

And MuskOs Powerpacks continued to deliver benebts to Puerto Ri -
cans even beyond the immediate aftermath of Hurricane Maria. Dur -
ing an island- wide blackout seven months later, in April 2018, MuskOs
Powerpack batteries generated electricity at 662 sites across the island. %
The Powerpacks may not yet have turned into the island- wide energy
infrastructure transformation Musk had hoped for. But at the very least,
they put themselves on governmentsO radar.

VERMONT IS PERHAPS THE MOST STRIKING EXAM PLE OF How CpuBLICO
infrastructure is being transformed by net states. With just over 600,000
people, Vermont is a small state, population- wise. But itOs got a national
reputation for punching above its weight when it comes to enacting pro -
gressive change. Back in 2000, Vermont was the brst state to legalize
same-sex marriageN a full eight years before a second state followed
suit. 8 As of 2015, Burlington, Vermont, became the brst city in the na -
tion to run completely on renewable energy. 2’ The state has one of the
most technologically advanced energy grids in the country. In 2016,
nearly all of its in- state electricity was generated by renewable energy,
including hydroelectric, biomass, wind, and solar sources. 28 In fact, the
stateOs campaign to get residents to install renewable energy systems
has been so successful that the utility commission recently cut back on
awarding Pnancial compensation for doing so. 2° ORenewable energy is
Rourishing in Vermont,O said the commission, Oand has reached a level
of maturity where it can continue to be deployed with lower incentives.O
Perhaps one of the reasons Vermonters take their energy supply so
seriously is that theyOll quite literally freeze if they donOt: with about 81
inches per year, Vermont gets among the highest snowfall of any state in
the US.*°® While this may be great for ski slopes, it also means that most

InformationTrade_9780062888983_1P_CL0805_cc19.indd 52 @ 8/5/19 4:53 PM



NETSTATES®RL 53

Vermonters have to repeatedly weather winter storms accompanied
by extreme cold and winds that down trees and power linesN in fact,
this happens an average of once every 13.5 days from October through
March. According to the US Department of Energy, power outages af -
fect an average of 69,732 Vermonters each year, roughly 10 percent of
the stateOs population?! Some winters are harder than others, of course.
In December 2013, for instance, storms dumped 30.7 inches of snow on
Burlington, leading to eight power outages that month aloneN  a black-
out once every 3.75 days.

Given these climate conditions, itOs probably no surprise that when
the energy arm of Elon MuskOs TeslaN PowerwallN proposed a pilot
home-generator program in Vermont in 2015, utility companies jumped
at the chance to participate. * By 2017, VermontOs Green Mountain Power
offered residents Powerwall backup batteries for $15 a month for a 10-
year contract.

This makes immediate sense for the utility companies: once Pow -
erwall batteries hit 2,000 users, energy use goes down so much that itOs
like taking 7,500 homes off the electrical grid. It makes sense for home -
owners as well. Unlike generators, Powerpacks are integrated into the
home energy system.

The advantage for individual users whose homes have solar panels
is pretty clear. You pay $15 a month and get a state- of-the-art backup bat-
tery thatN unlike a more conventional generatorN  doesnOt require that
you remember to gas it up or go out in the snow to get it going. It works
to juice up your battery through your solar panels without requiring any
activity from you, the user.

And Vermonters arenOt the only ones benebting from this sort of
deal: Tesla and its offshoot, SolarCity, have deployed solar arrays and
Powerpack systems to the city of Manchester in the UK 34 and, as men-
tioned, to tens of thousands of homes in Australia, 3% as well as utility
companies within several US states. In short, Tesla is edging into what
used to be government turf: the electrical grid. In addition to Vermont,
Powerpacks are now integrated into the electrical grids in parts of Ha -

InformationTrade_9780062888983_1P_CL0805_cc19.indd 53 @ 8/5/19 4:53 PM



54 THE INFORMATION TRADE

waii, % Colorado,®” New York, 3 California, and Connecticut *N Tesla is
now responsible for providing the infrastructure to light and heat the
homes of over 2 million American citizens. The question is whether
those citizens are aware of this.

Again, as with the response in Puerto Rico, chances are that so
long as the lights stay on and the house is a comfortable temperature,
people wonOt give much thought to whoOs providing the energy to their
homes. Yet, as with Puerto Ricans, it would benebt Vermonters and resi -
dents of other states to remain vigilant about the fact that their Opub -
licO infrastructureN their energy gridN may not be in fact be publicly
owned and operated, but rather outsourced to a tech company.

A short time after Tesla showed up after Hurricane Maria in Puerto
Rico, Google came, too. Google (or rather, its parent company, Alpha -
bet) has also been developing numerous infrastructure- related projects
in recent yearsN notably, Project Loon. Launched in 2013, Project Loon
emerged with a veritable army of what look like hot- air balloons in -
tended to be deployed in the stratosphere around the globe. The goal:
provide free high- speed internet access to rural and remote areasN or, as
Project LoonOs tagline says, OBalloonpowered internet for everyone.O %
Since Project Loon launched its brst balloons, it has partnered with gov -
ernments in Brazil, France, Sri Lanka, and Indonesia. Successful as the
partnerships have been, though, Google continues to label them Otests.O

Hurricane Maria offered Google a new opportunity: the chance to
supply telecommunications and internetN  not as a pilot program or an
add-on service, but as part of the critical infrastructure to an entire re -
gion. Less than a month after the hurricane hit, Project Loon bled an
application with the Federal Communications Commission to partner
with the local telecommunications provider, AT&T, to deploy its bal -
loons.* The application was cleared the same day. Cynically, one might
see this as the federal governmentOs eagerness to get rid of the responst
bility for providing relief to Puerto Rico. But Federal Communications
Commission chair Ajit Pai insisted the decision was simply pragmatic.
OMore than two weeks after Hurricane Maria struck, millions of Puerto
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Ricans are still without access to much- needed communications ser -
vices,0 he said. OThatOs why we need to take innovative approaches to
help restore connectivity on the island.O 42

Just eight months after the hurricane, Project Loon and AT&T had
indeed restored connectivity, with cell service and internet connections
to the majority of the island. #

Again, the residents of Puerto Rico probably didnOt care who bxed
their electrical grid or got their cell phones working. Chances are, they
were just glad they worked. With the infrastructure problems sorted, at
least for now, it would be tempting to move on without considering the
intentions or implications of the whos or hows or whys of it all.

But if people had the luxury of stopping to think about what trans -
pired here, they might note that the infrastructure bxers were not gov -
ernments, but rather tech companies. This matters. While net states
acted in this instance the way weOve come to expect governments to
act, they differ from governments in two key ways. First, unlike govern -
ments, net states are under no legal obligation to maintain in perpetuity
the infrastructure they implement. The Powerwalls and Project Loon
in Puerto Rico may have been just another pilot project for Tesla and
Google: one that could morph into a permanent program, or one that
they draw to a close as soon as theyOve amassed the data theyOre looking
to acquire. Second, while net states do engage in contracts for services,
they are not mandated by law to assist any other states or territories
that should bnd their energy and telecom infrastructures wiped out by
storms in the future. In other words, net state activities in Puerto Rico
don®t set a precedent for net state responsibilities in the future.

The result of these two key differences is that net stateB sponsored
aid may not last, or even be offered in the brst place, regardless of the
needs of the people. Project LoonOs CEO, Alastair Westgarth, wrote in a
blog post that Google would keep the Loon balloons Rying over Puerto
Rico Oas long as it is useful and weQre able to do so. 1tOs hard to imag
ine a contract between citizens and a public utility company like Con
Edison or AT&T either (1) providing free internet or cell phone services
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at all, or (2) pledging to continue to provide such services for a period of
time as vague as Oas long as weQre able to do s0.0

This statement is a reminder that just because net states offer infra -
structure services doesnOt mean theyOllalways offer them. And because
theyOre free, we, as consumers, donOt get a say in how long net states will
continue to provide these services or under what conditions. In Puerto
Rico, TeslaOs and GoogleOs offerings have not been infrastructure as a
public good, but infrastructure as charity; an endowment by net state to
consumer, granted or removed as and when net states see bt.

PrRoJECT LooNB 50-FOOT-WIDE BALLOONS AND TESLAB@ SHED-SIZE
Powerpacks serve as useful reminders that even invisible resourcesN in
this case, internet access and energyN originate from something physi -
cal. This holds true with other invisible resources as wellN most nota-
bly, our data.

Ninety- nine percent of our data is transmitted online through 428
undersea cables that collectively stretch 700,000 milesN  enough to cir -
cle Earth 28 times. (There are also underground cablesN542 in the US
aloneN but undersea cables manage over 95 percent of the total global
data trafpc.)*® The bber-optic cables are thin, roughly the diameter of
a garden hose?® As technology reporter Jameson Zimmer aptly put it,
OThe Internet is commonly described as a cloud. In reality, itOs a series
of wet, fragile tubes.O

ItOs not surprising, then, that the cables are vulnerable to physical
damage from any number of things. In 2008, off the coast of Dubai, aner -
rant ship cut off internet service for 75 million people in Europe and the
Middle East. 4" An earthquake off the coast of Taiwan in 2006 knocked
out connectivity for most of Southeast Asia. “® Amazingly, sharks are a
problem as wellN they apparently have a real taste for bber optics. By
2014, so many sharks were biting through GoogleOs underwater network
that the company started wrapping its trans- Pacibc cables in Kevlar. 4

Internet cables are sort of the plumbing of technology. When they
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work, we rarely think about them, no more than we think about how
water runs through our pipes when we turn on our kitchen faucet.
When weOre watching YouTube, if a video loads itOs easy to ignore how
data is transmitted through the many data centers, servers, and under -
sea cables that bring internet- enabled content to our device.

As it turns out, the plumbing matters quite a bit when weQre talking
about data. Entertainment may not be the noblest reason to care about
it, but for many people, itOs certainly one of the most relevant. Ameri -
cans work pretty hard: full- time-employed adults put in an average of
47 hours a week, almost six full workdays. °° Factor in an average of 14
hours a week actively parenting 5! and 12.67 hours of cooking, cleaning,
laundry, and other household chores, and this adds up to more than 73
hours of work, paid and unpaid, per week. ThereOs little time left for lei -
sure, but by cutting out sleepN  as a nation, weOre down to around seven
hours a night 52N we manage to bnd two to four hours per day to escape
reality: notably, by watching TV. 53

From personal entertainment to professional communications, net
states are the mediators of our attention, at work and at home. They pro -
duce the devices that we use to go onlineN our iPhones and our laptops
and our internet- enabled televisionsN as well as the platforms on which
we spend our time online: watching videos on Google- owned YouTube,
reading the news on social media sites like Facebook, or getting work
done via productivity packages such as Microsoft Ofpce.

Given that net states supply our online destinations and the devices
to get us there, itOs not surprising that they are increasingly interested in
controlling our means of access as well: the physical cables that provide
internet access and the data centers that store our data. The cables mat -
ter because theyOre how we stream data. And we use a lot of it: 190 gi -
gabytes per month for the average American household. °* Twenty hours
a month on Facebook alone consumes approximately 2.5 gigabytes of
data.>® Net states want more control over ensuring that your data actu -
ally gets to you. Until recently, Google, Facebook, Amazon, and other
net states leased bandwidth from telecommunications companies that
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owned undersea cables.® But starting in 2016, net states started buying
the cables themselves, either in whole or in part, to ensure that they
retain greater control over the cables® maintenance, usage, and upkeep:
by the end of 2017, Amazon owned or co- owned two cables; Microsoft,
four; Facebook, eight; and Google, fourteen. %7

That may not sound like much considering that, as noted earlier,
there are more than 420 undersea cables all told. However, the signip -
cance lies not in the net total; itOs in the pattern. Three years ago, net
states owned zero cables. Now, in 2019, Google alone owns or co- owns
63,605 miles of cablingN about 8.5 percent of the total length of all un -
dersea cablesN enough to wrap around the earthOs equator two and a
half times and still have cable to spare. ° To go from owning zero miles
of undersea cabling to just under 64,000 miles in just three years is an
astonishing growth rate, and one that begs the question: Why?

The answer is simple: the cloud. With net states more involved in
being cloud service providers in some shape or form, controlling the
means of data transmission moves from being a simple technical con -
venience to an absolute business imperative. Because the more that net
states and their services push data to and from the cloud, the more we
as users gobble up bandwidth. From 2016 to 2017, data 3owing through
the cable network increased 52 percent. Globally, we transmitted 689
terabytes of data every second. So the more cables that net states can
own themselves, the more opportunities they acquire to expand from
simply providing digital services to controlling how fast we can get the
content moving in and out of those services.

The cloud, where this content is increasingly stored, is, like the in -
ternet, also physically bound to Earth. While the very name Othe cloudO
suggests that data is something intangible, a swarm of electrostatic bits
drifting in the air somewhere, our cloud- based data is still located in
a storage center in a physical location somewhere, in some country.
GoogleOs cloud platform, for example, operates caches at 90 data centers
in North America, South America, Europe, Asia, and Australia.  *°

The cloud®s physical footprint serves as a reminder that while net
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states may be headquartered in one country, they operate internation -
allyN in terms not only of who uses their products and services but also

of who houses their infrastructure. We may not know whether our data

is stored in Europe, which now has the most stringent user data protec -
tion laws in the world, or in Taiwan, whose laws are far less strict. But
itOs handy to keep in mind that when we send an email or store a docu -
ment in the cloud, this data is, in fact, stored somewhere, physically, in
the world. WhatOs more, the laws of the country or countries in which
the data is stored, sent, or received may factor into who ultimately has
access to it. And as of this writing, net states are by far the most inBuen -
tial parties in making that determination.

All of these various activities combine to reveal a pattern: net states
are migrating from the digital to the physical, easing their way into our
everyday experiences through the energy grid that powers our cities,
the communications satellites that facilitate net use, the food services
we rely on, and the healthcare industry that manages our physical well-
being. While governments may still serve as the primary holders of pub -
lic infrastructure, theyOre facing increasing competition from net states
that want to be part of the OboringO yet powerful scaffolding that orders
our livesN and collects valuable data about us while theyOre at it. (More
on why that data matters in chapter 3.)

Consider just one particular sector: health. In November 2018,
Google hired the CEO of a healthcare system, Dr. David Feinberg, to

manage its move into the health business. ¢ His mandate is to consoli

date strategy and operations across various Google health- related initia
tives, including its search engine, its cloud storage business, the Google
Brain artibcial intelligence program (just a slice of folks working on Al

at Google), Nest (owned by Google), and Google Fit wearables. Of par

ticular interest to citizens are the possibilities that emerge when com

bining the personal data collected across these groups.

For instance, with Google Fit, Google captures your physical health
data, such as heart rate, blood pressure, activity frequency, and physical
routes traversed. With NestOs suite of products, they track your move
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ments outside and inside your house, not only via Nest security cameras
that youOve installed but also via motion- detecting sensors in your smart
appliancesN anything connected to the internetN such as, potentially,
your thermostat, fridge, coffee maker, television, and anything else
youOve connected to the web£2

GoogleDs search engine already customizes your search results based
on prior searches, the content of your emails (if youOre on Gmail), and your
web-based activities. With the health data it can now acquire through Fit
and Nest, Google can customize your search results even further, adding
in not only the questions you ask about your healthN like, OWhat are com-
mon Ru symptoms?0 and OWhich are the best running routes near me?ON
but your actual health. Because it now has data beyond what you report.
It has the data that it observes: information about your bodily functions,
like your heartbeats and breaths per minute; your activities, like how of -
ten you open the fridge; and your movements, like when you leave the
house, where you go, and when you come home again. Compiled, GoogleOs
health programs act like a personal private investigator on your tail, track -
ing your actions both indoors and out. Google and net states like it are no
longer limited to a personOs online activities. With smart home products
and wearables, theyOre asserting a presence into peopleOs physical lives, a
new market theyOre only beginning to explore.

DEesPITE GOOGLE® AND TESLA® ADVANCES INTO PUBLIC INFRASTRUC-
ture projectsN which used to be the sole domain of governmentsN
theyOre clearly not governments, let alone countries or, to use the wonky
term for such entities (as | have several times thus far in this book),
Onation-states.O Outside policy circles, Onation- stateO is not a term you
run into often. In some ways, itOs just a fancy word for Ocountry.O But
thereOs a bit more to it. Nation- states are dePned by three key components:
First, they have a physical territory with distinct borders. Second, they
have a OpeopleONndividuals and communities bound together by an
overarching culture, which may include several ethnicities and subcul -
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tures. Third, they have a governmentN a body that provides communal
utilities (things such as roads, bridges, and power systems), protection
from harm (whether from other citizens or from foreign actors), public
services such as access to education, and some sort of Pnancial system. ¢

No matter what countryN what nation- stateN we live in, itOs easy to
take for granted that governments actually provide these things for us.
For instance, | canOt remember the last time | reRected in the moment
on how lucky | was to be driving on a paved road rather than a dirt
one. Even in developed countries, there remain millions of miles ofun -
paved roads. (Fun fact: the United States still has 1,417,903 miles of dirt
roads that compose 34 percent of all American roadways.) ® As for these
kinds of background servicesN roads, bridges, military protection, a
functional banking systemN itOs probably a good sign if you donOmotice
them. As New York Times columnist David Brooks once wrote, OGovern -
ment is essential, but . . . itOs the stem of the Bower, not the bloom. The
best government is boring, gradual and orderly.O 6

Net states operate similarly: in the background. Digital platforms are
stems. Both in digital and in physical life, the bloom is people, living
their lives. The bloom is the actions, interactions, thoughts, hopes, wor -
ries, and silliness of us all. The stem, to use BrooksOs metaphor, enables
life, but itOs the people who Rower.

Net states get this. They are always and forever trying to get people
to use their services to create and recreate life in digital form: to post
updates about their day, share stories they found interesting or funny or
weird or annoying, or upload visceral images that capture the feel of a
moment, a day, a creature, or a tragedy. Net states, like nation- states, are
background: they provide the foundation for our online communities, the
space for a people to come together. They also provide the services that
make our interactionsN our online livesN possible. In these ways, what
net states give usN services that enable some portion of the goings- on of
lifeN is not so very different from what nation-  states provide for us.

However, there is a point where the similarities between net states
and nation- states end and the two sorts of entities become very differ -
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ent in important ways. While we may be  of the digital world, we still
reside in the physical one. In other words, so long as we have bodies, we
need to park them somewhere. And, while net states permit us to con -
nect with like- minded peopleN our people, a community that shares
our culture and values and beliefsN across the globe, in places like
Niger and Peru and Afghanistan and Brazil, each of us is subject to a
very different physical existence precisely because of where our body is
parked. No amount of sharing of beliefs or values or culture can change
the differences in our lived, physical experience. For instance, net states
canOt change that a likeminded friend in Niger will experience a power
outage an average of 22 times a month (if they even have electricity at
home in the brst place). Living in Brooklyn, | almost never worry about
this happening. ¢ Net states also canOt do anything about the fact that a
like- minded friend living in Afghanistan is 87 times more likely to be
harmed in a terrorist attack than another friend who lives in Brazil. ¢

Or can they? What happens when net states enter terrain formerly
the primary domain of nation- states?

IN 1943, ABRAHAM MASLOW FAMOUSLY POSITED THAT HUMANS UNI-
versally long to fulbll a hierarchy of needs. Using a pyramid to illustrate
his point, Maslow showed how humans must brst meet our physical
needsN food, water, warmth, and shelterN before we can move up the
hierarchy to our emotional- social needs, such as interpersonal connec -
tion. Finally, at the top of the pyramid come self-  fulbliment and creative
needs: what he termed Oself-actualization.O

Skip ahead to the information age. Tech companies and collectives
started out solely focused on the tip of the pyramid, enabling users to
Pnd, manipulate, store, share, and otherwise wield information that
would help us reach self- fulbliment. Base- order needs such as food, wa -
ter, warmth, and rest were left to governments to address.

Until recently, that is. Net states have quietly been moving down
the pyramid. Entities like Facebook and Twitter, for instance, have long
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dominated the middle, allowing people to connect and fulPll their need

for belonging and even, perhaps, their need for emotional connection. In -
creasingly, theyOre moving farther down the pyramid toward our mostba -
sic needs: Amazon recently entered the food business with its purchase
of Whole Foods. Elon MuskOs Powerwall marks his Rag- staking in the en -
ergy storage business. Net states of all kinds are funding projects that will
directly harvest natural resources. And so, while tech dominated the top

of our hierarchy of needs when we entered the information age, theyOre
increasingly investing in and seeking to control aspects involving our
base needs as well: things like food, shelter, and warmthN  areas that his-
torically have sat squarely in the wheelhouse of the nation-  state.

Take infrastructure, such as GoogleOs and TeslaOs forays into
hurricane- ravaged Puerto Rico, two of the most high- proble examples
of techOs increasing investment in IRL domains. To conbrm that these
ventures werenOt just anomalies, | decided that | needed to understand
more about what net states are up to. That required looking beyond the
stories here and there and relying on a more systematic assessment. As
the saying goes, | followed the money.

In May 2018, | examined every single acquisition and investment
made by the most inRuential net statesN  Apple, Google, Microsoft, Tesla,
Twitter, and AmazonN over the past 20 years, from the earliest avail -
able data in 1998 to May 16, 2018. %8 Using publicly available transaction
data from Crunchbase, the premier tech industry database, | came up
with a total of 1,227 investments and acquisitions. % Next, | identibed
which of these investments and acquisitions seemed like distinct de -
partures from online- focused activitiesN that is, that dealt specibcally
with goings- on in the physical world. This included investing in and
buying companies working on the energy grid, on public transportation
systems, on agriculture and food markets, on medicine and healthcare,
on the telecommunications infrastructure, and so on. (See this bookOs
appendix for a complete list of sectors and companies.)

Of the 1,227 companies the six net states invested in or acquired over
the 20-year period, 232 met the criteria for physical- world activities. Put
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another way, of all the money Big Tech spent from the late 1990s to 2018,
almost 20 percent went to products, services, and activities focused on
the physical world.

The primary areas where net states put their money in physical sec -
tors are shown in table 2.1, with those sectors broken into more specibc
categories in bgure 2.1.

SECTOR # OF INVESTMENTS / 7 OF NONCORE TECH ACTIVITY
ACQUISITIONS (N=232]
Health & wellness 51 22%
Biotechnology 29 12%
Energy supply & grid 21 9%
Telecommunications infrastructure 21 9%
Manufacturing 16 %
Agriculture & food markets 16 %

TABLE 2.1. Net State Investments & Acquisitions in Physical Sectors, 199892018

# of companies net states invested in / acquired: 1998-2018

20

10

S GG S

FIGURE 2.1. Net States Investments & Acquisitions, 199892018, by Category
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The six most inBuential tech companies in historyN  Microsoft,
Apple, Google, Tesla, Amazon, and TwitterN spent nearly 20 percent
of their money buying or investing in products, services, and activities
that exist of3ine, Prmly rooted in the physical world. Google invested
in entities such as Impossible Foods, a company dedicated to develop -
ing organic Omeats and cheesesO derived entirely from plants. Facebook
bought Endaga, a company that creates telecommunications- in-a-box
devices, while Google cofounder Larry Page bought Kitty Hawk, a By -
ing car company. While this was PageOs personal purchase, not a Google
investment, the activities of the net state foundersN  Page and Brin for
Google, Musk for Tesla/SolarCity, Bezos for Amazon, and so onN  often
illuminate the kind of future tech their companies then adopt. For in -
stance, in 2008 Jeff Bezos purchased Rethink Robotics, described as Oa
leader in collaborative robotics, specializing in E robots that can work
alongside humans.O™ Four years later, BezosOs company Amazon bought
Kiva Systems (renamed to Amazon Robotics), whose specialization is
robotic fulbliment systems in Amazon warehouses, working alongside
human operators. For this reason, for this analysis | included the invest -
ment and acquisitions activities of the net states themselves as well as
those of their research arms (for example, Google X), subsidiaries (for
example, Elon MuskOs SolarCity), venture capital funds (for example,
GV, an entity of Alphabet, GoogleOs parent company), and founders (for
example, Mark Zuckerberg).

These purchases reveal a pattern: net states are quickly expand -
ing from the online to the world in real life, and not just conceptually:
theyOre doing so through substantial Pnancial investments. In addition
to shaping our digital experiences, net states are building their ability
to shape our real-life experiences as wellN and theyOre willing to bet
nearly 20 percent of their acquisition and investment dollars that they
can.

With 232 investments and acquisitions composing the data pool
in question, there are simply too many variables to permit sweeping
claims about why. 1tOs not immediately clear, for instance, why Amazon
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bought the organic food chain Whole Foods in 2017, or why Facebook
put money into OceanOs Halo, a seaweedprocessing food outbt, or what
Google was really going for when it bought the wind-  turbine company
Makani Power in 2013. There are likely excellent business reasons for all
232 physical world industries that meet some primary need, including
infrastructure, health, and food. For example, Facebook most likely in -
vested in telecommunications infrastructure to ensure that more people
can go online to use Facebook. Amazon probably fed money into drone
delivery to ensure that people continue to buy their wares from Ama -
zon. There are surely sound bottom- line reasons for their investments.

Yet | suspect thereOs more to the story, for two reasons. First, think
of the scale. It makes sense that tech companies would spend the major -
ity of their acquisition and investment dollarsN80 percent, as it turns
outN on their core technologies: better geolocation services for Google
Maps, for instance, or software that facilitates faster processing for Mi -
crosoft. It would also make sense that tech companies in particularN
organizations that found success precisely because of a future- leaning
innovative bentN would spend at least a little money on research and
development of new technologies to nudge them along.

But close to 20 percent of their total investment and acquisition
funds is more than a little money. It represents billions of dollars. The
single transaction to purchase Whole Foods cost Amazon $13 billion, a
heck of a lot of money to spend on something just because itOs shiny and
new, even if it probably benebts your bottom line.

The second reason has to do with the changing nature of digital tech -
nology. With the advent of the smartphone in 2007, we went from going
online on a desktop or laptop to carrying the internet on our person.
OOnlineO is no longer wholly distinct from Qin real lifeQ; itOs integrated
into real life. It makes sense, then, for the keepers of our digital lives to
branch into our physical and personal spaces. If nothing else, doing so
means they have more control over when and how their products and
services will be put to use.

Thus, while net states are still largely digital beasts, through expan -
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sion into the daily activities of our physical environments, they are be -
coming, slowly but surely, more closely tethered to the physical world.

Before they can expand much further into our physical environ -
ments, however, they need to shore up the supply of material resources
required to produce, operate, and maintain the core products and ser -
vices they already manage within the digital realm. To do so, theyOve
had to be creative. TheyOre not just exploring new sources for traditional
resources, such as mining for tantalumN a mineral used in the build -
ing of cell phonesN in the politically fraught Democratic Republic of
Congo. Nor are they settling for access to the abundant mineral reserves
in northwestern China. TheyOre also looking to outer space.

In 2012, GoogleOs former CEO Eric Schmidt and cofounder Larry
Page became principal investors in an asteroid mining company called
Planetary Resources. Asteroid mining may seem like far- RBung future
techN and, at present, it may still beN but itOs also one of the fastest-
growing space-related investment areas out there. Peter Diamandis, co -
founder of the X Prize, likened asteroid mining to the next Ogold rush,0
with space rocks supplying a potentially limitless supply of rare earth
metals essential to modern consumer electronics, including everyday
items like your laptop and cell phone. ™ The 17 elements classibed as
Orare earth metalsONfrom the lithium in your iPhone battery, to scan -
dium, essential for televisions and digital screens, and neodymium, an
integral part of your headphonesN are currently harvested from EarthOs
crust.”? However, like most precious natural resources, theyOre expen -
sive to mine and process, and at some point risk scarcity in supply. 7

Elon Musk is also in on the space game, but for other reasons: inter -
space travel. In another testament to his prescience, Musk founded the
spacecraft manufacturing and ferrying service SpaceX in 2002, more
than a decade before other private- sector entities began investing in
space. Despite multiple failed launch attempts in its early years, SpaceX
has Pnally hit its stride: in 2017, it successfully launched its brst fully
recycled mission to the International Space Station, using previously
Bown rockets and spacecraft for the mission. Since then, it has advanced

InformationTrade_9780062888983_1P_CL0805_cc19.indd 67 @ 8/5/19 4:53 PM



68 THE INFORMATION TRADE

so rapidly that analysts estimate SpaceX now controls 50 percent of the
rocket launch market globally, a share so substantial that RussiaOs chief
space3ight ofbcial, Deputy Prime Minister Dmitry Rogozin, conceded

in a recent interview with Russian television that it OisnOt worth the ef -
fort [for Russia] to try to elbow Musk . .. aside.(*

Space exploration has historically been so expensive, so specialized,
that no commercial entities had either the capital or the technical ex -
pertise to try it. Historically, only countries could harness the resources
to pull it off. This looked like it might change in 1982, when Space Ser -
vicesOConestoga 1 made history as the brst privately funded spacecraft
to perform a test launch that reached space. " Despite this effort, for the
next 30 years spacefaring remained primarily the domain of countries.

Even for entities as rich in resources as nations, outer space is a
reach. Since the early days of the space race, only nine countriesN the
United States, Russia, China, France, the United Kingdom, India, Israel,
Iran, and North KoreaN have developed the capacity to launch anything
into orbit. About 60 countries maintain satellites in space, 7® but they
have to hitch them to a spacecraft from one of the nine spacefaring na -
tions to get them there. In short, until relatively recently, the only robust
investments into rocket launchers, spacecraft, and other orbitals were
restricted to deep- pocketed superpower nation- states: Europe, Russia,
the United States, and, most recently, China.

In recent years, SpaceX, with its innovative rocketry, has dominated
the commercial market. No other private spacefaring company has suc -
cessfully recycled rockets, a feat that revolutionizes the possibility of
reducing the cost of space travel. And yet, being the sole entity currently
capable of executing this feat, SpaceX recently raised the ticket price
to NASA for restocking the International Space StationN  a sobering ex-
ample of what might happen if governments continue outsourcing space
exploration to the private sector. 7

And Musk likely wonOt be alone in dominating space for long. In
2018, Amazon founder and CEO Jeff Bezos announced that heOs invest-
ing $1 billion a year of his own Amazon stock in his company Blue
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Origin, with claims that they would be transporting tourists to the edge
of space by 2019.8

Asteroid mining and the new race into space are reminders that the
material resources that create our tech world are not a given. The elec -
tronics that we rely on and take for grantedN  our cell phones, laptops,
tablets, watches, televisions, and the likeN are not magically produced
out of thin air. WeOve become used to their being built at the rates they
are today, and to their getting faster and generally cheaper with each
passing year,” but these historic norms are not assured in the future,
nor is the very existence of the devices themselvesN not by any stretch
of the imagination. These gadgets require physical resources, on Earth
or from space, that are far from easy to harvest.

Similarly, the investment by net state leadership from Microsoft,
Google, Amazon, and SpaceX suggests that outer space is not merely an
interesting new frontier to explore. Rather, it is likely essential for the
continued dominance of net states. That investment may indicate that
conditions on Earth arenOt quite as hospitable for expanded business
opportunities as we have thought. It also may explain why net states
are expanding their businesses from the purely digital into the physical
realmN into areas where they might not be quite so reliant on precious
minerals from a single country, and an authoritarian one at that.

Because, as of today, between 90 and 95 percent of processed rare
earth metals come from land owned by China. & The US, for instance,
gets the vast majority of these materials from the Chinese, a fact that
likely makes the Department of Defense, which itself consumes 800
tons of rare earth metals each year, rather nervous. 8 While the US has
its own rare earth minerals reserves, theyOre barely mined at all: as of
May 2019, there was only one rare earth minerals mine in operation, in
Mountain Pass, California. 8 ChinaOs overwhelming monopoly on Earth-
sourced rare earth metals is so valuable that theyOve created a shipping
port in landlocked KazakhstanN  a shipping port so far from the sea that
itOs practically sitting on the Eurasian OPole of Inaccessibility,O the of -
Pcial term for the most remote regions on Earth. % 1tOs part of ChinaOs
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planned global ONew Silk RoadO trading route, hailed by Chinese presi -
dent Xi Jinping as Othe Project of the Century.O Also known as the OBelt
and Road InitiativeO (formerly OOne Belt, One RoadO), BRI involves
ports, train routes, pipelines, and other infrastructure throughout 70
countries. # Through these routes theyOre selling all manner of goods,
key among them being their processed rare earth metals. 8 China has
already invested over a trillion  dollars in its infrastructure.

With China processing upwards of 90 percent of all rare earth metals
and constructing the largest shipping route in history, the tech indus -
tryOs ability to produce digital devices would be absolutely decimated
should China decide not to sell these resources to Western net states.
With so much of the necessary raw material needed for tech in the con -
trol of a single country, the idea of net state entrepreneurs investing in
asteroid mining suddenly doesnOt seem so crazy after all.

HereOs the Pnal reason why asteroids and the new space race matter:
net state investments and activities may feel academic and distant, but
behind the scenes theyOre exploratory moonshots, literallyN projects so
grand that they would take us into space, onto asteroids, and who knows
where else. We may think of net states as benign but coolN making
search engines, social networking sites, and smartphones. But theyOre
doing so much more than this. They are seeking to transform our expe -
rience on Earth and, in a handful of years, above it.

OT HE WORLD IS MUCH BETTER. THE WORLD IS AWFUL . THE WORLD CAN
be much better.3*” Max Roser, an economist at Oxford University, wrote
this headline to a blog post explaining how the content of his online
publication, Our World in Data , can be construed. OAll three of these
statements are true,0 he wrote. But he countered that while Oit is impor -
tant that we know what is wrong with the world[,] ... given the scale
of what we have achieved already and what is possible for the future, |
think itOs irresponsible to only report on how dreadful our situation is.O
RoserOs publication tracks long arcsK historical trends over
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centuriesN about the most important questions in life: How do our lives
today compare to those of people who lived four hundred years ago?
One hundred years ago? Fifteen years ago? He uses statistical data to
tackle dozens of variations on this question. Are we living longer? Are
we Pghting less? Are our children stronger? Are we suffering less?

And the answer to all of theseN all of theseN is that yes, over long
periods of time, life has improved. We are living longer. We are bghting
less. Our children are stronger. We are suffering less.

But we still have so much work to do. Our progress hasnOt traced a
straight line from bad to better. Nor has good fortune been evenly dis -
tributed across the globe.

ItOs sometimes tempting to see todayOs technology as somehow qual
tatively different from previous epochs of tech; its transformation of our
experience on Earth as a wholly new, and often bad, thing. Yet OmodernO
technology has been in the process of transforming our experience on
Earth for over a hundred years, since long before net states came to be.
With the widespread adoption of radio in the 1920s, for example, we
could hear human voices from across the world, and with that new ex -
perience, expand our ability to humanize those with different lives than
our own. With the mass distribution of television in the 1940s and O50s,
we could see human faces across the world, and with that, grow in our
capacity to empathize with hardships lived by others.

In some ways, net states have made our world better. In others, they
have made our world awful. And in yet others, they have the capacity to
make our world much better in the years to come. The brst Powerpacks
Musk took to Puerto Rico less than two weeks after Hurricane Maria
had wiped out power to over 3 million residents were delivered to a San
Juan childrenOs hospital, Hospital del Ni-o, 88 a central medical facility
that served over 3,000 children and housed more than 30 seriously ill
children who required round- the-clock care. One could cynically argue
that Tesla helped out just for good publicity, which they certainly got in
spades. But regardless of their motivation, they made things happen at
a time when the people®s own government was failing them. OIOve never
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seen a team arrive so fast and work so fast. They built this in a week,0
Rafael Pagtn, the hospitalOs chairman of the board, said to Telemundo .8
Compare TeslaOs activities those weeks to the American governmentOs;
not many days before TeslaOs donation, the American president threw
paper towels to a crowd assembled at a press conference. Paper towels.
Between net states and the nation- state, itOs not hard to see who really
made a difference to the people of Puerto Rico in this instance.

Tech moves fast; it evolves at dizzying speeds. But itOs still track -
able and traceable over time. In another few decades, we will have the
luxury of looking back at net statesO longer arc of progress or decay, their
contributions to or degradation of humanity. But even with the data we
have thus far, | would argue that the trend points toward progress. The
question then becomes, What is our role, as citizen- users? With govern -
ment, our role as citizens is clear: we vote; we support or oppose laws;
we ensure that our peers receive a fair trial when called upon to do so.

But with net states, our role is not only less clear; in some ways, it
doesndt yet exist. Thus far, weOve yet to vote for their leadership. WeOve
yet to assert our personal values on their data and product policies.
WeOve not substantially swayed their investment decisions. Throughout
this book | argue that we have a responsibility to change all that; that
unless we demand a more active, contributory role in net statesQ use
of our data and their investments in what has been, up to now, public
infrastructure, we will miss out on the opportunity to shape how they
inBuence our lives: socially, politically, and even physically.

Net statesO expansion into real life is not on the horizon; itOs under -
way. This could make life better. It could make life awful. Both of those
statements may end up being true to some degree, depending on how
you look at things. But what is absolutely true, regardless of the vantage
point, is that tech in our lives could be much better if it included our
active participation, both in guiding how it integrates into our real lives
and in having a say about what happens with the data this integration
generates.

As Roser concludes in his post, OWe know that it is possible to make
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the world a better place because we already did it. It is because the world

is terrible still that itOs so important to write about how the world be -
came a better place.O For us, itOs possible to see how tech has made our
real lives better. And itOs possible to imagine how it could make our real
lives unbearable. Our job is to pay attention; not just to the content our
net states produceN the TV shows and the memes and the headlinesN
but to the net states themselves. WeQre their citizen- users and their prod -
uct consumers and their watchdogs, all at once. Playing all three roles

is a lot of work. But the consequences of ignoring any one of those roles
would be worse. We need to evolve, ourselves, from consumers and pas -
sive users of net state resources to active participantsN to grow out of
our passive role as users and step into an active role as citizen- users.
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PRIVACY ALLIES AND ADVERSARIES

rivacy is no longer a given. We personally, and regulators on our

behalf, are engaged in a global battle over who gets to determine the

degree of privacy we retain over our content and activities via tech.
This chapter explores how our understanding of privacy has evolved
and the possibility that its current iteration may be an Oanomaly.O It
considers how net statesO partnerships with data brokers create probles
that OknowO us, how Europe is bghting back against these practices, and
how these interventions can and canOt help the citizen- user.

On August 17, 2018, for the cost of a $400 court bling fee and undis -
closed legal expenses, Napoleon Patacsil, a San Diegobbased security
guard at CSE Security Services, Pled in CaliforniaDs Northern District
Court a class-action lawsuit on behalf of all US users of Android phones
and iPhones against Google.! Patacsil v. Google, Inc. argued that Google
illegally tracked usersO locations, regardless of user privacy settings, and
without adequate disclosure. ?2

Patacsil leaped to action after reading an Associated Press report just
days earlier unmasking GoogleOs location-tracking practices. The AP re -
port, which was corroborated by researchers at Princeton University,
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ran with a detailed map of all the places postdoctoral researcher Gunes
Acar had visited over three days in July while his phoneOs location-
tracking capability was turned off. Jarring in detail, the map is accurate
down to AcarQOs presence at speciPc buildings on a city block. 2

Patacsil himself, despite mounting a court case to take down one of
the most powerful web companies on earth, remains an almost invis -
ible entity online; he granted no interviews regarding his motivations
to sue Google. The only details that can be gleaned about his intentions
come from the ofbcial August 17 court bling itself. It notes that Patacsil
owned an iPhone from 2016 through 2018 and had attempted to turn
location- tracking services by Google off on this device. ONevertheless,0
reads the bling, OGoogle continued to track his location information.O
Despite GoogleOs public assurances that turning off location- tracking
means that Othe places you go are no longer storedONthat Owhen you
turn off Location History for your Google Account, itOs off for all de -
vices associated with that Google AccountON the bling characterized
GoogleOs representations as Ofalse.O Citing the AP report, the Pling reads,
OTurning off OLocation HistoryO only stopped Google from creating a lo -
cation timeline that the user could view. Google, however, continues to
track the phone owners and keep a record of their locations.O

Immediately after the Associated Press exposZ, Google changed the
language in its terms of service to read, OSome location data may be
saved as part of your activity on other services, like Search and Maps.O
Privacy advocates werenOt impressed with GoogleOs update. The damage
to usersN unknowingly having their data location tracked and stored
for, potentially, yearsN had been done. As Princeton computer scientist
and former chief technologist for the enforcement bureau of the Federal
Communications Commission, Jonathan Mayer, was quoted as saying
in PatacsilOs court Pling: OIf youOre going to allow users to turn off some-
thing called OLocation History,0 then all the places where you maintain
location history should be turned off. That seems like a pretty straight -
forward position to have.O *

Perhaps most signibcantly, Patacsil is one of only 39 million peopleN
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the residents of CaliforniaN out of the 325 million people who live in
the United States who is even capable of bling a lawsuit against Google,
or any other tech company, and having any hope of winning. ThatOs be

cause his home state of California had adopted, a month before Patac
silOs pling, the California Consumer Privacy Act of 2018, or AB 375, °
the most stringent data protection law in the country. Though it wonOt

take effect until January 2020, the spirit of the law and the increasing
demand for the regulation of net states emboldened Patacsil to Ple his
class-action suit. Outside the state of California, however, there are cur

rently no other laws on the state or federal level in the US substantially
regulating what net states like Google or Facebook can and cannot do
with a personOs digital information. Nor are there any laws preventing
third- party data brokers from collecting, cataloging, and selling our
personal, medical, and Pnancial information. AmericansN  outside the
state of CaliforniaN simply donOt have signibcant legal protections with
respect to the privacy of their digital data.

UP TO THE 1850s, MOST AMERICAN HOMES DIDN® HAVE INTERNAL
walls. Families lived, slept, washed, ate meals, and conducted every
other activity in a single room; ©even the livestock were housed indoors. 7
There were advantages to this arrangement: it meant only one room to
heat, so everyone could keep warm from a single heat source. With ani -
mals to tend to and belds to plow, most of the family would spend the
day outdoors anyway. Families generally huddled together just to eat
and sleepN again, a warmer arrangement than being on oneOs ownN so
mornings and evenings were the only times when lack of privacy might
have even been an issue®

Physical privacy emerged as years went on for several reasons, health
being key among them. With contagious diseases among the prime fac -
tors killing off 30 percent of all children in the year 1900, public health
experts at the time urged parents to separate their children into their
own beds if possible. ® Beds, being expensive, then also became status
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symbols: only the wealthy could afford to have separate beds for various

individuals in their homes. However, privacy in the home is also a cul
turally specibc phenomenon. In a study of 186 cultures, anthropologist
John Whiting determined that 67 percent of all children were sleeping
in beds with at least one other individual, child or adult, as recently as
the 1950s.°

Physical privacy matters to this discussion because itOs very difp -
cult to have informational privacy without it. Imagine your spouse and
siblings and children all sitting on the sofa with you. 1tOd be difpcult to
have a private phone conversation in that sort of setting.

While informational privacy is not a uniquely American phenom

enon, it has its roots in the very founding of the country. The practice
of being forced to house and feed British troops, codibed in the Quar -
tering Act of 1774, emerged as part of a series of measures instituted by

the British following the Boston Tea Party as a means to get the colo
nists back in line. Better known by locals in America as Othe Coercive

ActsO or Othe Intolerable Acts,0 the colonists deeply resented these mea
sures The very personal nature of housing troops from what was seen
as an occupying force especially irked them, leading them to explicitly
abolish the practice in the Third Amendment to the US ConstitutionN
lesser in importance only than whatOs stipulated in the First and Second
Amendments: the right to bear arms and freedom of speech. The Fourth

Amendment also speaks to early AmericaOs concern with personal pri
vacy: ensuring protection of oneOs property from illegal search and sei -
zure.

Despite the interest in personal privacy in early America, until very
recently the realities of life meant that privacy was still hard to come by,
as noted above. Just as physical privacy was available only to the very
wealthy in past centuriesN those who could afford homes with walls
separating all their roomsN informational privacy was available only
to those who could afford to hire message carriers to deliver notes with
relative certainty that their contents would remain at least somewhat

Secure.
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It wasnOt until well after the advent of modern technologies such
as the telephone that Americans en masse could really experience pri -
vacy in the sense that we experience it today. Until the 1960s, most
telephones were connected to what was called a Oparty lineO: a single
number that you shared with your neighbors. *? If you wanted to use the
phone, you had to pick it up, determine if someone else was already us -
ing the lineN maybe eavesdrop a littleN then wait your turn. It wasnOt
until the popularization of the cell phone barely two decades ago that
each individual could have a dedicated phone number that wasnOt also
shared with family members or coworkers. It wasnOt a given, though:
only 50 percent of Americans had cell phones as recently as 2002. 13

One of the most startling observations about privacy in the informa -
tion age comes from Vint Cerf. Cerf is widely considered one of Othe
fathers of the internet,O having developed the ble transfer protocol (the
technique that lets you upload and download web pages, bles, photos,
and so on). He led DARPA (the Defense Advanced Research Projects
Agency; the people who invented the early internet, called ARPANET)
and founded ICANN (the Internet Corporation for Assigned Names and
Numbers, the group that makes it possible for us to keep track of names
like www.google.com instead of IP addresses like http://74.125.224.72]).
HeOs now GoogleOs chief internet evangelistfthatOs his actual job title! N
working on the companyOs artiPcial intelligence team. In short, CerfOs no
slouch. When he speaks, people tend to pay attention.

At an event at the Federal Trade Commission on November 19, 2013,
Cerf, sporting his trademark three- piece suitN a habit that makes him
one of the very few sartorially sophisticated tech gurus in the worldN
made a prediction that rattled the industry. OPrivacy,0 he announced,
Omay be an anomaly.&* Technology is what made privacy in the modern
sense of the word possible in the brst place, he argued, with Othe in -
dustrial revolution and the growth of urban concentrations that led to a
sense of anonymity.O And privacy today is under threat, mostly because
of our own actions. OThe technology that we use today has far outraced
our social intuition. . . . [ThereOs a] need to develop social conventions
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that are more respectful of peopleOs privacy.O But weOre not anywhere
close to that yet, he said. OThis is something weOre gonna have to live
through.O

Privacy matters, and not just as something we view as an inherent
right. We behave differently when we know weQOre being watched than
when we believe weOre in private. ItOs called, bttingly, the Oobserver ef-
fectO or, for reasons explained below, the OHawthorne effect.O

Back in the 1920s, many Americans made their living in facto -
riesN34 percent of us, compared with just 5 percent today.  * Taylorism,
or the practice known as Oscientibc managementON designed to derive
maximum efbciency from the workforceN  had swept across industries.
As part of this trend, from 1924 to 1932 a massive telephone equipment
manufacturing facility in Illinois called Hawthorne Works underwent
a series of studies, ostensibly to identify ways to increase labor produc -
tivity. 2 (The study was commissioned in order to OproveO that more
lighting would lead to greater output, thus helping to sell more electric -
ity.) Scientists noted that under certain conditions, worker productivity
increased, while it decreased under other conditionsN  not solely to do
with lighting, but also with other factors, including cleanliness of the
workspace, timing of breaks, and so on. For decades, these studies infBu -
enced practices on factory Roors, serving as a benchmark for the ideal
quantity and quality of lighting, hygiene, and breaks necessary to eke
out the utmost from factory laborers.

About twenty years later, a social scientist named Henry A. Lands -
berger took a closer look at the Hawthorne studies. He determined that it
wasnOt the lighting that had made the workers more productive. Rather,
it was most likely the fact that workers were being paid attention to,
even if only as subjects of a study.

Since LandsbergerOs observation, the Hawthorne effect has been
widely studied, debated, debunked, revived, and otherwise dissectedN
mostly in an attempt to determine once and for all whether the Haw -
thorne effect was actually exhibited in the Hawthorne studies, as
opposed to whether the effect actually exists at all. %7
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What the observer effect means is pretty intuitive: when we know
weOre being watched, we act differently than when we believe weOre
alone. In many cases, this means trying harder, also called the Osocial
desirability biasO: in short, people want to look good to others. So if we
know other people are looking, we work a little harder to make our -
selves appear appealing.

The question becomes, then, What happens when we feel as if there
might always be someone watching? If all our digital activity is moni -
tored, andN with an increasing deployment of public sensors and sur -
veillance cameras in smart citiesN our physical activity is monitored,
does this mean we always try harder to look good? To contextualize why
this matters, itOs worth noting that the social desirability bias wields
great power over us. ItOs so powerful that even depictions of eyes, as
on a poster with people staring at you, are enough to make you modify
your behavior for the better (called, appropriately, the Owatching eye
effectO)!8 In one pilot test conducted in a police precinct in Nottingham -
shire, England, hanging posters of watching eyes coupled with police
warnings was credited with a 40 percent drop in theft. 1°

Although our behavior may improve due to the observer effect, we
don®t tend to enjoy the feeling of being studiously observed. Ever been in
a crowded room and look up to catch someone whoOs clearly been watch -
ing you? People tend to describe the sensation as uncannyN creepy,
even. And youOre not psychic, by the way, when you catch an observerN
you can thank your visual cortex, a part of your brain, for being able to
notice someoneQs staré® HereOs how it works: In any given environment,
thereOs too much stimulation to process all at once. Your eyes take in a
vast amount of stimuli, but then your visual cortex helpfully divvies it
up and sends it out to around 10 distinct areas of your brain. The region
to which these information packets are sent depends on the nature of
each stimulus: whether you perceive a threat, a familiar face, something
confusing; they all get processed differently. In one study, a subject who
was cortically blindN  meaning, unable to consciously see anythingN
was given a series of faces to look at. Although he couldnOt actually see
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anything, the area in his brain that processes emotions around faces,
the amygdala, still activated. This shows that our brains are working
hard even when we don®t know weQre being observed, just in case it
turns out that we might be observed.

Which all sounds really tiring. Think about it: Behave when you
know when youOre being watched. Straighten up when you know youQOre
being watched. Be smarter, kinder, better, add- desirable-quality- here
when you know youOre being watched. WeOre so preoccupied with the
possibility of being watched that our brain is alert for signs of observa -
tion even when weQre not consciously aware of being watched. Add tech
to the mix, and we create new opportunities to be watched. Whenever
we post anything onlineN a photo on Instagram, a tweet, a Facebook
post, an emailN weOre essentially throwing up a Bag in the ether, saying,
OHey! Over here! Check me out!O And now we can add in the Ointernet
of thingsON sensors and surveillance cameras in everyday devices (such
as refrigerators) that we donOt traditionally think of as being onlineN  as
cities become OsmarterO (more on that in chapter 6). Opportunities to
be watchedN both created by us and placed in our lived environmentN
multiply exponentially. If we actually made ourselves aware of all this
watching, where would the cognitive drain leave us?

To better understand cognitive drain and why privacy is so impor -
tant to us, we need to brst understand what our brains are capable of.
Scientists estimate our brain processing speed at approximately 120 bits
per second.?! As a frame of reference, to pay attention to one person talk -
ing eats up approximately 60 bits per second. To be in the presence of
multiple people talking doesnOt just feel overwhelming; it is cognitively,
neurologically overwhelming. It exceeds the available bandwidth of our
attention.

In this way, the trend toward net state investments in the physical
world via the internet of things may be unwittingly helping us out. As it
is, we donOt pay much attention to net states. When we use our iPhone,
weOre likely not thinking of Apple, the company, or even of the phone
as a device itself; we just use it. Similarly, we donOt call to mind Google,
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the company, when we send an email; we open up Gmail and just write
the message. As net state products and services become more and more
integrated into our lives, they become less noticeable. They become, as
in BrooksOs stem and Rower metaphor, background; the infrastructure
for our interactions: effective, familiar, and blissfully unremarkable.

This is important because demands on our attention have never been
higher, and the trends suggest that these demands will only increase.
Yet our attention has yet to evolve to the point where we can effectively
process more stimuli, making us feel perpetually overwhelmed or ex -
hausted or stressed out or some combination thereof.

Consider how we pay attention. 22 We do so in different ways depend -
ing on the circumstances: We pay attention to things around usN  thatOs
spatial attention. And we pay attention to things as they happen, which
is temporal attention. Then within that temporal category are lots of
subgroups. ThereOs selective attentionN as when you have to focus in
on a friend talking to you amidst a crowded party; you have to tune
out other conversations and pick out just what your friend is saying.
ThereOs sustained attentionN as when you need total silence in order
to focus on writing for long periods of time. Then thereOs alternating
or divided attentionN  as when you cook; you have to go back and forth
between checking a recipe and doing the chopping and measuring and
what have you, alternating your attention between reading and doing.

The demands that todayOs technology places on our attention are
largely temporal. If you look at your smartphone for a moment, youOll
note that it takes up very little of the visual landscape. ItOs just not terri -
bly taxing of spatial attention. Contrast this with, say, navigating a trafpc
jam on a busy city street. Strewn with billboards, storefronts, pedestri -
ans, street lights, trafbc lights, cars, trucks, motorcycles, cyclistsN  thatOs
a packed tableau thatOll suck spatial attention dry in a heartbeat.

Back to the phone: despite its relative smallness, it has an outsize
ability to absorb us. Media stimuliN  social media posts, games, news
feeds, emails, textsN all soak up our temporal attention. And we can
process only so much. In fact, if we get too many new bits of informa -
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tion in rapid succession, our brains helpfully tune out some of them, in
whatOs called the attentional blink.

The attentional blink is briefN about half a secondN meaning that
itOs not going to help us tune out distracting notibcations that pop up on
our screen (usually twice, for upwards of 10 seconds). But knowing that
our brains engage in attentional blink is an important reminder that we
have limits. Our brains, which are astronomically more powerful than
the worldOs fastest supercomputer, hiccup when theyOre overloaded.

This warrants a quick breakdown of the brain. That organ is more
than a machine, of course, but if we were to simply regard the machine -
like aspect of itN its processing powerN weQd have to admit itOs an ab
surdly powerful machine. In 2013, researchers set out to use the worldOs
fastest computerN then JapanOs Fuijitsubuilt K computerN to simulate
human brain activity. They calculated that one second of brain activity
involves 1.73 billion nerve cells bring on 10.4 trillion synapses. 2% Simu-
lating one single second of human brain activity took this computer 40
minutesN a computer made up of 82,944 processors. (By comparison,
the MacBook 1Om writing on has one processor. 2 One.) The K computer
used the equivalent of 250,000 PCsO worth of memory. To provide a point
of comparison on memory, 250,000 PCsO worth is still small potatoes;
scientists believe that the human brain holds about a petabyte of data,
roughly the same amount of data Roating around in the billion websites
of the entirety of the internet. 25 This data is far more than details such
as your kindergarten teacherOs hair color or the formula for Pnding the
area of a triangle. It encompasses such things as instructions that keep
your nervous system functioning, your heart beating.

So thatOs your brain. Impressive, no? But even your brainN a machine
so mighty that a supercomputer roughly 83,000 times more powerful
than your laptop can simulate only a tiny fraction of its powerN has a
measurable limit to its ability to pay attention. And that limit is half a
second. If you were driving 60 miles per hour, youOd cover a distance of
44 feet in half a second. ThatOs about three midsize car lengths. 26

Or, if you experienced an attentional blink, you might miss those
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three car lengths. This precious resource, our attention, is somewhat
fragile. When weQve got our attentional wits about us, we can catch sud -
den changes on the roadN a quickly braking car ahead of us, a deer, or
a child chasing a ball. But despite how awesomely powerful it is, the
brain rations attention, parceling it out to given stimuli depending on
how important each one seems. And digital mediaN  colorful, Rashing,
moving images especiallyN sure do seem important to the brain.

Net states recognize that we have only so much attention to give,
so they take steps to help us help ourselves preserve it. Not for any al -
truistic reasons, though; if we burn out on digital media, they lose us
as users. To combat attention fatigue, Apple recently rolled out Screen
Time, an app that tracks how much time you spend per app per week
and provides a weekly report that tallies it up for you. 2" Google plans a
similar feature for its Android phonesN  this one will go so far as to gray
out your screen when youOve exceeded the limit you set for yourself. 28

The digital realm needs to stay OhealthyO in order to keep users there.
ItOs in net statesO best interests to invest in the health of that ecosystemN
for example, by combating terrorists on their platforms (discussed in
chapter 4). And an ecosystem is only as healthy as the creatures who in -
habit it. We users of the internet need to remain attentionally healthy, so
to speak, in order to be bt enough to stay online, let alone thrive online.
And only if we thrive online do we generate dataN  the accumulation of
which is the ultimate goal for net states.

OPrivacy as we normally think of it doesnOt matter,0 said Aza Raskin,
cofounder of the Center for Humane TechnologyN a technology watch -
dog group founded by Silicon Valley engineersN  in a 2019 interview. 2°
ItOs data the big tech companies are really after, he said. Olmagine itOs a
stick bPgure at Prst, and as you use the system, itOs collecting Pngernail
scraps and bits of hair. What do you care that you lost a Pngernail scrap?
But theyOre putting it together into a model of you . .. little models, little
avatars, little voodoo dolls of you.O The real problem with this lies not in
your invasion of privacy, per se, but rather, in the fact that net states use
your data to create models of youN not someone like you; you.
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The questions become, then, What happens with these data models?
And do we get any say over how theyOre used?

WHAT WEQE LEARNED ABOUT THE COLLECTION OF OUR DATA THUS
far has not made us happy.

Twenty years, a month, and a week after a then- youthful Bill Gates
made his infamous appearance before Congress in the late ©90s, on April
11, 2018, Facebook founder and CEO Mark Zuckerberg found himself
in the very same hot seat. Facebook had been pilloried in the news for
almost a solid year. First came the reports about the Russian misin -
formation warfare carried out on FacebookOs platform during the 2016
presidential election. This was followed by the previously mentioned
revelation that a political consulting Prm, Cambridge Analytica, had
gained access to 87 million usersO private data without their explicit
knowledge or consent. %

What was lost on the public is that this was in no way a data breach
or hack or leak: Cambridge AnalyticaOs access to user data is just one
example of the kind of access scores of companies doing business with
Facebook had, according to FacebookOs 2015 business model (which
theyOve since modibed). Yet the public outrage either missed or ignored
this fact. As technology writer Will Oremus pointed out, this may have
been in part due to the fact that our collective rage at Facebook was
not just because of what Facebook had done with our data; it was also
because of our own gullibility for having given up so much of our in -
formation in the brst place. Olt was Facebook,0O he wrote, Othat taught
people around the world to freely give themselves online and to accept
the use of their personal data in targeted advertisements as the price of
admission to the modern internet.O 3 And thus it was Facebook that re -
ceived the brunt of the global ire. We had awakened to the fact that our
data wasnOt just being OlikedO by friends and family members; our data
served as the behind-the-scenes currency that businesses traded with
Facebook in order to let Facebook proudly claim in public, OItOs free and
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always will be.O

Combined, the outcry over the two scandals torpedoed the public
love affair with Facebook in a matter of months. Congress, which had
largely ignored Silicon Valley in the two decades since the Microsoft
hearings, Pnally had no choice but to confront its leadership head on.
For the 2016 presidential election scandal, in November 2017 Congress
settled with dragging just the lawyers from Google, Twitter, and Face -
book before them in what ended up being a blustering nonevent with no
consequences?? But by the spring of 2018, the public backlash following
the Cambridge Analytica story had grown so intense, Congress had no
choice but to pull in Zuckerberg himself.

Mark Zuckerberg had apparently taken note of GatesOs disastrous
encounter with the Senate Judiciary Committee in 1998. In his own tes -
timony, which spanned a total of 10 hours and addressed over 600 ques -
tions, Zuckerberg attempted to appear sober, respectfulN chastened,
even.® It didnOt always work. Over the two- day grilling by both the
House of Representatives and the Senate, Zuckerberg sat on the receiv -
ing end of much bnger- pointing and huffy indignation. But ultimately,
the hearings revealed more about CongressOs lack of understanding
about tech than anything Facebook had or hadnOt done with user data.
In one epitomizing moment, 84-year- old Senator Orrin HatchN the same
senator who two decades earlier had effectively taken Gates to taskN
demanded of Zuckerberg: OSo, how do you sustain a business model in
which users donOt pay for your service?O With what has been character -
ized by numerous news outlets as a Osmirk,0 Zuckerberg replied, OSena-
tor, we run ads.0*

While much news analysis has been written about the hearings
themselves, they ultimately yielded no tangible legislative change nor
any punishment for Facebook or any of the other net states that might
be mishandling user data: Amazon, Apple, Google, Microsoft, and Tesla
artfully blended into the proverbial wallpaper during the Facebook
hearings and their aftermath.

The disappearing act worked for only so long, though. GoogleOs day
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in court came nextN not with the Patacsil case, which is still in prelimi -
nary stages, but with Congress. On December 11, 2018, Google CEO Sun-
dar Pichai stood before Congress to defend the companyOs data-handling
practices. But again, Congress missed its chance to reveal anything other
than its own misunderstanding of the tech industry. In this hearing, it
was Rep. Steve King (R-IA) who put his foot in his mouth, demanding

to know why his granddaughterOs iPhone displayed certain information.
Pichai politely noted, OCongressman, the iPhone is made by a different
company.O King attempted to backpedal, but in that moment, the optics
of who had power irreversibly shifted. What could have been a brm
congressional investigation into the tech industry came off instead as

a game of political point- scoring, patiently tolerated by the person who
appeared to be the real grown- up in the room: GoogleOs Pichai.

News reports following GoogleOs hearing thus drew similar conclu -
sions to those following FacebookOs hearings: Congress had had yet an-
other shot at bringing down our net state kings a peg, and they blew it. ~ =°
As of this writing in 2019, despite increased public awareness in the
United States about our lack of protections of our digital information,
there remains no legislation to address it.

Legislation, though, may not be the perfect solution for protecting
usersO rights. OTech will always change so fast that hard and fast leg-
islation rules freeze you in the wrong place,0 Tom Wheeler, President
ObamaQs chair of the Federal Trade Commission from 2013 to 2017, told
me in an interview in January 2019. OWhatOs ironic is that the very same
tech companies that fought tooth and nail against federal regulations
three years agoN hereOs a story for you; when they fought rules in Con -
gress, they passed around a document detailing how, and | quote, Opri -
vacy regulations would signibcantly harm consumers® have now come
around to ask for federal privacy rules.O

When asked why he thought this was the case, Wheeler replied,
ONow that theyOre seeing California with its own privacy regulations,
theyOre seeing that other states will likely follow suit. There will be a
plethora of rules. So now the tech companies themselves are advocating
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for one set of federal rules that they can comply with, because if they
have to deal with 50 sets of state rules, all of which are different, they
wonOt be able to operate.O

If the tech industry itself is advocating for federal regulations, why
havenOt they materialized? There are several superbcial reasons. The
prst is a perennially gridlocked US Congress that has been so mired in
partisan rancor for the past several years that it has been unable to pass
sweeping legislation of any kind, let alone a package that might be con -
sidered controversial, such as a federal data protection law. Also, the US
lacks a central agency that would oversee enactment of such laws even
if they did exist. 3¢

But the root cause of our lack of data protection laws in the USre -
quires us to look inward, and itOs a tad more depressing than partisan
bickering: perhaps people just donOt care enough about the issue to push
for change.

In what Atlantic writer lan Bogost has termed Oprivacy nihilism,0
one of the reasons people fail to take the requisite steps to safeguard
their digital data is simply preemptive exhaustion, a communal mal -
aise. We sense that our dataOs already gone; that we lost the privacy bat-
tle before we even knew it was ours to bPght. As such, thereOs no point
in getting all up in arms about it now. % In a 2017 Pew Research Center
study on trust in online platforms, experts identibed this trend, noting
that whether we trust our tech (or not) may not translate into action
regarding our use of that tech. Trust, or the absence of it, will simply
become Oirrelevant,O they predicted. OHacking, identity theft, trolling,
doxxingON when someone reveals another personOs personally identip -
able information publicly onlineN  Owill become increasingly common -
place and a daily cost of doing business on the internet.O 3

Research supports that this trend will likely continue. According
to a 2018 study by the University of Michigan, people who purchase
OsmartO home devices like Google Home or Amazon Echo (detailed more
in chapter 6) are fully aware that theyOre risking their private informa -
tion being collected; theyOve simply given up on the idea of privacy. 3
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OWhat was really concerning to me,0 said Florian Schaub, assistant pro -
fessor at the University of Michigan and one of the studyOs coauthors,
Owas this idea that QitOs just a little bit more info you give Google or Ama -
zon, and they already know a lot about you, so how is that bad?® &° She
concluded, OItOs representative of this constant erosion of what privacy
means and what our privacy expectations are.O

WeOve become so inured to news stories about data breaches, data
leaks, and untrustworthy personal privacy policies that we donOt even
bother to read them anymore (if we ever did). Which is ironic. More and
more privacy notices are being written in plain English as tech compa -
nies attempt to comply with the European UnionOs recent data regula -
tions. So itOs now more possible to read them than ever. The question is,
Will it make any difference if we do?

For instance, if you live in Vermont and youOre having a Powerwall
installed in your home, as described in chapter 2, you may have the
opportunity to read and sign TeslaOs privacy noticeN which is totally
doable; itOs not even two pages long and is written in accessible English.
But what about TeslaOs Powerwall partnerships directly with cities such
as Norwich, Connecticut, and San Jose and Santa Ana, California? Will
their residents be notibed that Tesla may collect their personal infor -
mation? Will they even know that Tesla is a partner in running their
electrical grid?

HereOs why this matters. A sentence in the OHow We May Use and
Share Your Personal InformationO section of TeslaOs privacy notice reads:
OWe may share Personal Information we collect with  third parties when
necessary to perform services on our, or on your, behalfO (italics added).

Who are these Othird partiesO? The notice doesnOt say. But if Tesla is
anything like the majority of businesses that collect consumer data in
the United States, Othird partiesO most likely include data brokers.

Data brokers are essentially what they sound like they would be:
companies that buy and sell your dataN for gobs of money. TheyOre a
$50-billion- a-year industry in the United States. Yet despite their mas -
sive Pnancial assets, they operate largely in the dark; most Americans
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have never heard of even the biggest among them, which include Acx -
iom, Nielsen, Experian, Equifax, and CoreLogic. “* OMost [people] have
no idea who these companies are and how they got their data on them,O
commented Amul Kalia, who works for the Electronic Frontier Founda -
tion, a consumer privacy advocacy organization. OAnd they would be
very surprised to know the intimate details that these companies have
collected on people.O*

While Tesla and Google and Facebook gather personal and behavioral
information on their singular platforms, data brokersN  so powerful that
one reporter referred to them as Othe whales of the data ecosystemORN
compile it all to create comprehensive and detailed probles. “ A 2014
report by the Federal Trade Commission showed that one data broker,
Acxiom, had databases storing 3,000 Odata segmentsO on just about ev
ery individual consumer in the United States. “** In some cases, these
segments reRect our religious preferences, with labels like OBible Life -
styleO; our economic circumstances, like those of us who bt into the
categories OFinancially ChallengedO or OModest WagesO; our marital sta
tus, like OWorking- Class MomO; and our entertainment preferences, like
OMedia Channel UsageN Daytime TV,0 OExerciseNSporty Living,0 and
OOutdoor/Hunting & Shooting.O

This data segmentation doesnOt stop at the behavior associated with
the products we buy. WeOre also sorted into categories based on our over -
all lifestyle, such as ORural EverlastingON that would be single men and
women over the age of 66 with Olow educational attainment and low net
worthON or ODowntown Dwellers,0 those of us who are Oupper- middle-
agedO and with a OhighschoolO or Ovocational/technicalO® degree work-
ing to Omake ends meet with low- wage clerical or service jobs.O

While this may feel too high on the creepy spectrum, the data bro -
kers themselves attempt to paint such specibc market segmentation as
actually good for us. For instance, on AcxiomOs website section OHow
Personalized Marketing Works,0 they display two kinds of ads: what
youOd see if you were a, say, 46-yearold single maleN that would be an
ad for a Bashy red sports car; and what youOd see without personalized
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marketing: an ad forN heaven forbidN makeup. Another example: if
youOve recently moved, Acxiom shows that youOd see ads sharing the
opportunity for 20 percent off OhousewarmingO furniture; without per -
sonalized marketing, they display some dreary impersonal credit card
pitch that clearly doesnOt know how to congratulate you properly on
your big move.

With these examples of the ways that Opersonalized marketingO is
Ohelpful,O we can begin to see how our personal data gets monetized.
Because if IOm in the business of selling Rashy red sports cars, | prob -
ably really do want to target single men in the midlife crisis range. Plain
old common sense suggests that theyOre a more likely buyer group than,
for instance, women with young children. With the amount of money
American businesses spend on advertisingN  $218 billion in 2018NitOs
not hard to imagine that theyOd want to ensure that those dollars are
spent targeting the absolutely most likely buyers, down to zip code, life -
style, age, parental status, and other relevant variables. %

The question then becomes, How can data brokers compile enough
information to know not only our demographic details, but how far we
went in school, the kind of job we have, how much we earn, and whether
we have kids, hunt, or go to Bible study?

That would be from the Odata elementsO they collect from various
companies. They may learn about our vacation habits from the com -
panies we buy our plane tickets from, like Expedia “® or Kayak.*” Our
weight, height, educational attainment, and parental status may come
from dating sites like Match.com “ or OkCupid. “° One dating site, Grindr,
even shares usersO HIV status with data brokersN if the users voluntarily
shared this information with the site, itOs unclear whether this in viola -
tion of HIPAA protections. ° Our political afpliation, credit card use,
occupation, net worth, and other data elements are regularly collected
from just about every company and online service we do business with.

The true value for data brokers isnOt individual data elements or even
the marketing segments they sort us into. Instead, the value resides in
the aggregation of data that allows them to create a bnely detailed pic -
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ture of who you areN again, not someone like you; specibcally youN
and what youQre likely to need. OThe extent of consumer probling today
means that data brokers often know as muchN or even moreN about us
than our family and friends,O said Edith Ramirez, then chair of the FTC,

in a May 2014 press release.*

WhatOs even more alarming about our data probles is that theyOre not
limited to information available digitally. Thanks to a process called
Oonboarding,0 data brokers collect information about our ofRine habits
to include in our probles as well: things like magazine subscriptions,
what we purchase with store loyalty cards, and publicly available data
from government records. 52 OThe marriage of online and ofRine is the ad
targeting of the last 10 years on steroids,0 said Scott Howe, chief execu -
tive of Acxiom, in 2014. 52 Onboarding is how itOs possible for you to stop
at Target to buy DayQuil and then, when you log on to your computer
a few hours later, see ads popping up on Facebook for humidibers and
throat lozenges.

WhatOs the big deal? you ask. What possible data could a company
like Tesla sell to a data broker about your energy use that would matter
to you? Think about it: When do you turn the lights on? When you wake
up. When do you turn them off? When you leave your house. On again?
When you get home from work. Off again? When you go to sleep. And
S0, using just your energy use data, Tesla and whoever they sell your
data to have your daily routine mapped out to the minute. They know,
in general, when you will be home. More important, they know when
your home will be emptyN and potentially vulnerable to any criminal
who might want access to it.

This is a problem because all digital dataN all of itN is hackable.
And hacks have happened. Equifax, one of the three largest credit score
Prms in the United States as well as a major data aggregator and broker,
suffered a massive cybersecurity breach in 2017 that left 143 million
AmericansO data exposed®* Whoever stole this information could theo -
retically use your data proble to bnd out where you live andN if they
have access to your energy use probleN when youOll be out during the
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day.

Consider the Equifax breach and Tesla Powerwall side by side. Much
of your personal information is Roating around in the ether, thanks to
the Equifax hack (and perhaps other hacks that weQre not yet aware of;
Equifax waited two months before reporting the breach). 5 This data
proble includes who you are, where you live, what you like, where you
work and shop, what you earn, andN  thanks to PowerwallN when youOre
home and when youOre out.

Assume also youOre one of the 47.5 million AmericansN thatOs one
out of every bve of usN who also has access to a voice-enabled assistant
such as Amazon Echo, Google Home, or even your iPhoneOs Siri.* Smart
speakers are also hackable, and hacks are well documented. For in -
stance, researchers at the vulnerability testing brm Checkmarx demon -
strated that it was Osurprisingly easyO to gain remote access to an Echo
and have it record everything it hearsN  all without notifying the user. 57

Hacks, however, are the worst- case scenario. The more likely out -
come is that net states willingly giveN OshareO is the more popular
termN your data to third parties. Amazon, for instance, is currently
considering giving third- party developers access to the transcripts of
user conversations recorded via the Echo. Google Home already does. 58
This means that in addition to the content of your conversationsN  what
you say you want, where youQOre going, what youOre arguing with your
spouse aboutN they have a new piece of biometric data: your voice. The
iPhone X already has a fair bit of personal biometric data, including
your thumbprint (if you enabled that login option) and your facial fea -
tures (if you enabled Face ID). With voice- enabled assistance, it adds
your voice to the data pool as well. Data brokers already have behavioral
probles on the majority of Americans; with the next generation of tech -
nology, theyQll be able to add physically identifying characteristics to
the probles as well.

It may be that Google and Amazon and other purveyors of voice-
enabled assistants collect user conversations simply to improve their
products. Yet regardless of how innocent their rationale may be, the
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guestion remains: What happens to our data once we share it? Even
though the original data collector may have our permission to possess
our informationN which we gave when we signed their terms of ser -
viceN if the language contains any reference to third- party sharing, we
may as well kiss our privacy goodbye.

OUR RIGHTS AS CITIZENS ARE PROTECTED THROUGH THE BiLL OF
Rights in the US Constitution. Most of us are generally familiar with
the big ones that pertain to us: freedom of speech, assembly, religion,
and so on. But how our rights extend to the data about us is unclear.
For instance, the Fourth Amendment says that we are protected from
unlawful search and seizure. This means that no one can take our
propertyN that we should Obe secure in [our] persons, houses, papers,
and effects,0 to be preciseNwithout a legal warrant. 5°

Is our personal data our property? What exactly is personal data?
These types of thorny questions are currently being hashed out in the
halls of the European Parliament. The worldOs strongest data protection
legislation to date came out of the European Union (EU)N  the 2016 Gen-
eral Data Protection Regulation, better known as the GDPR, which took
effect in May 2018.

The GDPR introduced a new term for the residents whom the legisla -
tion protects, calling them Odata subjects.O % By contrast, the tech compa -
nies that collect information about data subjects are Odata controllers.O
Under the GDPR, data subjectsN Europeans from 28 countriesN are
granted a slew of rights, including the right to consent to how their data
is collected, the right to be notibed within 72 hours of a data breach, the
right to know what their data is being used for, and, perhaps most im -
portant, whatOs known as the Oright to be forgottenON or Odata erasure,0
to use the technical term. Should a data subject withdraw consent at
any time, the data collector must stop using his or her data or face heavy
Pnes: 4 percent of the companyOs annual global turnover, or 20 million
(roughly the same as $20 million).

InformationTrade_9780062888983_1P_CL0805_cc19.indd 95 @ 8/5/19 4:53 PM



96 THE INFORMATION TRADE

That a bill of rights for data subjects exists somewhere in the world
is a huge step in the right direction for users. Citizens of the EU now
have explicit rights with respect to their personal data. Put another way,
Europeans have rights on multiple levels. They have rights as citizens of
their individual nation- statesand as members of the EU, the latter role
now conferring rights as Odata subjects.O

This is a totally laudable move; itOs great that such legislation exists
somewhere in the world. But itOs problematic in practice.

As with all diplomatic endeavors, thereOs the issue of enforcement.
At present, each individual member state of the EUN  again, 28 different
countriesN will have its own enforcement mechanism. ThatOs 28 differ -
ent methods for making sure every tech company that interacts with its
citizens complies with GDPR requirements.

To consider what this means in practice, think about our phones.
The average user accesses 30 apps on their smartphone each month and
has about 90 apps total installed. ¢ About 502 million people live in the
28 nations that compose the EU. This meansN even if weOre just talking
about the 30 most commonly used apps a monthN that the supervisory
authorities are responsible for ensuring that tech companies comply
with the GDPR in 15,060,000,000 (more than 15 billion ) citizen- user tech
interactions a month. It would be the understatement of the year to note
that oversight authorities in the EU are going to have their hands full.

And itDs just not clear how oversight is going to work. At present,
the GDPR stipulates that there be Oone GDPR supervisor per country.O
According to Article 54, itOs up to each of the 28 member states to deter -
mine how to set up its Data Protection Authority (DPA) and Supervisory
Authority: how many people should staff their ofpces, how they should
operate, and what level of funding theyOre allotted by their own govern -
ment. 52

Put another way, GDPR supervisors in Belgium, Slovakia, France,
Germany, and Estonia may all operate completely differently from one
another, function with different budgets, and be given varying levels of
priority within their home country, depending on their local political
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climate. So, while thereOs an oversight board for all DPAsN  that would be
the European Data Protection BoardN as with all things GDPR, Omany
details still needed to be hammered outO (the ofpcial GDPR character -
ization of the situation). ©

Enforcement issues aside, the GDPR is all well and good for the Eu -
ropeans. But what does it mean for us Yanks? For the tech industry as a
whole, it means a lot of compliance catch- up. In the days preceding the
May 25, 2018, deadline, you may have noted a RBurry of email notices
in your inbox about privacy policies for various tech services youOve
registered with (and some, perhaps, that you didnOt even know you were
registered with). Despite having more than a yearOs notice that the GDPR
was coming, a lot of tech companies simply didnOt make the deadline.
For instance, when the GDPR took effect, several major American news
sites, including the Los Angeles Times, the New York Daily News , the
Orlando Sentinel , the Chicago Tribune , and several others simply went
of3ine to anyone in Europe. ¢ Deciding that GDPR compliance simply
isnOt worth the hassle, a number of tech companiesN for example, the
massive multiplayer online game Ragnarok, the advertising services
Verve and Drawbridge, the Brent Ozar Unlimited consulting company,
the Unroll.me email manager, and the security company Steel RootN
have ceased doing business with EU users. %

Meanwhile, a month before the GDPR took effect, Facebook moved
1.5 billion usersN more than half its global user baseN out of reach of
European regulators and to its HQ in California. ¢ As privacy researcher
Lukasz Olejnik noted, this was a massive undertaking: OMoving around
one and a half billion users into other jurisdictions is not a simple copy-
and-paste exercise,0 he said. The end result? OUsers will clearly lose
some existing rights, as US standards are lower than those in Europe,0
he noted. Given the scale of the user base moved, as well as the timing,
itOs difbcult to imagine that Facebook had anything else in mind with
the move. Facebook and other net states can do what they like with user
data in the United States. So long as we keep using their products and
services, many of them will continue to persist as they have.
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In the United States, regulations focus on the product N the informa -
tion itself and how itOs handledN not on the user having any inherent
rights. Take, for instance, HIPAA, the Health Insurance Portability and
Accountability Act of 1996. HIPAA protects a personOs medical infor -
mation from being shared without consent. If youOve been to a doctorOs
ofbce in the past 20-plus years, youOve probably signed a HIPAA con -
sent form (probably without reading it) that gave permission to release
or share your medical information. Note, however, that HIPAA doesnOt
give you any special rights. Rather, it carves out special protection for
one subset of data about youN your medical informationN  and what a
certain group of peopleN medical professionalsN can do with it.

Another example is whatOs known as PlI: personally identipable in -
formation. This includes the combination of name, date of birth, Social
Security number, and other data that, in aggregate, would give away key
details about a personOs legal identity. Pll is protected under the Privacy
Act of 1974, which establishes a Ocode of fair information practices,O
basically spelling out what federal agencies can and cannot do with
the records they keep on citizens. ¢ As with HIPAA, though, this regu -
lation focuses on what certain groups of peopleN in this case, federal
ofbcialsN can do with a certain type of information. ¢ Once again, a cer-
tain type of information about us is regulated, but we as citizens arenOt
afforded any special protection.

Compared with residents of the European Union, American citizens
donOt have data protection rights. We are not Odata subjectsO here. We
are citizens of our nation- state with respect to our physical selves and
our physical environments. And we are users of our net states withre -
spect to our digital selves and our digital environments. At present, net
states have free rein, as stated earlier, in terms of what they wish to do
with our personal data (with the exception of medical information). But
theyOre not all reacting to that freedom in the same way.

Some net states are taking a more user-centric approach of their own
volition. Microsoft, for instance, is actively expanding Odata subjectO
rights: theyOve launched a Oprivacy dashboardO that permits any tech
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user in the world to sign up for GDPR- level privacy protections. ¢ And
some Americans are taking advantage of that feature.

As Microsoft president Brad Smith noted during our interview in
September 2018, OWhen we made those data subject rights available to
customers on a global basis, in the European Union itself, a market with
over 500 million people, there are roughly a million plus people who
took advantage of that. In the United States, a market of 320 million,
there were two million people who took advantage of itO He said, Olt
really, | think, should cause people to ref3ect on what is a longstanding
view that people often present the United States, including in the tech
sector, that Americans donOt care about these issues the way Europeans
do. Well, thereOs something there that Americans got pretty interested
in.O

A'S DISCUSSED ABOVE, NET STATES ARE ESSENTIALLY GIVEN FREE REIN
in the US but are subject to new, strict regulations in Europe. But Eu -
ropeOs not the only place that net states are facing backlash from nation-
state governments. In May 2018, Uganda, in an attempt to wipe out
Ogossiping,0 enacted a tax on social media use?® 200 shillings a day, or
$0.0531Nabout $19 a year. It may not sound like much, but in a country
with an annual GDP of $615 per capita, itOs not nothing. In Papua New
Guinea, a small island nation in the South Pacibc, authorities banned
Facebook for a full month. 7* OThe time will allow information to be col -
lected to identify users that hide behind fake accounts,0 commented
Communications Minister Sam Basil. Facebook and other social net -
working sites such as Instagram and WhatsApp have also been the tar -
get of scrutiny by governments elsewhere, such as Cambodia, Myanmar,
Sri Lanka, and the Philippines. 7> While there are very likely less than
noble reasons for enacting these bansN clamping down on free speech
from citizens, journalists, and advocates high among themN  the upshot
is that not every nation- state is giving Facebook or other tech platforms
free rein in their sovereign territories.
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In short, in 2018, 33 nation- statesNthe 28 EU members plus the
aforementionedN suddenly became much more difbcult places for net
states to do business. Given this, itOs probably not surprising that net
states are looking to set up shop outside nation- state borders. All the
land on Earth is currently governed by nation- states, but two categories
of EarthOs territory have yet to be clearly claimed and regulated: outer
space and the deep sea.

In 2009, Google was awarded a patent for seafaring data barges:
offshore data centers that could traverse international waters. 7 While
Google has yet to build any such barges, other net states are beginning
to explore what the seas have to offer them.

The ocean offers distinct advantages. Data centersN the machine
hubs where our online information is processed, transported, and
storedN are physical computers housed in physical structures that con -
sume tons of energy. According to the United States Data Center Energy
Usage Report, data centers in the territorial US are projected to consume
approximately 73 billion kilowatt-  hours by 2020.™ To translate that into
English, charging your smartphone for a full year requires 1 kilowatt-
hour. To keep the internet going, however, requires 70 billion kilowatt-
hoursN or, as one reporter described it, Oequivalent to [the output of]
about 8 big nuclear reactors.0™

For this very reason, chilly Scandinavia has become a popular des -
tination for net state data centers: companies have opened centers in
Denmark (Apple), Iceland (Facebook), Sweden (Amazon), Norway (Mi -
crosoft), and Finland (Google). "

In 2015, Microsoft launched Project Natick, a pilot program to sink
self-contained data centers in the ocean. The idea was brst Roated in
2013 in a white paperN one of the coauthors had worked on a Navy
submarineN and by 2015, Microsoft decided it was worth throwing
some money at it.

OWhen | brst heard about this | thought, OWater . . . electricity, why
would you do that?O0 said Ben Cutler, one of the engineers for Project
Natick, in an interview. OBut as you think more about it, it actually
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makes a lot of sense.(J’ Computers crash when they overheat. ThatOs ex-
pensive. Cooling them with air- conditioning demands lots of electric -
ity. ThatOs also expensive. Storing all this machinery requires valuable
physical real estate. ThatOsexpensive. The ocean undercuts costs in all
three areas. The currents keep the machines cool while also powering
turbines. Theoretically, these turbines could convert the ocean currents
into electricity, and there you have it: functional, powered data centers
that are cool enough to keep from melting down.

There are also potential legal advantages to investing in sea- based
data centers. ThereOs certainly plenty of physical real estate: more than
70 percent of the planet is covered in ocean. " The United Nations Con -
vention on the Law of the Sea (UNCLOS) established that country bor -
ders extend exactly 12 miles offshore. Considering that there are about
332,003,271 cubic miles of ocean, clearly the majority of that undersea
sector doesnOt fall under the purview and protection of any nation- ~ state.

By now Project Natick is more than just an idea. In June 2018, Micro -
soft dropped a pilot data center off the coast of Scotland in collaboration
with the European Marine Energy Center. 7°

OWe see this as an opportunity to Peld long- lived, resilient data cen -
ters that operate Olights outOfhobody on siteN with very high reliability
for the entire life of the deployment, possibly as long as 10 years,0 said
a Microsoft spokesperson. The company also projects that it can manu -
facture underwater data capsules in as little as 90 days, signibcantly
faster than it takes to construct traditional land-  based centers.

The possibilities here are more than a little intriguing. Data cen -
ters can be created and deployed in just a few months. And thereOs no
reason they canOt be dropped, say, 13 miles off the coastN just a smidge
outside the bounds of nation- state sovereignty. In theory, the data cen -
ters would not be subject to the nearest nation- state laws or regulations.
Rather, they would fall under the UNCLOS, which, while well inten -
tioned, is effectively toothless in terms of enforcement. In short, net
states could operate their data centers, which could theoretically house
all our personal data, beyond the reach of any nation- state. If they did,
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net statesN not nation- statesN would have sovereign domain over their
citizen- users. The sea would set them free.
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s much as we experience life online, we are creatures of the physi -
cal world, vulnerable to physical threats. This chapter explores our
physical security, showing how net states like Google can aid in the
pght against modern-day enemies. Analyzing the differences between
the tech ethos and the military ethos, this chapter explores how the
expertise so prized by security agencies has become a potential disad -
vantage in the bght against terrorism. It shows the possibilities for net
state/nation- state cooperation through acts of diplomacy and notes how
net states, led by Microsoft, have begun to forge ahead in this domain.
OWe Love Death More Than You Love Life,O reads the bold- print
Facebook post in the video. The shot cuts back to a young man seated
in what looks to be a dining room, his face masked by a blue- and-black
checkered kefbyeh pulled up so high it almost obscures his eyes. ! The
video names him OAbo Abdullah.O He stares at his interviewer just off
camera. OA year ago,0 he says before taking a long pause, Ol joined 1SIS.O
The YouTube video, entitled OCaptured ISIS Fighter on How He Was
Betrayed,O is slick, professionally producedN the product of an Ameri -
can digital news outlet called Vocativ, founded in 2013. OWhat did
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your leaders tell you about America?O the interviewer asks off camera.
Abdullah hunches forward, lifting his right hand to cradle his head.
OThey used to teach us that Americans were atheists who deserved to be
slaughtered.O He rubs his forehead; stops talking.

The video, which runs about Pve minutes, details how Abdullah
was recruited into ISIS from his home country of Saudi Arabia, arriving
in Syria under cover of night. He tells how he believed that he would
become a martyr Ofor the crimes committed against IslamO; how he went
through a closed- camp, 30-day training program in which he wasnOt
permitted to communicate with anyone on the outside; how, once in the
camp, Othey start to indoctrinate you, ... ODonOt trust this,0 ODonOt trust
that.G

In the video, Abdullah wipes sweat from his brow with his sleeve
when he gets to the part about how he ended up leaving ISIS. Ol was cap -
tured,O he says, Oduring a battle between ISIS and FSA [the Free Syrian
Army, opponents of Syrian president Bashar al- Assad].O He says, OThe
FSA told me, OYou can be sold for cashN why did you come here to bght?0
ThatOs when | realized | had been sent to my death by ISIS.O

This video is one of dozens of ISIS defector videos that Google and
a counterextremism organization, Moonshot CVE, leveraged in a pilot
test to deter ISIS recruits. 2 For eight weeks in 2018, rather than bnd -
ing 1SIS-related propaganda, users who typed OHow to join ISISO into
GoogleOs search engine were redirected to 116 different counternarra -
tive videos detailing the dark side of ISISN  ISIS defector videos like the
one described above, for instance, or homemade videos showing ISIS
Pghters languishing in long food lines, undermining the narrative that
the caliphate was a well- provisioned paradise. ® During the pilot, in ad -
dition to serving up anti- ISIS videos, Google featured ads for mental
health services alongside userOs search results?

The campaign worked surprisingly well: it reached 320,906 users
during the test period. Users who had started out searching for terror -
ist recruiting materials instead ended up watching 500,070 minutes of
video of counternarratives. ° The mental health content worked even bet -
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ter: users who entered the most violent search terms ended up clicking
ads for psychiatric support at rates 115 percent higher than a control
group.® The campaign diverted more than a thousand potential terror -
ists from recruitment materials and sent many vulnerable peopletore -
sources for psychological help.

This isndt an unusual approach for a counterterrorism campaign.
What makes it unusual it who was running it: not the US Department of
Defense or the CIA or any other national security agency. It was Google.
And they werenOt doing it for probt. Google made a moral judgment here.
Indeed, by placing their own ads on the site (in lieu of selling space),
they lost out on potential revenue that they could have earned. They
also acted against their primary business practice: to facilitate search
for their users. In this case, Google worked with the express purpose of
luring users away from the content they were searching for.

ItOs worth noting that Google wasnOt simply the business broker in
this equation. The company was acting as a quasi- counterterrorism
agent, having made a policy decision to intervene in normal business
processes to achieve a greater good. Antonia Raithatha, senior digital
communications of Moonshot CVE, the counterextremism organization
Google partnered with on this, emphasized in an interview that it was
GoogleOs understanding of users, not just GoogleOs tech, that made the
campaign successful. These campaigns need to tap into Onon- ideological
drivers of extremism that recruiters use to sway vulnerable individu -
als,0 she explained. You have to understand usersO desire for Othe sense
of purpose and belonging.O This desireN to be a part of something bigger
than oneself, to have a clearly debPned purpose handed to youN thatOs
what recruiters tap into to lure prospects.

In this respect, Google had an advantage over, say, the Department
of Defense. GoogleOs counterterrorism strategy was based not on policy
directive, but rather on a deep understanding of what their users want;
something at which a search engineN privy to our most private ques -
tionsN is uniquely expert.

This particular campaign was a success, though most of us have
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probably never heard about it. This raises some questions: When else
does Google intervene in searches? Do they redirect people seeking in -
formation about nefarious conduct across the board? Or only in cases
of terrorist activity? And who at Google makes that decision? Does the
company have some sort of counterterrorism wing, or was this just an
experiment cooked up by some do- gooder engineers?

One answer, it turns out, is that Google does indeed have a depart -
ment devoted to counterterrorism and other campaigns for the public
good. ItOs called Jigsaw.

CHELSEA MARKET IS, ON THE FACE OF IT, AN UPSCALE FOOD HALL.
Situated just beneath ManhattanOs elegant elevated park, the High Line,
its ground Roor offers a variety of shops ranging from OThe HeatonistON
specializing in artisanal hot saucesN  to the quirky OArtists & Fleas.O The
51 rather pricey shops nestled in its charming, brick- walled halls attract
well- heeled tourists and tote- bag-wielding locals alike, giving it a bus -
tling, almost European feel.

What most people donOt know is that in February of 2018, Chelsea
Market was purchased by Google. ” And just inside its 10th Avenue en -
trance, tucked away behind what appears to be an exotic pillow and
lamp shop, stands a glass door with stairs leading up a RBight to GoogleOs
geopolitical think tank, Jigsaw. Formerly known as Google Ideas, Jig -
saw was founded in 2010 by then CEO Eric Schmidt. Its mission: to use
technology to Otackle the toughest geopolitical challenges, from coun -
tering violent extremism to thwarting online censorship to mitigating
the threats associated with digital attacks.O 8

I met JigsawOs managing director, Scott Carpenter, in his ofbce on a
Tuesday morning in July 2018. Once inside JigsawOs suite, youOd never
know that a sea of shoppers meandered the Roor below. In keeping with
standard tech company architecture, an open pit hosted rows of tables
that served as desks for multiple people, each work space piled with
dual monitors, quirky decorations, and what looked to be at least two
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cups of coffee per staffer. Carpenter ushered me into his ofbce, one of
JigsawOs few closeddoor spaces, which he shared with another senior
leader.

| dove in with the basics: WhatOs Jigsaw up to? And whatOs in it for
Google to Otackle the toughest geopolitical challengesO?

OIf the internet is our ecosystem in which we live, breathe, and op -
erate and make all of our money,O Carpenter replied, practiced and pa -
tient, Owe need to think about what are the ways in which we need to
protect that ecosystem.O

A former senior State Department ofbcial, Carpenter is mild-
mannered and deceptively low- keyN an intellectual powerhouse in the
guise of a smiley- eyed tech evangelist. He and | were halfway through
what felt like an easy conversation when | realized he had been un -
winding carefully selected anecdotes to contextualize a grand global
narrative. Like great politicians, Carpenter has a way of making you feel
totally at easeN charmed, evenN while wowing you in a humble, under -
stated way. Like the best of nations, Google chooses its leaders wisely.

OlIn the same way, you protect the Gulf of Mexico if youOre BPO he
mused. OUnderstanding that [terrorists] are a threat to your existence if
you donQt, [we asked ourselves,] What can we do?0

The tricky part is bguring out the how: How precisely do you go
about protecting an ecosystem of over 1.5 hillion websites? ° According
to Carpenter, Google is open to discussing the question of how with
absolutely anyone. Information- sharing is, after all, core to the hacker
ethos. Ol led a group to northern Iraq to talk to former ISIS bghters in
detention facilities,0 he reRected. OBut weQll talk to the CIA, t00.0

However, Otalk toO is where Google draws a self-imposed line. OWeOll
talk to anyone,O he said. OBut weOre not going tocollaborate with govern -
ments.O

The CIA is certainly part of the American government, | almost
pointed out. But then | reminded myself that Otalk toO may mean shar -
ing information, exchanging ideas even. But thatOs just conversationN  a
far cry from engaging in some sort of active collaboration.

InformationTrade_9780062888983_1P_CL0805_cc19.indd 107 @ 8/5/19 4:53 PM



108 THE INFORMATION TRADE

@\ny governments?0 | asked.

OYeah,0 he nodded, cool but brm. OAnd thatOs kind of a principle.O

Whether we like it or not, net states donOt need governments nearly
as much as governments need net states. One example where this is
painfully evident is with attacks on ofpcial computer systems.

OWe are dealing with a hostage situation,0 Atlanta mayor Keisha
Lance Bottoms noted almost casually at the hastily assembled press
conference. Standing Ranked by a troupe of commissioners and city
council members on March 22, 2018, her team took turns detailing the
enormity of the problem their city now faced. °

After approximately ten minutes of damage reports, the mayor her -
self returned to the microphone. OltOs an attack on government,O she
noted, poised, unrufRed, Oand, therefore, an attack on all of us.O

The hostages in this case werenOt people; they were computers used
by the 424 programsN around 30 percent of which were deemed Omis -
sion criticalON that served as the foundation for AtlantaOs government.
Due to a ransomware attack, the 8,000 employees using the cityOs com -
puter network were locked out, their machines either compromised or
completely disabled. * An entire city governmentN one that served over
5.7 million residentsN  had been effectively shut down.

Scrambling for solutions, the city of Atlanta did what most local gov
ernment ofbcials would doN they called in the feds. The FBI and the
Department of Homeland Security were immediately engaged to inves -
tigate the source behind the attack.

But not even the FBI would be able to bring AtlantaOs systems back
online; FBI agents are investigators, not computer experts. So Atlanta
made another callN to the tech industry itself. Microsoft, Dell, and sev -
eral other tech bPrms launched into action to free the hostaged data and
render the systems operational again.

The ransom was, relatively speaking, a paltry sum: $51,000. By con -
trast, the tech contracts cost the government of Atlanta $2.7 million. 2
But as the FBI noted, there was no way of knowing whether the ransom -
ers would cease the attack if they got their money. Also, Microsoft was

InformationTrade_9780062888983_1P_CL0805_cc19.indd 108 @ 8/5/19 4:53 PM



INFORMAT I AGEWARFIGHTERS09

a trusted entity. If government was going to pay, clearly they felt it was
safer to spend millions of dollars on Microsoft, a trusted ally, than any
amount on unknown criminals.

And the tech Prms did indeed deliver. They restored access to the
computer network in just six days, recovering the vast majority of the
compromised data. As Atlanta recovered from its attack in the months
to follow, the overwhelming advice they heard was this: OBack up your
ples to the cloudON specibcally, to net states cloud services: Google
Drive, AppleOs iCloud, Microsoft Azure, or Amazon Web Services. 3 No-
tably, the advice was not to create a government version of the cloud;
rather, government ofPcials and tech experts alike advised the same
approachN to use the cloud that exists, despite the fact that it had been
created and was managed and safeguarded not by government but by
net states.

As the Atlanta case shows, net states are both governmentsO digital
suppliers and cyber defenders. They create the platforms governments
run on, the storage citizen data resides in, and the search- and-rescue
forces called upon when public data falls under attack. In the digital
age, governmentN whose essential job is to protect citizensN is bnding
that it canOt always protect even itself. That government is calling on net
states like Microsoft to bail them out and Google or Amazon or Apple
to back them up reveals a shift in power that is the hallmark of the rise
of net states.

Another example can be seen in the case of the Russian misinfor -
mation campaigns that inbltrated social media during the 2016 presi -
dential election. These practices were not, in fact, a new phenomenon.
According to a comprehensive study of Russian misinformation com -
missioned by the Senate Intelligence Committee, the attacks started
about bve years prior. Since then, Odisinformation has evolved from a
nuisance into a high- stakes information war.O

Congress Pnally took some steps to understand the phenomenon, in
the form of commissioning the above- mentioned report (in 2018, two
years after the election). But despite multiple US ofbcial conbrmations
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that Russia was behind these actions, the federal government has failed
to offer any tangible help to the tech companies on whose platforms this
warfare is being waged. Net states are essentially on their own to deal
with the information wars waged using their services.

To win these information- age wars, countries need to recognize the
power of net states as not just allies, but coequals. Net states wield the
kind of power and inBuence necessary to go toe to toe on digital warfare
with other nation- states, like Russia, as well as nonstate actors, like ISIS.
As recently as 2017, the American government didnOt seem to be getting
this.

Ol dondt think thereOs ever been a technological advance that govern
ments have been able to keep up with,O reRected Carpenter during our
2018 Manhattan interview. Ol think governments still donOt understand
enough about what theyOre doingN the brain surgery theyOre doing with -
out understanding anything about the brain.O

As | brst described in the 2017 WIRED article that inspired this
book, the world needs net states because they occupy the digital space
where warfare is manifesting, with tactics like disinformation warfare
by other nation- states as well as recruitment and organizing attacks by
nonstate actors.'® As such, net states like Google understand the norms
and tactics of digital warfareN the brain surgery Carpenter referred
toN far better than a Cold Warb era strategist ever could. Major General
Michael K. Nagata, former commander of the American Special Opera -
tions forces in the Middle East, circled around this idea back in 2014.

In a leaked conbdential conversation about ISIS, he said, OWe do not
understand the movement, and until we do, we are not going to defeat
it. We have not defeated the idea. We do not even understand the idea.O ¢

The notion that ideas are a national security consideration is not a
new one: since 9/11, the United States military has been trying to win
Ohearts and mindsO of combatants in Iraq and Afghanistan. ¥ Despite
this, the military establishment has been slow to recognize the poten -
tial of net states to assist in the bght against radicalization. It appears
that military leaders have instead continued to view net states simply as
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keepers of the platforms where recruiting and organizing occur, rather
than as real assets in the bght, savvy insiders with unique insights into
how terrorists move and operate.

Our enemies learned long ago how to exploit the digital landscape
for their purposes. Terrorists have proven themselves to be extremely
adept at using net state platformsN social networking tools like Twit -
ter and Facebook; encryption tools like Snapchat, WhatsApp, and Tele -
gram; and video- sharing platforms like YouTubeN to organize attacks,
recruit members, and spread disinformation. 8 In one study, researchers
who looked at terrorist activities across 96 countries found that recruit -
ers routinely found new would- be terrorists through FacebookOs OSug
gested FriendsO feature’® And Facebook itself admitted that terrorists
and other criminals likely used its encrypted messaging platform What -
SApp as a secure communications tool. 2°

But knowing how misinformation spreads or how terrorists recruit
online isnOt enough. National security agencies and the military need to
put themselves into the mindset of tech- savvy digital warbghters. But
they canOt do this without brst becoming tech- savvy themselves. Here
IOm not talking about knowing how to  use technology; IOm talking about
having a handle on the tech ethos, grasping it deeply and intuitively.

For such a tech-heavy institution, the military just doesnOt seem to
OgetO tech. This is not to say that they donOtunderstand technology. Far
from it. They are steeped in extremely advanced technology in mostas -
pects of their work. But using tech is different from having a tech ethos.
And the military ethos and the tech ethos couldnOt be more different.

In many ways, the tech ethos is an outgrowth of the hacker ethos:
but instead of describing how to make tech, it describes how to usetech.
The best expression of the tech ethos IOve ever come across is from in-
ternet pioneer and MIT professor David Clark. He said, OWe reject kings,
presidents and voting. We believe in rough consensus and running
code.(3* Putting primacy on openness and information- sharing rather
than on blind allegiance to formal authority allows everyone to have a
say, which is why the best ideas, more often than not, rise to the top. In
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other words, tech embraces what works, as opposed to whatOs procedur
ally approved to work. Like the hacker culture described in chapter 1,
the tech ethos holds that skill matters, not credentials. Authority comes
not from what fancy college you went to or title you might hold, but from

who can make tech work better, period. According to the tech ethos,

a 17-year-old hacker living in his momOs basement or a cybersecurity
expert at the Pentagon are equals, if they can code equally effectively.

One of the reasons that the military fails to Ounderstand the ideaO
(to echo NagataOs wording) behind the tech ethos rests with its reliance
on experts. National security circles are blled with experts: policy ex -
perts, cybersecurity experts, military strategists, grand strategy experts.
Of course, experts are indispensable: we absolutely need to draw on the
deep wisdom and practical know- how of people who understand every
nook and cranny of their peld.

The problem with experts in national security, however, is the gov = -
ernmental practice of relying only on experts. In Philip TetlockOs 2006
book, Expert Political Judgment: How Good Is It? How Can We Know? , he
showed, after decades of data collection, that experts runinto two prob -
lems when it comes to making predictions about upcoming threats. 22
First, expertise can lead to overconbdence. Since experts can rely on a
deep well of existing knowledge, they might overlook the importance
of gathering information in real time or double-  checking their assump -
tions. Second, while experts tend to specialize in one thing, our increas -
ingly complex world is also in need of generalists with multidisciplinary
knowledgeN knowledge that helps them connect seemingly unrelated
things. Tetlock likens these two groupsN experts and generalistsN to
hedgehogs and foxes, modeling his analogy on the philosopher Isaiah
BerlinOs essay OThe Hedgehog and the Fox.O Berlin adopted the phrase
from the Greek poet Archilochus. OA fox knows many things,0 Archilo -
chus wrote, Obut the hedgehog one important thing.O

In a 2007 lecture, Tetlock argued that foxes are, in fact, better at pre -
dicting whatOs going to happen in the future precisely because of their
lack of expertise. 22 Generalists make predictions by considering a wide
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array of real-time information, double- checking their assumptions, and
reading up on areas they may not be familiar with. Generalists donOt
have a deep knowledge base to rely on. As a consequence, theyOre more
willing to relinquish ideological loyalty and adjust their hypothesis
when they uncover new facts. On the other hand, Opartisans across the
opinion spectrum,0 he noted, Oare vulnerable to occasional bouts of
ideologically- induced insanity.O

Expertise is associated with conbPdence. OBlinded by beautiful the -
ory,0 as Tetlock describes it, experts have a tendency to overly rely on
their knowledge base and are, in general, less willing to adjust their
predictions based on changing circumstances or new information. The
political forecaster, as Tetlock puts it, who Obores you with a cloud of
OhoweversO is probably right about whatOs going to happen. The char
ismatic expert who exudes conbdence and has a great story to tell is
probably wrong.O

The Ivy-trained Tetlock didnOt rely on his own expertise to come
up with this theory: he tested it. 2* First, he studied those in the know,
examining the aggregate predictions of 284 experts making 28,000 fore -
casts Then he studied nonexperts, launching a decade- long social sci -
ence experiment called the OGood Judgment Project.0?® Sponsored by
the Intelligence Advanced Research Projects Activity (IARPA, the US
governmentOs think tank for intelligence project moonshots), Tetlock in -
vited volunteers to participate in online political forecasting exercises,
in which teams of strangers tried to predict the outcome of a political
election or a world event. (The project is ongoingNl  you can sign up to be
a forecaster yourself on www.gjopen.com.)

Among the 2,000 participants in the initial group, Tetlock identi -
ped a small group of Osuperforecasters,O foxlike generalists who out -
forecasted the experts.?” In a tournament that pitted Pve research teams
of generalists against professional intelligence analysts with access to
classibed data, TetlockOs superforecasters outperformed the intelligence
analysts in accuracy at every turn. 2 According to Steven Rieber, pro -
gram manager at IARPA, OTeam Good Judgment. . . beat the control
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group by more than 50%.0 WhatOs more, he noted, OThis is the largest
improvement in judgmental forecasting accuracy observed in the litera -
ture.O

Despite evidence like that generated from the Good Judgment Proj -
ect, unfortunately generalists donOt make it very high up the promotion
ladder in national security agencies. This is because such agencies hire
and promote based on credentialed expertise. And therein lies the prob -
lem.

Again, thereOs a good reason to value expertise in the intelligence
community. In a refreshingly sober assessment of what it takes to work
in the intelligence beld, OSo You Want to Be an Intelligence Analyst,0
former analyst Matthew Burton writes, OThe primary point of intelli -
gence analysis is not to defeat current threats. Instead, it is to foresee,
prepare for, and prevent tomorrowOs threats. . . . When the next unfore -
seen threat arrives, itOs very important that the policymakers have im -
mediate access to expertiseN expertise attained through years of quiet
research.3° A slew of experts in the intelligence community churn out
reports on Ukrainian ethnography, to use BurtonOs example, justin case
this topic later proves to be valuable in assessing an emerging threat.

However, as TetlockOs investigations show, we also absolutely need
generalists: foxlike adaptable thinkers who can scan the horizon and
make assessments based on the facts of the day, not a lifetime of re -
search. The tech ethos, which prizes in- the-moment capabilities over
long-earned credentials, is thus grossly mismatched with the military
ethos, which prizes earned credentials above all else.

While achievements during time in service matter, the primacy
placed by the military on needing to simply do time in your job is out
of joint with not only the tech ethos, but also with the threats the mili -
tary faces today, which are unpredictable and increasingly tech- based.
Combined, the militaryOs time in service requirements and the up- or-
out promotion scheduleN if you donOt get promoted on schedule, youOre
out of a jobN skew the national security workforce toward people who
have been in their beld forever. As veteran military journalist Leo Shane
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put it, these policies prevent bringing in people qualibed Oto tackle spe -
cibc challengesN issues like cybersecurityN because [those] individu -
als donOt have the requisite time in service to step into senior leadership
roles.°

ONE MILITARY EXPERIMENT, HOWEVER, TRIED TO INCORPORATE THE
tech ethos into a military operation. In 2004, General Stanley McChrys -
tal, then commander of the Joint Special Operations Command (JSOC),
was eager to change the United StatesO strategy in Afghanistan and Irag.
Desperate to turn around two poorly faring wars, the career military
man uncharacteristically adopted critical elements of the tech ethos
into his battle plans. As McChrystal describes in his book  Team of
Teams: New Rules of Engagement for a Complex World , the military in
2004 wasnOt set up to winN in the most literal way possible. 3! Its bureau-
cratic chain of command and siloed sources of information were simply
too cumbersome to compete with the networked command structure
of al-Qaeda. McChrystal recognized that there was one exception:
small teams within the armed forcesN such as the Special Operations
forcesN also managed to be agile, Ruid, and networked. But he couldnOt
Pgure out, in the parlance of Silicon Valley, how to scale the qualities
that made Special Ops so effective to the entire armed forces.

Olt was impossible to foresee what elements of our organization
would and would not need to know a given piece of information,O
McChrystal noted. OSo instead of trying in vain to control information,
we reversed direction and shared it as broadly as possible. ... Our motto
became Oshare until it hurts, then share some more. (3

While keeping intact the command structure that has dominated
the US Pbghting forces for centuries, McChrystal instituted three key
changes to operationalize this radical form of information-  sharing. First,
he modibed that hierarchical command structure to include Obound -
ary spanners,0 or people who could Oprovide critical links between two
groups of people that are debned by functional afpbliation, physical lo -
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cation, or hierarchical level.O 2 Just because the military relied on hier -
archy, McChrystal realized, didnOt mean that everyone on the same tier
was equally qualibed for every task. Some people are more social than
others; some are connected to lots of people above and below their of -
Pcial rank. These are the Oboundary spannersONthe Oculture carriers,0
as McChrystalOs former aide-de-camp Chris Fussell termed them in his
book One Mission . This is similar to Malcolm GladwellOs conceptualiza -
tion of the people he calls OconnectorsO in The Tipping Point. 3

Whatever we call themN boundary spanners, culture carriers, or
connectorsN we intuitively OgetO who these people are: people who just
seem to know everyone else. McChrystal recognized the value of people
who could span boundaries and quickly granted them permission to
consult with members of the military above and below their rank. This
empowered the boundary spanners to share information throughout
the chain of command via informal networks, not unlike how gossip
spreads through neighborhoods.

McChrystal then instituted a daily 90-minute video conference call,
the OOperations & Intelligence Forum,O or O&l, which allowed thou -
sands of soldiers of different ranks around the globe to participate in the
briebng. The purpose of the call was, on one level, to go over the previ -
ous dayOs events, establish what was on the docket for the hours ahead,
and ensure that everyone understood their respective assignments. But,
as Fussell describes it, the O&l was more forum than traditional meet -
ing. McChrystal encouraged participation, setting an example in how
he presented his own reports: OMcChrystal had to lead from the front,0
Fussell explained. OFirst, he himself had to share all news, whether
positive or negative. Second, he had to show during the meetings that
he was nonjudgmental about the news, whether positive or negativeO %
Doing so set the tone that enabled others to come forth with their poten -
tially less than stellar news or partially Reshed- out ideas.

The O&l simultaneously served two critical purposes: (1) to enable
boundary spanners to emerge on any level of any team; and (2) to let
McChrystal reiterate daily what he called the Oaligning narrativeO are -
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minder that everyone on the call, regardless of rank, was part of one
mission, something bigger than any of them as individuals.

McChrystal®s O&I shows that the even the military, the countryOs
most rigid hierarchy, can bring elements of the tech ethos into theirop -
erations. True, the O&I forum was not exactly an example of Orough
consensus and running code,0 as Clark had described the tech ethos,
nor was it an example of rejecting Okings, presidents, and voting.O But
it was a hybrid model that embraced the emphasis of the tech ethos on
collaboration, inclusion, and openness to ideas, all within the brm scaf -
folding of the military hierarchy that would run the call, deliver the
narrative, and, once the call was concluded, issue orders throughout the
remainder of the day.

The need for our security forces to OgetO the tech ethos grows by the
day. While physical threats to our collective security remain, more and
more threat actors lob their opening salvos digitally.

On October 25, 2018, approximately 50,000 military and civilian
support personnel from 31 NATO member states and partner countries
assembled in Brydalen, Norway, a tiny town known primarily for a
church constructed in 1884 by the entirety of the town: twenty resi -
dents. Brydalen was one of several sites on land and just off the Norwe -
gian shoreline hosting OTrident Juncture,0 the largest NATO military
exercise in northern Europe since the end of the Cold War.

Olt is happening in the air, on land, at sea and in cyberspace,0 NA -
TOOs website explained. Quoting Admiral James G. Foggo, commander
of Allied Joint Force Command Naples, the site read, OTrident Juncture
will show the world that NATO is relevant, unibed, and ready to defend
itself in this Article 5 scenario, testing our collective defense. O 3 With
temperatures dipping down to the low 20s overnight, the operation was
clearly intended to test not only coordination of land, sea, and cyber -
space response, but the physical rigors of cold weather warfare. It is
likely no coincidence that the region selected for Trident Juncture was
at roughly the same latitudinal coordinates as those between St. Peters -
burg and Moscow, Russia.
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With NATOOs shift from Afghanistan and the Middle East to activ -
ity in Europe and North America, cold weather warfare is coming into
focus as a necessary skill to develop. ONATO has standing forces in Po -
land and the Baltics, and these are also very cold areas. The Alliance
needs winter knowledge,O notes Major Knut Hummelvoll, chief for the
Norwegian School of Winter Warfare. 3 OCold knowledge,O he reports, is
a growing interest among militaries, especially in the United States and
the UK. In 2017, the school held 1 course for 30 participants. In 2018,
they saw a 1,900 percent increase in enrollment, forcing them to expand
from 1 to 10 courses, now accommodating 60 participants apiece.

Despite careful planning and precision execution, just a few days
after Trident Juncture launched, ofpcials detected a serious problem:
NATOOs GPS system had been jammed® Scrambled GPS signals threw
off communications among the 50,000 participants and threatened aer -
ial maneuvers for the military aircraft as well as commercial airlines,
which transported upwards of a million passengers for the duration of
the exerciseN from October 25 to November 7. 4

Norwegian and Finnish defense agencies traced the jamming to
Kola Peninsula, site of a heavily fortibed Russian base just over 200
miles southeast of the Norway- Russia border. The US denied that the
GPS jamming was a problem, telling CNN it had Olittle to no effect on US
military assetsO during the NATO exercise. NATO spokesperson Oana
Lungescu was slightly more transparent, telling reporters, OJamming of
this sort is dangerous, disruptive, and irresponsible.0 4

This wasnOt the brst time the Russians had been caught deploying
GPSjamming technologies against the US military. In April 2018, NBC
News reported that four American ofpcials had conbrmed Russia had
been jamming US military drones operating in the airspace over Syria,
causing them to malfunction or crash. “2 Todd Humphreys, the director
of the Radionavigation Laboratory at the University of Texas at Austin,
said the impact of these tactics was signibcant. OThey are a little less
hostile looking than a kinetic bullet,O he said, Obut sometimes the ef -
fect can be just as damaging. ItOs like shooting at them with radio waves
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instead of bullets.O

HereOs where net states could be helpful partners to the military:
working in concert to develop effective anti- GPSjamming systems. But
net states have yet to step up to the table. Despite all the monetary incen -
tives for nabbing a military contract, most net states simply donOt seem
to be interested, as GoogleOs Project Maven (described in the introduc -
tion) exempliPed. The question remains, then, How can the military
change tech companies® minds?

THE US GOVERNMENT / NET STATE HEAD-BUTTING DESCRIBED IN THE
introductionN  both MicrosoftOs battle with the Department of Justice
and GoogleQs retreat from the PentagonNmay be celebrated by net state
employees who lean more toward the hacker ethos than the military
one. But where does this leave the nation- state, which is responsible for
pursuing justice for and physical protection of its citizens? The mili -
taryOs frustration at being left behind by net states was eloquently ex -
pressed by First Lieutenant Walker D. Mills, a US Marine Corps infantry
ofbcer, who wrote an open letter to Google: ODear Google, please help
your country defend itself.O 43

In the letter, Mills argued that while GoogleOs staffers may feel mor -
ally superior by cutting ties with the defense industry, theyOre not nec -
essarily making the countryN or even themselvesN safer. ONeutrality,
even well- intentioned, is not possible,O wrote Mills. OWe live in a world
where FacebookOs platform has been corrupted to inBuence our elec -
tions and terrorists use the secure messaging of WhatsApp and Tele -
gram to coordinate their crimes.O He added, Oln the pleading words of
Merry from the OLord of the RingsO trilogy: OYouQre part of this world,
arenOt you?0

MillsOs letter embodies a barely contained freak- out within the
American military establishmentN why canOt we get American tech
Prms to work with us?N  on a very human level. The American defense
community has been scrambling to convince tech companies such as
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Google and Apple to work with them for years now. Having discovered
that net states arenOt offering themselves up as willing partners, the mil -
itary has begun reaching out to cash- starved startups directly, with the
promise of fast- tracking prototypes with plenty of funding.

For instance, in 2018, the Army opened its newest unit, the Army
Futures CommandN part of the ArmyOs brst major reorganization effort
since 1973Nin the notoriously liberal city of Austin, Texas, which has
a burgeoning startup scene.** One of the brst actions the Army Futures
Command pursued was to set up two cross- functional teams, one of
which is the Assured Position, Navigation and Timing Cross-  Functional
Team (APNTCFT)N or, in lay terms, the deal- with- the-GPSproblem
team.* William Nelson, director of the APNTCFT, said theyOre working
simultaneously on two tracks: prst, developing methods to deploy pseu -
dolite (from OpseudosatelliteO) transmittersN  sort of like ground- based,
hyperlocal satellitesN that can deliver a high- powered signal thatOs dif-
Pcult to interfere with; and second, pursuing Osoftware solutions to pre -
vent jamming.O GPS and the technologies that are reliant on itN  drones,
for exampleN are priority one for the Futures Command: the very prst
event they hosted in Austin was called OHack of the Drones.O 4

The other military branches are also trying to address GPS and drone
vulnerabilities. In 2016, the US Naval Academy reintroduced courses on
celestial navigationN how to plot a course by the starsN which it had
discontinued over a decade ago. " And not to be outdone by its coun -
terparts in the Army, in March 2019 the US Air Force announced it
would hold its own OPitch Day,0 a New York CityD based event designed
to attract startups and investors. As an Air Force ofpcial told me in an
email describing the event, OltOs a high priority for the Secretary of the
USAF [United States Air Force] and she wants it to be known the USAF
is Oopen for business.O

Despite these outreach efforts to the cash- hungry startup commu -
nity, the defense sector is Pnding a chillier welcome than hoped for.
Their messaging probably hasnOt helped. For instance, the Army Futures
Command mission statement leads with the goal of being better able to
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kill people. It states, OThe ArmyOs modernization strategy has one focus:
make soldiers and units more lethal.O Given GoogleOs mutiny over the
very hint that its Al technology might be used to harm humans, the Ar -
myOs choice to lead with lethality language underscores just how much
the military fails to understand its tech audience.

To be fair, itDs no mystery that this is what the military is designed
to do: war isnOt like boxing in a ring, with rules and penalties. It is about
killing people. But if the goal was to engage the tech sector in modern -
ization of the military, plenty of other approaches for partnership would
have been more effective. For instance, thereOs a long history of military-
technological innovation they could have pointed to: past partnerships
led to the creation of the internet itself (Prst as ARPANET), GPS, en
crypted communication, and scores of other hugely useful inventions.

The military®s choice to woo tech companies with words of aggres -
sion rather than of collaborative innovation reveals its failure to under -
stand that the tech ethos isnOt just a mindset; it serves as a sort of moral
compass for many in the tech industry. Sometimes, money alone isnOt
enough. Certainly, the moral aspect doesnOt deter every net state from
working with security forces altogether. Amazon, for instance, holds
the contract for the CIAOs cloud services. Microsoft provides the cloud
services for the Immigration and Customs Enforcement agency. But the
idea that a code of ethics inRuences the broader industry at allN  and
that itOs ubiquitous enough that the military, the best- funded military in
the world, is caught Rat- footed in their quest to get the tech industry to
work with themN  reveals that many tech devotees want to do more than
just code. They want to build : to contribute to some idealized, upgraded
version of the world theyOre in. And formal authorityN  whether it be the
military, the president, or the kingN  is less important in this quest than
whether those who create tech generally believe in the worth of what
theyOre creating.

In addition to highlighting past partnerships in innovation, there is
yet another route the military could take to working with net states on
securing the nation- state. This is to pursue partnerships on the Rip side
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of defense: diplomacy. That would be a wise place to start, especially
given that net states are already making historic moves diplomatically
that would have been unthinkable just a decade ago. LetOs start with the
ODigital Geneva Convention.O

When MicrosoftOs Brad Smith announced that the cyberbeld was a
battlebeld back in March of 2017, he also argued for the worldOs brst
diplomatic treaty on behalf of the tech industryN  one that would help
regulate internet- based conduct. The Cybersecurity Tech Accord, often
referred to as the Digital Geneva Convention, was ofpcially announced
just a year later, on April 17, 2018. Thirty- four of the biggest global tech
Prms, including Microsoft, Facebook, Cisco, Dell, Oracle, and LinkedIn,
pledged their support, though Google didnOt join until the following
year (and Apple and Amazon have yet to join at all). Within the next six
months, they brought an additional 37 tech companies on board, inter -
nationalizing the group with the addition of the Japanese manufactur -
ers Hitachi, Nokia, and Panasonic.

I met Brad Smith for an interview at MicrosoftOs Washington, DC,
outpost not many months after the Tech Accord was signed. It hap -
pened to be the day after President Donald TrumpQOs infamous speech at
the 2018 United Nations General Assembly. As a reminder, in response
to TrumpOs boasting of his administrationOs accomplishments, the au -
dience erupted into an unprecedented outburst of laughter. Unfazed,
Trump continued. OWe reject the ideology of globalism,O he told the
more than 140 presidents, prime ministers, and kings gathered before
him. OWe embrace the doctrine of patriotism.O 48

The nation- stateN America, specibcally, ostensibly the most power -
ful nation on earthN is backing away from multilateralism. By contrast,
the tech industryN Microsoft, Facebook, and the other signatories to the
Cybersecurity Tech AccordN are embracing it, binding themselves to -
gether under a set of principles aimed not at protecting their business,
but rather, at the global good: the rights of citizens.

Despite having just Bown in from an Orlando, Florida, event with

the comedian Trevor Noah, when we met at 2:30 p.m. on a Wednes
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day afternoon in September, Smith appeared remarkably alert, his eyes
beaming with curiosity. With a congenial air that made me feel like we
were just two buddies having a chat, Smith walked me through why Mi -
crosoft had taken the step to create the digital equivalent of the Geneva
Conventions: OltOs debnitely our view that a world with rules is better
than a world without them,0 he said. Olt doesnOt mean that there wonOt
be people who violate them, but at least you have rules to point to when
the violations take place.O

That a collection of the worldOs most inBuential tech companies lik -
ened the Tech Accord to the Geneva ConventionsN  a series of diplomatic
treaties signed by all 193 countries in the United Nations, pledging to
protect civilians during times of warN  signibes that this was a big deal.
But one particular piece is the real reason this treaty is of moon- landing
signibcance: principle 2, point 2, which states, OWe will not help gov -
ernments launch cyberattacks against innocent citizens and enterprises
from anywhere.0*

Again: the keepers of the digital world told the governments of the
physical world, including their ~ own governments, that they will not use
their platforms, software, or any other tool or service for the purpose
of waging cyberattacks. They declared themselves neutralN a Odigital
Switzerland,0 as Smith termed it in his 2017 speech. 5°

Signibcantly, the signatories of the Tech Accord are not distinguish -
ing among citizens of any particular country in their declaration of
protection. Instead, theyOre pledging to protect any and all tech usersN
the people who employ their products and servicesN  regardless of the
nation- state in which users physically reside. In establishing this accord,
net states cemented the notion that a new class of citizen had sprung
into existence: the previously discussed citizen- user. Though the ac-
cord didnOt use this specibc term, it implied that individuals have rights
that exist independent of whatever other rights they may have by virtue
of the particular nation in which they live. Perhaps most signibcantly,
in signing this treaty, Microsoft and Facebook and their allies have ac -
knowledged their own power as players alongside countries. Asthe pro -
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viders of both the battlebeld and the weapons for the next generation of
warfareN cyberwarN they have declared that they play a role in inRu -
encing diplomacy.

Smith reRected on the irony of this during our meeting. OWhen we
sit down with the other companies that are headquartered in other coun -
tries [outside the US], we bnd ourselves perhaps more the spear- carriers
for multilateralism at the moment than governments themselves.O He
paused. Ol donOt know that itOs healthy. WeOd much rather be in a differ
ent place, but it is where we are.O

Smith explained how Microsoft and Facebook and their tech part -
ners hoped to expand the Tech AccordOs impact later that year. OWeOve
been working with a number of different stakeholders and our hope
is ... that governments can sign as well. ... How governments, in par -
ticular, step up to embrace those [principles of the accord] could be very
important.O

By any measure, they succeeded. In November 2018, the principles
underlying the Digital Geneva Convention were folded into an inter -
national initiative sponsored by French president Emmanuel Macron.
Called the Paris Call for Trust and Security in Cyberspace, this was the
prst-ever diplomatic accord between nation- states, net states, private-
sector businesses, and not-for-probts. Fifty- seven countries, 70 tech
Prms, 188 private- sector businesses, and 112 not-for-probt organizations
signed the Paris Call. This historic diplomatic agreement not only meta -
phorically but literally signibped a new kind of power-  sharing among
different groups of global players, with company names afbxed beside
those of countries, on the same level, as coequals.

DIPLOMACY IS MORE THAN MULTILATERAL TREATIES AT INTERNA-
tional conferences. The day- to-day work of diplomacy resides in issuing
ofpcial statements.

That may sound like a snoozer of a topic: Oissuing ofbcial state -
ments.O But it represents a seismic shift in how companies (and similar

InformationTrade_9780062888983_1P_CL0805_cc19.indd 124 @ 8/5/19 4:53 PM



INFORMATIAGEWARFIGHTERS25

entities) communicate to government, about government, and with gov -
ernment.

Take, for example, the matter of augmented reality (AR). ItOs pretty
new tech. As such, it makes sense that itOs yet to be regulated. But pre -
cisely because itOs so new, we can use AR as a test case for why regula
tion is crucial. With AR technology, as with all digital technologies, the
big question comes down to what happens with the data the devices col -
lect. If net states already know us through our digital livesN  Amazon,
through what we browse and buy; Google, through what we look up;
Facebook, by whom we connect withN  then AR- powered net states will
add to our probPles those currently missing elements about our  physical
lives: where we go, what we see, and which people we interact with. To
ensure that we donOt end up in some dystopian future where personally
tailored advertisements pop up in our AR- mediated physical environ -
ment (as in the PIm Minority Report ), we need to ensure that weOre pay-
ing attention to how AR develops and, whatOs more, how itOs regulated.

US regulation of net state technologies has been largely absent up to
now, as we saw in the previous chapter. All we really see is a growing
list of ofbcial statements. Amazingly enough, itOs not government issu -
ing those statements; itOs the net states.

In July 2018, Microsoft released a statement calling on lawmakers to
regulate facial recognition technologies. Now, the fact that Microsoft,
whose cloud platform, Azure, is used by the Immigration and Customs
Enforcement agency (ICE), came out against the practice of using facial
recognition tech may have been a PR move. While it may have been
fueled by genuine moral outrage, perhaps it was an attempt to defuse
any implication of MicrosoftOs involvement with ICE, which in 2018 was
wildly unpopular due to the brief but terrible practice of separately de -
taining immigrant parents and their children. Whatever the motive, the
issuing of statements on this topic by net states was widely adopted:
other tech companies that might have been considered remotely as -
sociated with ICEGQs family separationsN including Apple, Google, and
FacebookN issued statements of condemnation as well.
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The signibcance of net states issuing statements of condemnation
against a government can hardly be overstated. Statements of condem -
nation are generally issued by governments criticizing activities by
other governments. For instance, the US State Department issued 93
statements of condemnation from 2017 to 2018 alone, on topics rang -
ing from hostilities in South Sudan, RussiaOs violations of Georgian sov -
ereignty, the criminalization of protests in Venezuela, and attacks on
security forces in Egypt. * Ofbcial statements are governmentsOway of
talking to each other. TheyOre bureaucratic turf. To see tech companies
embracing ofbcial statements of condemnation sure makes it seem like
theyOre adopting governmental practices.

HereOs why statements matter in diplomacy: they are the Prst move
one country takes against another in a chain of potentially escalating
events. By themselves, they may seem toothless to the casual observer:
How far does saying OThis is badO or OWe call on So-and-So to changeO
actually go toward bxing a bad situation? one might wonder. But issuing
an ofpcial statement is like moving the Prst pawn in a game of chess; it
declares intent against the other party, who, through this act, becomes
the opponent. That statement may stand alone, the game never further
engaged in. On the other hand, it may turn out to be the brst step, the
next move being ofbcial talks. Ofpcial talks may then be the precursor
to ofbcial actions. This is where things go up a level. Because ofbcial ac -
tions invariably hurt: they include economic sanctions, military strikes,
war.

For tech companies to issue ofbcial statementsN in this case, to
condemn the United States governmentN was almost unheard of a few
years ago. Indeed, Microsoft had issued only three statements against
government entities prior to calling on lawmakers to regulate facialrec -
ognition technologies: one condemning family separations in 2018, one
on the CLOUD Act governing overseas data access, also in 2018, and one
in response to the European UnionOs statement of objections in 2009. But
the fact that it and other net states are starting to take up the practice is
a sign that itOs something we should be paying attention to.
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Take, for example, the Trump administrationOs Prst travel ban, which
barred visitors from seven Muslim- majority countries from entering
the United States. Apple, Google, Facebook, Intel, and Expedia (owned
by Microsoft) all came out with public statements against the policy. %2
AppleOs Tim Cook, AmazonOs Jeff Bezos, GoogleOs Sundar Pichai, and
others also signed a group letter calling on Congress to institute protec -
tions for so- called DREAMersN immigrants born abroad but brought to
the United States as children. 52 OAs entrepreneurs and business lead-
ers, we are concerned about new developments in immigration policy
that threaten the future of young undocumented immigrants brought to
America as children,0 read the joint statement. OWe call on Congress to
pass the bipartisan DREAM Act or legislation that provides these young
people raised in our country the permanent solution they deserve.O

Now, again, these ofbcial statements of condemnation could cyni -

cally be construed as PR moves: both the travel ban and the family sepa
rations were hugely unpopular, making the companies that condemned
them look good in the eyes of the public. But the more signibcant is -
sue is the very use of the ofbcial statement of condemnation against a
governmentN not by another government, but by an industry. That prac -
tice further underscores the quasi- state status that net states are grow-
ing into and is likely a sign of more activity in this area in the future.

AT THE HEIGHT OF ITS REIGN, ISIS CONTROLLED SO MUCH PHYSICAL

territory in Syria and Iraq that it rivaled Great Britain in size.  %* ISIS

wielded power over a population of approximately 8 million people,

and through the banks, oil belds, mines, and other resources on its land

it raked in $2 billion in 2014 alone. It was, as one reporter put it, Othe

most powerful, wealthiest, best- equipped jihadi force ever seen.O
Three years later, 1SISOs physical footprint was gone. Its nominal cap -

ital in Raqqga, Syria, fell in October 2017. From its peak bghting force of

20,000 to 30,000 in 2014, ISIS recruits have largely scattered to the wind,

their primary connection with one another being on digital platforms. 56
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ISIS Prst gained power through those same digital platforms. Just
because their physical presence has been defeated doesnOt mean we
should believe that terrorism itself has been defeated. ISISOs attraction
to recruits was never solely about land. ISIS, and other terrorist groups,
fed on recruitsO fear, targeting the vulnerable, the disaffected, the mar -
ginalized; encouraging them to take action on their ownN  regardless of
whether they were on ISIS- controlled land.

And they did. From when ISIS declared its caliphate in June 2014
through February 2018, ISIS or ISIS- inspired terrorists carried out 143
attacks in 29 countries, killing 2,043 people 5N and 14 of these attacks
occurred after ISIS had been ofpcially defeated. Indeed, ISIS hasnOt dis-
appeared; theyOve simply relocated. Since the caliphateOs fall in October
2017, the US Department of State has identibed four new ISIS- linked
terrorist organizations: 1SIS- Bangladesh, ISIS-Philippines, ISISD West
Africa, and ISISP Greater Sahara® And ISIS continues to Pnd connec -
tions and recruits via net state tools and servicesN most notably, Twitter
and Facebook.

But perhaps whatOs more concerning for the average American isnOt
the threat of terrorists who are ofpcially debPned as such, but rather the
so-called lone wolf attackers. ThereOs no one proPle that bts all lone wolf
attackers, but they do tend to be motivated by personal grievances rather
than political goals. 5° And theyOre on the rise, especially in the US: in
the six-month period between January and July 2018, there were 205
mass shootings in the United States that together killed 214 people and
injured 832, all perpetrated by lone shooters. ©°

Research suggests that social media may be contributing to the rise
in mass shootings. According to a study conducted by Harvard Univer -
sity researchers, the rate of mass shootings in the US has tripled since
2011.%* While no single reason was identibed in that study, other re -
searchers have noted whatOs called the Ocontagion effectO: an average of
13 days following a mass shooting, a subsequent mass shooting is more
likely to occurN indeed, between 20 and 30 percent of mass shootings
appear to stem from the contagion effect. 2 Wall- to-wall media exposure
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inspires would- be copycats. Studies further suggest that social media

exacerbate this effect: in 2000, preb social media, there were about three

mass shootings per year. By 2015, this had escalated to 29 per year, or

an average of one mass shooting every 12.5 days.5® And itOs only got-
ten worse since then: according to statistics from the Gun Violence Ar -
chive, between January and July 2018 an average of one mass shooting
occurred every single day. 5

As social media gained widespread popularityN2011 being widely
regarded as the tipping point for thatN would- be mass shooters both
heard more about other shootings and were more able to envision their
own rising fame should they take similar action, thanks to social media.
While various motivations drive mass shootings, Jennifer B. Johnston,

a researcher at Western New Mexico University, noted, OUnfortunately,
we Pnd that a cross-cutting trait among many probles of mass shooters
is desire for fame.O The quest for fame, she said, is Oin correspondence
to the emergence of widespread 24-hour news coverage on cable news
programs, and the rise of the internet during the same period.O

Social media outlets donOt just spread the idea of mass shootings;
many shooters post about their intentions  on social media before acting.
Following the Parkland, Florida, shooting in 2018, 600 copycats posted
similar threats across social media targeting other schools. © The prob -
lem is, law enforcement doesnOt have the capacity to investigate every
single threat they encounter. According to one report, the FBI received
50,000 tips in the month of January alone. ® Even if, as the report sug -
gested, they get only about 100 OactionableO tips per day, thatOs still a
staggering amount of potential evidence to wade through.

This is where Odefeating the ideaON again, NagataOs wordsRbecomes
so important. Chasing threat- makers is a Whac-a-Mole exercise, making
it virtually impossible to fully explore every potential threat.

HereOs where net states could help: they have more than just data;
they have user probles. With these probles, law enforcement could po -
tentially narrow down who among the threat- makers is likely to take
action.
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This is not to suggest that net states hand over user data to law en -
forcement. Rather, net states have the opportunity to put their user data
to use for public safety and securityN an opportunity that they donOt
seem to be taking advantage of at this point. While Facebook has a sig -
nibcant counterterrorism (CT) teamN  with 200 staffers at last countN it
is unclear whether these same individuals also seek out what could
be called domestic terrorists: mass shooters. What is even less clear is
what FacebookOs CT team would do with the information if they  did
Pnd potential bad actors. 1tOs unclear what kind of relationship, if any,
they have with the FBI, the Department of Defense, or local law enforce -
ment. As citizens whose tax dollars fund law enforcement and national
security agencies, and as citizen- users whose activities online make it
possible for platforms like Google and Facebook to exist, we should ex -
pect transparency about the relationships between our net states and
our nation- states.

Living as we do in the physical world, we must seek transparency
from any and all entities that could do more to help ensure our physical
safety from violence: whether that violence be from foreign or domes -
tic terrorists, mass shooters, lone wolves, or however else malevolent
individuals might be described. Net states might not be able to Odefeat
the ideaO that inspires bad actors alone. But they are certainly better
equipped to identify both the ideas that inspire and the actors inspired

by those ideas than are governments working on their own on the out
side.

Keeping a country safe from violent offenders in the information
age means understanding that the goalposts are constantly moving and
adapting in real time as the actors and targets change. Governments
need net states; and net statesN as keepers of the ecosystem in which
terrorism plots are hatched, planned, and reported onN  need to con-
sider sharing their insights with governments. They should do so safely,
securely, to be sureN but in some kind of partnership. The health of the
internet ecosystem and all its inhabitants would be better for it.
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A GREAT WALL OF WATCHERS

ia social media probles, we already have many opportunities to cu -

rate idealized versions of ourselves. This chapter explores visions

of a possible future in which nation- states mandate curation of the
ideal self via a system of punishments and rewardsN making moral
judgments about the appropriateness of our informationN  as viewed
through ChinaOs experimental Social Credit Score system. It examines
our own messaging practices in the West, starting with our earliest
proble-building practices on Facebook, asking what our networks of
connection and our information- sharing practices say about our needs
as both individuals and societies.

We may not admit it, but most of us likely get a tiny thrill when
we notice that someone has OlikedO a comment of ours on Facebook,
retweeted a Twitter post, or OheartedO an Instagram photo. These small
acts of validation can go a long way toward not only showing our
friends and acquaintances what we approve of, butN  in China, at leastN
showing the government who the Ogood citizensO are. In what sounds
suspiciously like an episode out of the British science pbction television
series Black Mirror , China is in the process of unrolling whatOs colloqui -
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ally called the OSocial Credit ScoreO (SCS).

The premise is simple: the more likes, retweets, and hearts you get
on your social media proble from Ogood citizens,0 the more rewards
you will gain in the form of desirable servicesN  everything from ex -
pedited travel permits to bank loans. Unveiled in 2014, the Chinese
governmentOs proposal, tittled OPlanning Outline for the Construction
of a Social Credit System,0 called for the Social Credit Score to be fully
implemented nationwide by 2020.

[tOs not hard to imagine how it would work. While in the West we are
relatively free from governmental oversight of our social media activi -
ties, net states routinely collect data on who likes what content on our
probles (how many likes or retweets or hearts we get), what we spend
our money on (through our purchase history), our whereabouts (using
cell tower data, regardless of whether we Ocheck inO or even whether
we opt outN as recently admitted by Android), * our health (for Fitbit or
other wellness app users), and so on.

While net statesO goals for this monitoring include, among other
things, to better target users with ads, ChinaOs goal with the SCS is ex -
plained by the Chinese government as serving loftier ends. According
to ofbcial documents, the SCSN already in use in parts of ChinaN  will
enhance OtrustO nationwide and build a culture of Osincerity.O The plan
goes on to say that the SCS will Oforge a public opinion environment
where keeping trustisON and this is the governmentOs word, not mineN
Oglorious.O Finally, the SCS will purportedly Ostrengthen sincerity in
government affairs, commercial sincerity, social sincerity and the con -
struction of judicial credibility.O By punishing citizens who get a low
score and rewarding those who score high, the SCS will make every -
one want to be better citizens. Thus it will be easier to trust everyone,
as people will simply be better citizensN never mind that theyOve been
forced to become better citizens.

Or are they? Are Chinese citizens compelled to use social media?
Are any of us?

ThereOs a saying in Chinese: RZn p~ cH m'ng zh! p~ zhu™ng ( VA
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I-HOB/E/+(S, which means, OPeople fear fame like the pig fears being
fattened for the slaughter.O In other words, greater visibility comes at a
cost; fame has its price.

Nowhere is this more apparent than in ChinaOs implementation of
the Social Credit Score. As a personOs online proble grows in visibility,
so too does the data that feeds his or her Social Credit Score: a ranking
of how OgoodO a citizen that person is.

The SCS works much like a Pnancial credit score. Having no credit
history is almost as problematic as having a bad credit history, as banks
have no information by which to assess your reliability as a debtor. With
the SCS, rather than assessing your Pnancial reliability, theyOre assess-
ing your reputational reliability.

In the United States, if you have a OgoodO Pnancial credit score,
youOre more likely to be approved for a loan by a bank. In China, if you
have a OgoodO SCS, youOre more likely to be approved for a myriad of
services; yes, economic services like loans, but much more than that,
as weQll see.

So what exactly are the actions that will improve or destroy a per -
sonOs SCS? Given that the SCS is being implemented among the largest
online population on Earth, itOs surprisingly difbcult to obtain a precise
list of offenses that will damage oneOs SCS or smiled- upon activities that
might give it a boost. When the initiative was announced in 2014, the
Chinese Communist Party (CCP) cited four categories for evaluation:
Ocommercial sincerity,O Osocial security,0 Otrust breakingO and Ojudicial
credibility.O 2 But what these categories translate to in action is much
harder to discern. As noted on the previous page, social media activity
is crucial (both what one posts and how others respond). Beyond that,
though, all we have to go on is anecdotal evidence. And from what that
tells us, the SCS reaches into every nook and cranny of a personOs digital
existence.

We have a few recent examples of whatOll get a personOs SCS dinged:
In March 2018, 9 million people with ObadO credit scores were banned

InformationTrade_9780062888983_1P_CL0805_cc19.indd 133 @ 8/5/19 4:53 PM



134 THE INFORMATION TRADE

from purchasing plane tickets. An additional 3 million travelers were
denied business- class train tickets, despite the fact that they had the
money for them. ® Their offenses? In some cases, there had been pretty
clear-cut infractions, such as attempting to board the train without a
ticket or smoking in a nonsmoking area. But deeds that appeared to
be borderline benign or, at the very least, difpcult to clearly debneN
loitering, for exampleN also contributed to a bad SCS. In one case, a
Chinese lawyer was barred from buying a plane ticket because a court-
ordered apologyN which he had in fact turned in, in writingN was
deemed Oinsincere.®

A personQOs spending habits are subject to rating by the SCS as well.
Pay bills late? Lose points. OWasteO money on OfrivolousO purchases?
Lose points.

How wisely a person spends time is also subject to evaluation. Spend
too much time playing video games? Lose points. Spread OrumorsO on
social media? DePnitely lose points.

But does all this really matter? What impact might the SCS have on
a personOs dayto-day life? Well, a low score might mean that your kids
could be denied access to certain schools, regardless of their grades or
other qualibcations, or you might be banned from travel. ° If you have
a bad score long enough, you might be put on a government blacklist,
which could keep you from getting a job. ¢

Conversely, with a high score you might get enhanced book-
borrowing privileges at the local library and, on a rainy day, a loaner
umbrella. ” You might improve your chances of securing a mortgage, en -
hancing your likelihood of Pnancial stability, which in turn could make
you a more desirable mate. This is reRected in the practice of those with
a good SCS being featured more prominently on ChinaOs largest dating
site, Baihe. OA personQs appearance is very important,O said BaiheOs vice-
president, Zhuan Yirong, to the BBC. OBut itOs more important to be able
make a living. Your partnerOs fortune guarantees a comfortable life.O 8
You also get to enjoy the incalculable gains of knowing that  other people
know you are considered OgoodO in the eyes of the government.
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Clearly, there are several problems here, the overwhelmingly obvi -
ous one being this: What criteria are being used to decide whatOs Ofriv -
olousO? WhatOs a OrumorO? What makes an apology (eourt- ordered
apology, remember) OinsincereO? There doesnOt appear to be a nation
wide set of rules or standards for how the SCS is to be implemented.
In other words, some ofpcials within a certain branch of the Chinese
government decide whatOs frivolous or a rumor or what makes an apol -
ogy legit, but nowhere does anyone share these decision- making criteria
with citizens, nor are the criteria uniform across the country. You just
have to hope that your actions donOt piss off the SCS monitors, learn
from your neighbors, and be frequent but vigilant in your social media
activity.

In some places in China, the incentive is especially high: citizens
with a good SCS get a special shout- out from certain local governments.
In one of the three dozen cities where the SCS system was Prst piloted
en masse, a midsize city called Rongcheng, photographs of citizens
with a good SCS were displayed on public bulletin boards in the town
square under a banner that read: OCivilized Families.O (Check Foreign
Policy magazineOs excellent feature on the SCS for pics of this.)® And
in Rongcheng, the oversight authority for the SCS has devised a math -
ematical approach for managing the SCS of its 740,000 adult citizens,
potentially lessening uncertainty. According to interviews with ofp -
cials conducted by reporter Simina Mistreanu, each Rongcheng adult
citizen starts with 1,000 points. You gain or lose points depending on
your behavior. Trafbc ticket? Minus 5 points. Do a Oheroic deed,O help
your family Oin unusually tough circumstances,O or conduct Oexem -
plary businessO? Plus 30 points. Win an award at work? Another plus 5.
Whether this rubric is shared publicly with the citizens of Rongcheng
is unclear, nor is it apparent whether other cities are using the same
criteria. But at least thereOs a discernible pattern here: Do good stuff and
you will be rewarded. Do bad stuff and you will be caughtN  and because
your every online action is tracked, chances are you will be caught. ..
and penalized.
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Given what seem to be rather draconian oversight measures, itOs sur -
prising to learn that the SCS does actually seem to be increasing trust
among citizens, just as designed.

Ol feel like in the past six months, peopleOs behavior has gotten bet -
ter and better,O reported a resident of Rongcheng to Foreign Policy . OFor
example, when we drive, now we always stop in front of crosswalks. If
you donOt stop, you will lose your points.O

As counterintuitive as this may seem to Westerners, whether itOs out
of fear of losing points or the desire to gain points, the SCS seems to
indeed be welcomed by at least some Chinese citizens. According to an
interview with Rachel Botsman, who recently wrote a book on the SCS,
OWhen | interviewed people from China on this, they donOt necessarily
see this as a bad thing.(3°

To understand why this might be, itOs helpful to know a little
about the history of China. In the 1950s a national development plan
was launched, led by Mao Zedong, called the OGreat Leap Forward.O
It brought massive upheaval to the country and caused a famine that
killed an estimated 15 to 30 million people. ! This was followed by the
OCultural RevolutionO in the 1960s and O70s, when Chairman Mao led
the country through a violent social scrub, vilifying members of OFive
Black CategoriesONnamely, rich farmers, landlords, Ocounterrevolu -
tionariesO who didnOt support the communist wave, Orightists,O as well
as a catch-all class called Obad elementsO that included those with high
levels of education, such as teachers and Ointellectuals.O

This era was debned by rampant mistrust: families were torn apart
as studentsN who led the revolution through the youth army, the Red
GuardsN turned in parents and grandparents for OreeducationO at
forced labor camps in the countryside. The Red Army destroyed thou -
sands of temples and antiquities in the name of ridding the country of
the trappings of the unjust hoarding of wealth. The country remained
in chaos for almost 10 years. Schools and universities were completely
shut down from 1966 until 1972. No one studied. No one went about
business as usual. Everyone in the country just laboredN  children and
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parents alike.

While the Chinese Communist Party has come a long way since the
Cultural Revolution, ChinaOs history of surveillance, morality- based
punishment, and widespread fear of being Oturned inO by even oneOs
own family casts a shadow over at least the elder population to this day.

As Botsman reported, O[People] say in their grandparents® generation,
[people] knew that the Communist Party had a ble on them, but they
had no idea what was in that ble. This is actually the same system. Digi -
tized, but itOs more transparent.O

CHINA HAS JUSTIFIED ITS SOCIAL CREDIT SCORE SYSTEM BY POINTING
out a very real need: to know who youOre doing business with. Brand
reputation works that way. For instance, you may decide to spend the
extra money on a backpack from L. L. Bean rather than buying some
knock- off brand because you know it will likely hold up for a while; the
company has a reputation for quality products. In China, as described
earlier, mistrust has been a societal issue for decades. And in the ab -
sence of a strong legal system, itOs difbcult to hold people with shady
business practices to account. With the SCS system, in theory everyone
knows how reliable everyone theyOre engaging in business with is, and
therefore consumers have the means to protect themselves against less
than honorable purveyors of goods and services.

Such a system is easier to enforce in China, with its population en -
gaging in the most mobile transactions in the world, than it would be in
many other countries. In a ten- month period of 2017, mobile payments
amounted to $12.8 trillion in China, outstripping the United StatesO $42
billion in mobile transactions by Olightyears.O 2 While this was largely
attributable to city dwellers, the diffusion of smartphones among the
massive rural population contributed as well; rural folks are leapfrog -
ging straight from cash to mobile payments, without ever having had
a checkbook or credit card. The cash- based population with no bank
accountN estimated by the World Bank to include around 21 million
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people in ChinaN went from being under- the-mattress savers to players
in the digital economy almost overnight. **

The problem is, studies show that newcomers to cashless transac -
tions tend to underestimate the damage late payments can do to oneOs
credit. Thus theyOre more likely to make late payments.  Given this, it
seems that the 21 million Pnancially inexperienced Chinese now using
mobile payments are extremely vulnerable to accidentally damaging
their SCS, simply by virtue of being new to the very notion of credit.

Praise of the SCS system by ordinary Chinese for how it Oestablishes
the idea of a sincerity culture,0 as the government planning documents
putit, is almost impossible to bnd, with the Western media understand -
ably focused on the Orwellian overtones. But, as noted above, itDs im -
portant to recall the rampant mistrust that permeated Chinese society
for decades. Furthermore, prior to the SCS system, the average Chinese
citizen had few means of redress to deal with fraud, corruption, or other
bad business practices.®®

The SCS system may be terrifying to Westerners, and certainly a
sound constitution and legal system for the Chinese people would be
more just than the less- than-transparent SCS. But to the average Chi-
nese person used to dealing with hucksters and swindlersN  pianzi, in
ChineseN the SCS may make life slightly more manageableN so long
as they stay on the governmentOs good side, of course® As China hand
Jonathan Margolis wrote in a Financial Times op-ed, Ol am almost em-
barrassed to say, | get it. Bearing in mind ChinaOs violent history, | un -
derstand its preoccupation with order and harmony.O 7 Society would
indeed be OgloriousO if we could all trust and be trusted.

FACE TO FACE, WE RELY ON A HOST OF VARIABLES TO DETERMINE
whether or not to trust someone: their smile; how well they maintain
eye contact; their body language; and, of course, their words. Our so -
cial networking platforms have far fewer data points to go on. Facebook,
for instance, canOt (yet) gauge whether someone is exhibiting suspicious
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cues such as shifty eye contact or excessive Pdgeting. Perhaps itOs not
surprising to bnd that theyOve identibed other ways to assess whether
we might want to OtrustO someoneN in other words, to make a person
part of our social network. One such way is to determine whether weOre
already in contact with that person outside of Facebook.

And such a determination is made.

OCreepy. Phoned a guy on mobile after he gave me his number in the
weekend at the retro caravan show (Prst time | have met him). Today @
Facebook serves him up as People you may know. We have no mutual
friends so Facebook is looking at my phone call history. Intrusive?® 8

This tweet ref3ects one of the many practices that Facebook has
taken heat for in the past few years: the OPeople You May KnowO feature.
Just who gets served up reveals how extensive and detailed FacebookOs
probles are on its users. First off, your proble includes anyone stored
in your phoneOs contacts list.?® In addition, Facebook also stores your
connections to Oshadow problesC*°N detailed accounts about people you
interact with whoOve never signed up for Facebook. 2

The public reaction to learning about these practices was, predict -
ably, outrage. This was followed by a small wave of folks Beeing to In -
stagram (which, perhaps they didnOt know, Facebook also owns). 2 Yet
despite the public pie- in-the-face that Facebook has taken in the last two
years for these practices, along with scandals like Cambridge Analytica,
the platform remains extremely popular, especially outside the US.

Almost 2.2 billion people use Facebook across the globe. US engage -
ment rates on Facebook have declined, but worldwide adoption climbs
steadily each year. 22 Even among those who are less engaged with Face-
book now than in the past, the site remains a staple of the digital ex -
perience. 1tOs so popular that in many countries, Facebook is almost
synonymous with simply going online. Olt seemed that in their minds,
the Internet did not exist; only Facebook,0 recalls one researcher who
studied internet use in Indonesia. 24 Indeed, 11 percent of the 94 million
Indonesians using Facebook reported that they did not use the internet
but did use Facebook. In their minds, Facebook is the internet.
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To understand why Facebook remains so popular despite its Raws,
itOs worth remembering what Facebook gave usN and continues to give
us. Facebook gave us the brst digital spaceN the brst space anywhere,
for that matterN where absolutely anyone could create an idealized ver -
sion of themselves. Once satisbed, they could then share that with a
handpicked collection of other people.

Prior to Facebook, only the very famous could curate their public
persona, via expensive public relations Prms; and even they couldnOt
control bad news about themselves. Facebook gave rise to the curated
self: a place where you could amass and Baunt the most complimen -
tary photos, issue the most modestly worded self- congratulatory posts,
share the most arenOt-smart-and-socially- conscious news stories. And
you got to pick who would see all of thisN  in other words, create your
very own collection of fans. Any random thought, quip, joke, observa -
tion about your day, the world, the nature of existence was fair game.
WhatOs more, people would reward you for sharing these tidbitsN ~ with
their likes and comments, and now, with a whole range of emoticons
designed to validate your musings.

Even given this somewhat cynical take on what Facebook does to
one personally, itOs impossible to discount the incredible inRuence itOs
had (and has) on the world socially. True, grassroots social protests
have always spread from person to personN from individual friends to
extended family members to neighborhoods to communities. But with
FacebookOs network effectsNwhere the more people who are part of a
network, the more powerful it becomesN movements have the capacity
to hit the public consciousness with the force and speed of a hurricane. %

Social movements, energized on Facebook, become simply inevita -
ble. You may not join the movement yourself, but you will see something
about it; know of its existence. Think #MeToo: more than 12 millionpeo -
ple posted with this hashtag on Facebook within the movementOs brst
24 hours.?¢ Think #BlackLivesMatter: over 3 million people watched the
shooting of Philando Castile on Facebook Live the day it happened. 2
Think #ArabSpring: the bve days of protests in Cairo that toppled the
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almost-30-year reign of President Hosni Mubarak were organized on a
Facebook page?® Even if you donOt know what these hashtags represent,
chances are youOve at least come across them. And even greater are the
chances that you did so on Facebook. ° | teach a class called OTechnol-
ogy, National Security, and the CitizenO at Columbia University, and |
asked my students in February 2019 how many of them were on Face -
book. Everyone raised a hand, if somewhat sheepishly. As one student
commented, OEven if we wanted to stage a mass exodus from Facebook,
where would we organize such a thing? YepN on Facebook.O

Whether youOre on it or not, for good or for ill, Facebook helped de -
Pne the past decade of the digital age. While Facebook the net state may
someday perish, its innovations have already inBuenced the next gener -
ation of programmers and engineers. Politicians too. And countries with
one-party political systems, like China. There would be no Social Credit
Score without Facebook, because there was no such thing as a digital
social network before Facebook. Though by 2019 many Americans have
lost their faith in Facebook, itOs impossible to deny the inRuence that
Facebook has had over the past bfteen years, shaping a generation of
social interactions, political movements, and personal acts of identity-
curation.

JUST BECAUSE AN AMERICAN TECH FIRM CREATED THE SOCIAL NET-
working phenomenon doesnOt mean that it could give rise to an Ameri -
can version of the Social Credit Score system, right? We do have the US
Constitution, the bedrock for law and order in the United States, which
seems to stand in the way of a China- like Social Credit Score taking
hold here. But aspects of the SCS system and its related technologies
have gotten the attention of Western governments and net state leaders
alike in ways that we should pay careful attention to.

LetOs start with facial recognition. For the SCS, associating a personOs
face with a name is in many ways just another data point: Can we ac -
cess person XOs buying habits? Check. Do we know peopleQs social media
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handles so that we can track their behavior online? Check. Can we iden -
tify whoOs jaywalking and instantly send them a bne via text message?
ThatOs a check, too. In Shenzhen, an industrialized city bordering Hong
Kong, China rolled out a facial recognition program to do just that back

in March of 2018. * With 170 million surveillance cameras already in
place countrywide and plans to up that total to 570 million by 2020,
the CCP will soon be able to devote one camera for every two citizens
to track when they board and leave the subway, verify student identity

for school tests, even dispense toilet paper to ensure that no individual
takes more than their allotted two sheets. 3

But againN thatOs just in China, right, where citizensO rights are
somewhat nebulous? If only we could claim this with conbdence. Other
countries and net states are paying close attention to how this mass sur -
veillance pans out in China, with an eye toward importing it for use
closer to home.

Germany, for instance, is purported to have modeled its facial recog -
nition pilot program at BerlinOs SYdkreuz train station after the Chinese
systemN and it was recently extended for further data collection, despite
protests by German citizens over privacy concerns. 2 China outright ex -
ported its facial ID technology to Zimbabwe, although CloudWalk, the
company that manages the facial recognition technology, insists that it
was sort of an add- on: OThe Zimbabwean government did not come to
Guangzhou purely for Al or facial ID technology; rather it had a compre -
hensive package plan for such areas as infrastructure, technology and
biology,0 according to CloudWalk CEO Yao Zhigiang. 3

American net states are keeping an eye on developments in China
as well. For the brst time ever, ChinaOs World Internet ConferenceRN
formerly described in the New York Times as a rather dinky affair at -
tracting Olocal tech execs and leaders of impoverished statesON in 2017
managed to secure the attendance of some of the major net state players,
including Apple CEO Tim Cook and Google CEO Sundar Pichai. 3

The focus of the conference? ChinaQs surveillance state.

At the conference, Face++, one of the fastest- growing Chinese facial
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recognition companies, displayed a demo in which they surveilled the
conference attendees, then broadcast from their booth how they could
identify individual attendeesO gender, hair length, color, and even cloth -
ing. Another exhibit showed off a map of Beijing that pinpointed ev -
ery single foreigner in the city, using surveillance footage and GPS data
from their cell phones.

The American tech industry isnOt stopping at mere observation of
China0s surveillance state: itOs betting on its success with investments.
A report by Reuters identibPed three primary companies in ChinaOs mass
facial recognition surveillance triumvirate: SenseTime, DeepGlint, and
Face++3 All three companies, according to that report, are recipients of
signibcant funding from Silicon Valley venture capital Prms. Sequoia
Capital, one of the largest venture capital funds in the Valley, has made
206 investments in China since 2000, including an $18 million invest -
mentin DeepGlintin June of 2018. Another major Silicon Valley venture
capital Prm, Silver Lake, was one of eight lead investors in SenseTime. 3¢
And the artibcial intelligence venture capital fund Comet LabsO very
prst investment back in 2013 was in MegviiN  better known as Face++,
ChinaQs biggest facial recognition software Prm, which is now valued at
roughly $1 billion. ¥

It matters that the American tech industry is aiding ChinaQs surveil -
lance program, because by any account the program is anything but
benign. 1tOs being used to target specibc populationsN not because of
criminal activity, but because of suspicion that these populations might
someday engage in such activity. The most extreme example of facial
recognition targeting is in ChinaOs westernmost region, XinjiangN one
of the so-called autonomous regions. The ethnic minority native to Xin -
jiang, the Uighurs, are undergoing what might be the worldOs most inten -
sive surveillance- state experiment to date.

Using some Uighurs® involvement in past protests as an excuse,
China was able to justify a comprehensive tracking system for the mi -
nority group as a national security measure. But regardless of the justip -
cation, the measures are extreme: according to a grim op- ed by historian
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James Millward, % every 100 feet Uighurs pass police checkpoints at
which police scan their ID cards, irises, and cell phones. Using sophis -
ticated facial recognition softwareN which works well to distinguish
Uighurs, who have different physical features than Han ChineseN  the
government has built a vast database of the roughly 11 million Uighurs,
a feat that would have been impossible before the advent of Al surveil -
lance.® Even routine purchases by Uighurs that might be considered
threatening, such as buying a kitchen knife, are logged in databases. In
the city of Aksu, shop owners are now required to etch the buyerOs name
and ID number into the blade of any knife a Uighur buys with a QR code
tied to that buyerOs name, a policy Qintended to trace a knife back to its
owner in the event itOs used to commit acts of violence,0O as reported by
Radio Free Asia.*®

While no state in the US has yet to roll out a comprehensive suite
of tracking and facial recognition tech such as that in Xinjiang, there
arenOt any laws on the books prohibiting it. As noted in the previous
chapter, Microsoft recently issued a statement calling on Congress to
institute some sort of regulation for facial recognition technology. 4 OAd-
vanced technology no longer stands apart from society; it is becoming
deeply infused in our personal and professional lives,0 wrote Microsoft
president Brad Smith. O[The] potential applications are . . . sobering.
Imagine a government tracking everywhere you walked over the past
month without your permission or knowledge. Imagine a database of
everyone who attended a political rally that constitutes the very essence
of free speech. Imagine the stores of a shopping mall using facial rec -
ognition to share information with each other about each shelf that you
browse and product you buy, without asking you brst.O

Tech companies arenOt known for asking permission before they de -
velop a life- altering productN that would be almost like a teenager ask -
ing his parents for more rules. Their call for regulation should give us
all pause; itOs an acknowledgment that the makers of this technology
recognize how possible it would be to use it to restrict user liberties.

At the same time, however, many elements of a system to assess so -
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cial credit are already in place in the WestN largely because of efforts
by tech companies and emerging net states. In the United States, almost
every adult has a bnancial credit score, for example. There are other
scores out there tooN scores assessing intangibles such as reliability and
friendliness: anyone who ride- shares with Uber or Lyft, for instance,
gets rated by their driver (and vice versa). In addition, everyone with

a social media presence is connected to people with either good or bad
credit scores and good or bad Uber or Lyft ratingsN connections that
would count in China. But these numbers arenOt readily available to the
public except on a site- by-site basis.

Which is ironic. In the West, private corporations like data brokers
can see our compiled proble of rankings. But we, as individuals, canOt.
In China, on the other hand, the government itself compiles the probles,
and while citizens donOt necessarily know what will improve or degrade
their ranking, at least they can seetheir own proble.

If you took the time, however, you could make a little compilation
on yourself. Get your credit score from each credit agency (which you
can do for free) and collect your ratings from all your sharing- economy
appsN home-sharing services like Airbnb, ride- sharing services like
Uber and Lyft. Then assess your public digital footprint by Googling
yourself. This wouldnOt be just a vanity projectN  youOd be assessing how
others size you up. For instance, if the search turns up a RBattering Face -
book proble picture, your chances of getting a job interview increase by
as much as 40 percent.*2 But donOt stop there. Your Fitbit data may reveal
how healthy you are; your Amazon purchase history, how lavish you
are. Your Google search history may uncover a pattern of queries that
are impressiveN queries that make you seem socially conscious and in -
quisitive, for exampleN or less than RatteringN like Google- stalking a
new acquaintance or asking about things youOre embarrassed that you
didnOt already know. Indeed, with enough patience and perseverance,
you too could create your own version of a social credit score. But even
then, youQd still OknowO less about yourself than one of the countryOs bve
major data brokers, which typically have about 3,000 Odata segmentsO
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on every American. %

ThereOs another saying in Chinese: Er t'hg wZi xYy#n ji'n wZi sh’
(OHE OUb YE@Y] O4. It means, in effect, OSeeing is believing.O We ap-
ply that saying every day: we trust people weOve had a chance to Osee,0
to get to knowN or at least we did until the internet made us question
what we see. Our ability to craft the perfect version of ourselves with
our online proble makes it difbcult to know if we can trust the other
digital personas we encounter. And in an age where we have increas -
ingly frequent interactions with people weOve not met in personN  work
colleagues we communicate with only via email, social media OfriendsO
who donOt even live in our countryN any proxy for trust could be a big
help in discerning whoOs reliable and whoOs a sham.

But itOs unlikely weQll bnd a replacement for our own personal as -
sessment. WeOve yet to bnd a substitute for good old-fashioned instinct.
Our OgutO can help us sniff out a criminal, 4 pick the right romantic
partner,“® or prevent us from making mistakes. “¢ We barely understand
how the human brain actually works, so we canOt replicate it. OWe know
about connections, but we don®t know how information is processed,0
relRected Stanford University neurobiologist Lu Chen at a lecture on the
challenges of neuroscience. OWe are still in need of an understanding
of the fundaments,O echoed another neuroscientist in attendance, Nobel
laureate Tom SYdhof.

Until weOve got the brain Pgured out, itOs unlikely wedll be able to
recreate a copy with the bdelity to replace our deeply felt instincts about
whether or not to trust someone. What we can rely on net states for are
the troves of data that can aid in either conbPrming or denying whether
our instincts are spot on. But so long as weOre pheromone- emitting, sub -
conscious informationD processing creatures, tech (hard as it may try)
canOt yet replace faceto-face interactions when it comes to establishing
trust. China may be creating a centralized database of Otrust breakers,0
but coworkers, neighbors, friends, and family willN one hopesN still es -
tablish their own relationships, regardless of what their government or
net state rankings say.
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FOR ALL OUR CONCERNS ABOUT PRIVACY, WE SEEM TO PLACE A LOT OF
trust in our technology, seemingly without a second thought. Take
search engines, for instance. It probably doesnOt occur to most of us to
think of typing in search terms as an expression of trust. And in some
ways, itOs notNlwe donOt need to have the usual hallmarks of trust (feel -
ings of respect and admiration, say)N for a search engine to proceed,
after all. ItOs a tool; we use it, it gives us answers.

But we trust in the search engineOs ability to give us answersN
indeed, right answers. 1tOs implied in the very fact that we use the tool.
In exchange for our trust, search engines do more than give us answers.
They give us power. Not just the feeling of power, either; actual powerN
power we could never possess without them. Perhaps this is why weOre
so willing to trust our personal data, including the most intimate ques -
tions that cross our minds, to search enginesN to Google, specibcally.
Because the power we get in return is worth it.

Consider what goes into a search. Each and every query we type
into Google Search travels an average of 1,500 miles to a data center
somewhere in the world and engages over 1,000 computers, generating
aresultin 0.2 seconds. “® This is possible only because Google Search is
constantly crawling over 100 billion web pages, then storing and orga -
nizing the information found. OItOs like the index in the back of a bookN
with an entry for every word seen on every web page we index,0 reads
GoogleOs blog post on OHow Search Works® ItOs a staggering amount
of data, processed extraordinarily fast. And Google Search feeds us re -
markably accurate results even if we use poorly worded search terms
that the search engine has never encountered before. (Each day, 15 per -
cent of all queries have never been asked of Google before.)

And we ask our questions in increasingly personal spaces: our
phones. Ninety- six percent of cell phone owners in the US used their
phones for searches in 2019 (with Google handling almost all of those
searches) But while Google may help us satiate our curiosity, itOs
largely thanks to AppleQs invention of the smartphone that we can do so
at any time and anywhere we happen to want to know something.
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This brings us to the question, So what? We bnd stuff out, fast. And
the data we create in the process of Pnding stuff out is available for us to
review, if we want. If we go to MyActivity.Google.com, we can see every
search weOve ever entered, on any device, since we created an account
however many years ago. We can even download the entire archive so
that we can peruse our curiosity proPle in our spare time. But if we
bothered, what would we Pnd out about ourselves that we donOt already
know, somewhere in the deep recesses of our minds?

In the book Everybody Lies: Big Data, New Data, and What the
Internet Can Tell Us About Who We Really Are , data scientist Seth
Stephens-Davidowitz traces the fascinating history of how we tend to
fool ourselves, especially when reporting on our behavior to others.
SurveysN one of the most common social measurement tools in useN
are particularly problematic. People tend to overestimate their positive
attributes and downplay the negative when reporting on their own ac -
tions (even when doing so anonymously), an effect called the Osocial de -
sirability bias.O Studies suggest that people self- report eating less, being
more physically active, 5! voting at higher rates, 52 drinking less alcohol, %3
being more (for men) or less (for women) sexually active, 3% and giving to
charity and volunteering, * to name just a few.

And we donOt just pretend to be better people to other people; we fool
ourselves into thinking weOre generally better and, specibcally, smarter
than we actually are. In whatOs known as the ODunning- Kruger effect,O
everyone from students to long- serving professionals overestimates their
intelligence and abilities. In a  Forbes proble on this effect, the author
cites studies showing that 32 to 42 percent of software engineers rated
themselves as being in the top 5 percent of performers in their compa -
nies.® A nationwide poll conducted by CNBC revealed that 20 percent of
Americans thought it was Ofairly likelyO theyOd be millionaires within
the next decade® (while only 10 percent of all Americans actually  are
millionaires). Take the fact that we think weOre smarter than we are in
general and combine it with the fact that search engines make us feel
smarter still, and weQve got a fairly unrealisticN and inRatedN sense of
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self on our hands.

What makes us so bad at estimating our own abilities and predict -
ing a realistic future? The answer lies, in part, in conbdenceN  or rather,
overconbdence. 1tOs not something we can help; overconbdence in our
abilities is an innate bias, built in and hardwired. It makes sense on
some intuitive level: if we believe in ourselves, weOre more likely to try
difbcult things. Imagine the opposite bias: underconpdence. WeOd never
have tried anything hard and would likely never have made it very far
as a species. Indeed, researchers believe that thereOs an evolutionary ad-
vantage to overconbdence: it rewards people for stretching themselves
to the limits of their abilities. Perhaps they wonOt achieve their original
goal, but theyQll certainly be better off than if they hadnOt bothered try -
ing. Overconbdence is also linked to increased morale, to persistence,
to the ability to project credibility, and to creating self-  fulblling prophe -
cies.®®

The problem is, overconbdence also leads us to wildly underesti -
mate how difbcult tasks are and how powerful our foes or challenges
are. Overconbdence bias has been linked with historically cataclysmic
events ranging from World War |, the Vietnam War, the brst Gulf War,
the 2008 Pnancial crash, and the federal governmentOs underprepared -
ness for natural disasters such as Hurricane Katrina. % Ironically, the
more expertise we have in a given area, the more susceptible we are to
the overconbdence bias. Cultural norms also come into play. 1tOs prob -
ably not surprising to learn that men exhibit overconbdence more often
than women, who are culturally encouraged from girlhood onto be ac -
commodating rather than assertive with their opinions.

This matters because if we arenOt honest with ourselves about our
own abilities, we pursue goals that are simply not realistic. This both
sets us up for failure and causes us to waste time that could be better
spent on endeavors more closely matched with our actual abilities.

Getting around this is pretty tricky. Because to know what compe -
tence looks likeN how good you have to be to achieve a goalN tends to
require actually being competent already. As a result, being unable to do
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something at a level of excellence means that you canOt really imagine
what it would take to be excellent at it. Think about something basic,
like riding a bike. To look at the process from the outside, itOs straight -
forward. It looks like you just get on the bike, pedal, and youQre off! But
as any of us whoOve learned to ride a bike might recall, itOs nowhere near
that simple. ThereOs the issue of how to balance before you pick up speed,
how to pick up speed from a standstill, how to steer while also picking

up speed, and how to do all these things in concert without crashing
into anything. Like most easy- looking things, bike- riding involves mul -
tiple steps to achieve even basic competency, let alone mastery. In other
words, we tend to look at things that look easy as being, well, easy to do.
And this is another reason why we overestimate our ability to be good at
things. Until we experience mastery, we simply canOt fathom how hard
it is to get there.

This relates to search engines in two ways. First, online searches can
make us feel like geniuses; with Google, weOre all information- Pnding
ninjas. WeOve already established that we tend to feel more powerful
and more intelligent thanks to Google Search, even when weOre unsuc -
cessful at bnding what weQOre look forN after all, we have this incredible
processing power working to augment our brainOs ability to bnd the an -
swer to something. Second, online searching feels anonymous, perpetu -
ating our ability to lie to ourselves about what we really want and thus
who we really are.

HereOs where data collection once again comes into play. As you do
general web browsing and searching, your computer is collecting data
on what websites you visit, and the content on specibc pages, and send -
ing that information back to the host website. Ever notice how you might
be shopping for shoes one morning and then, later that day, you get an
ad for the same shoes on Facebook or Gmail? This is a reminder that our
activities, while they might feel anonymous, are in fact tracked. Even
when we enter into Qincognito modeON Google ChromeOs OprivateO web-
browsing optionN  while the web browser doesnOt track your history or
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the content of the sites you visit, your ISP (internet service provider)
certainly does. In short, you canOt access the internet without letting at
least the entity thatOs providing you with a connection  to the internet see
what youOre searching for.

As we use search engines, weQOre fueling our innate sense of over-
conbdence, empowered by the sense of intelligence we get by getting
answers to our queries so damn fast. Imagine what this does to us, as a
people, on a global scale. If on average, 57 percent of the population of
Earth does a search on Google at least once a day, then once a day 4.2
billion people get a little cognitive boost. This boost makes us slightly
more overconbdent in our intellectual abilitiesN  a problem we already
struggle with, thanks to our innate overconbdence bias. We feel empow -
ered, smarter, and as a consequence, take greater risks; we overestimate
our abilities to succeed.

If one of the goals of being human is to know oneself, search engines
both help and hurt us. They allow us to bnd out all kinds of things
we might never know otherwise. But at the same time, they fuel what
is ultimately an unrealistic view of ourselves and our abilities. Search
empowers us, but in so doing it further obscures our sense of reality.
To know ourselves, then, maybe we need to look further inward foran -
swers and rely on search engines a little less.

ULTIMATELY , ALL OF THIS SHOWS WHY RELYING ON NET STATE DATA AS
the primary means to assess a personOs worth is a problem. Net statesN
and nation- states, such as China, engaged in digital monitoringhl  know
only versions of us: the idealized self that we curate for Facebook; the
frustrated self that we reveal in what questions we seek answers to on
Google; the hyperconbdent self that posts clever reviews on Amazon;
the isolated self that unlocks our iPhone 63 times a day, hoping for
something, anything, to distract us from our loneliness.

WeOQre inPnitely complicated creatures, inhabiting multiple and of -
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ten contradictory versions of ourselves all at once. A national scoring
system (like ChinaOs Social Credit Score) that assumes it can know peo -
ple based only on their digital footprint is dangerously naive; itOs like
taking a personOs photograph and then claiming knowledge of their soul.

Governments will never be able to fully know their citizenryN not
even ChinaOs rapidly developing surveillance state. The danger with sys -
tems like the SCSis that they assume they canN and with a high enough
degree of conbdence that they act on that assumption, sometimes harm -
ing peopleOs physical and interior lives.

One last proverb. It goes something like this: To know a man, look
only to his friends. To know a king, look only to whom he employs. OThe
wise man,0 it concludes, Ois exceedingly careful about the company he
keepsO #+10810UK ).

HereOs the thing: the company | keep, personallyN and | suspect
many of usN isnOt, for the most part, kept online. For instance, | donOt
think I1Ove ever exchanged Facebook messages, comments, or likes with
my husband; not my brother or my best friend; certainly not with my
kids (theyOd be mortibed). | rarely even send any of those people emails.
ThatOs because, despite all the evidence of my life online, | still live the
majority of my life of8ine. Most of us do. Even with our eyeballs on
screens hours upon hours a day, we still have to reside someplace physi -
cally and interact with neighbors. We have to go to work and converse
in person with colleagues, or go to school and engage with our teachers.
We see friends. We have experiencesN all ofRine.

Thus, any government mapping of our worth based on our digital
footprint alone overlooks the most important data points about us: the
vast majority of time we spend living life when not on tech. Our dig -
ital reRections may be highly sophisticated renderings of the self we
want the world to see, but theyOre not trustworthy stand- ins for the real
personN not yet.
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THE ALL-KNOWING INTERNET OF THINGS

ech is increasingly personal, collecting data on our individual be -

haviors whether weQre aware of it or not. This chapter explores our

daily life with technology, examining the tech we use in our homes
and our public spaces with the so- called internet of things (IOT) and
how the IOT currently inBuences and is likely to affect our daily exis -
tence. It looks at developments in user probling, starting with AmazonQOs
recommendation system and OsmartO technologies such as AmazonOs
Echo that gather data on our health, our environment, the information
we seek, the music we play. It tackles the question of whether these
practices let our net states OknowO us, and whether, ultimately, users
have any say in the matter.

If you Google the phrase OWhat is the internet of things?O in 2019,
youQll still Pnd explainers and primers: OWhat Is the Internet of Things?
A Complete BeginnerOs GuideO WIRED); O6 Things Everyone Needs to
Know About the Internet of ThingsO (Business Insider website); OThe
Internet of Things: Could It Really Change the Way We Live?O ( The Tele-
graph). ThatOs how new it still is. In 2014, a much- cited Accenture poll
reported that 87 percent of people had never heard of the internet of
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things.® Five years later, thatOs transformed from Onever heard ofO toN
apparentlyN ODonOt really understand.O

Incredibly convenient, the internet of things is arguably also the
greatest threat to individual privacy to date. It includes lots of things.
Internet- enabled household devices, like coffee makers, refrigerators,
and televisions. Internet- linked wearables, like smart watches and
Fitbit- type health trackers; voice- enabled assistants, such as AppleOs
HomePod, AmazonOs Echo, and GoogleOs Home; as well as smartphone
apps we keep tethered to our physical health, like heart rate monitors
and step counters. Computer- assisted cars. The smart thermostats that
regulate our air conditioning and heating. Our cloud- based home secu
rity systems.

Soon, the internet of things will include anything you can stickasen -
sor on: in 2018, scientists developed a thin- bIm electronic sensorN an
internet- enabled sticker, essentiallyN that could conceivably turn any
object into an 10T device. 2 OWe could customize a sensor, stick it onto
a drone, and send the drone to dangerous areas to detect gas leaks, for
example,0 said Chi Hwan Lee, Purdue assistant professor of biomedicall
engineering and mechanical engineering, one of the scientists who cre -
ated the device.® Or, for example, you could stick this sensor on a Bower
pot, suddenly enabling the pot to detect temperature changes that might
affect how the plant grows.

According to the phone giant Ericsson, there were more IOT devices
in 2018 than the world®s 7.4 billion mobile phones. * Other industry ex -
perts predict that this number will increase to 30.7 billion by 2020 and
75.4 billion by 2025. HereOs another way to look at it: by 2020, there will
be an average of four IOT devices per person on the planet; by 2025, that
will increase to nine devices per person.

Considering that most of us arenOt even aware of how many IOT de -
vices we have in our vicinity, this is a disconcerting thought. Because
smart devices talk to each other, an 10T doesnOt necessarily require our
intervention to workN  which is exactly the point.

This raises the question of what the IOT industry means for our abil -
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ity to exert control over our data and our identity. Opting out of the 10T
doesnOt appear to be an option moving forward. When polled by Pew
Research in 2017, industry experts almost universally concluded that
despite a certain creepiness factor inherent in the 10T, it would indeed

be adopted by almost everyone, either because Othe magical behaviors
that the new devices will provide will be too strong for people to resistO

or because Oa signibcant number will have the illusion of being discon -
nected [when they actually are not].O 5

Since an IOT device doesnOt necessarily require user intervention to
function, once we set it up itOs entirely possible to forget that it exists.
The technology, like so many other technologies, may seem magical at
prst, but it quickly becomes invisible to usersN  both the tech itself and
the implications of what net states do with the data they collect from
IOT devices.

The marketing term for internet of things productsN  OsmartO de
vicesN is not entirely accurate: theyOre less smart than just chatty.
TheyOre in nearconstant communication with their manufacturers,
checking for updates and sending notibcations that theyOre still func -
tioning. ¢ Smart TVs, for instance, track and report back to their manu -
facturers on what you watch, for how long, and how often. But they also
connect with the other internet- enabled devices in your homeN your
phone, your laptop, your smart thermostat, your smart door- locking
systemN anything using the same internet connection as your televi -
sion.” Given that 45 percent of American homes currently house smart
TVs, this generates a tremendous amount of data about a public that
remains largely unaware itOs happening.

In a chilling experiment to discover what itOs like to live in an 10T-
connected home, Gizmodo reporter Kashmir Hill converted as many
of her devices as possible into internet- enabled ones: this included her
Amazon Echo, light switches, coffee maker, baby monitor, kidsO toys,
vacuum, television, toothbrush, and (to monitor and report on sleep pat -
terns) even her bed. OThis must be what itOs like to be in a documentary
or in a reality TV show,0 she wrote. 8
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Hill reBected on two disturbing trends. First, she quickly stoppedno -
ticing the devices in her home. Being surrounded by internet-  connected
gadgets became normalN just part of the background. When she stopped
to think about it, this lack of awareness troubled her: OIf homes become
sentient, and it becomes the norm that activity in them is captured, mea -
sured, and used to proble us, all of the anxiety you currently feel about
being tracked online is going to move into your living room.O

The second disturbing trend Hill noted in IOT-  connected homes is
the data collection power of the ISP, the internet service provider. Not
only do individual internet- enabled devices send data to their manu -
facturers, but a personOs ISPNComcast or Verizon or whatever company
is paid for internet accessN scoops up all that data, too. While in some
ways, the ISP is just a utility, like the electrical station that supplies
power to a home, itOs also a data sieve. Think of it this way: any data
that comes into your home via the internet (your TV shows, your email,
the websites you visit) and any data that gets sent out from your home
via the internet (your search history, your web- browsing patterns, your
purchase requests) goes through your ISP, which acts like a giant screen
through which all data trafbc Bows and gets captured; like a toll col -
lector between your home devices and your destination, whether it be
Amazon or Google or Facebook, with your data being the payment that
your ISP collects.

And ISPs are now permitted to sell that data. In 2017, Congress
passed a bill repealing restrictions on ISPs selling customer browsing
and app usage data without seeking individual usersO consent. ® Whom
can they sell this information to? Anyone who wants to pay for it, really.

At the very least, though, this likely includes data brokers.

Also, itOs worth bearing in mind that all digital data is leakable and
hackable. In June 2018, for instance, the marketing Prm Exactis was
called out for having publicly exposed its database of 340 million re -
cords containing peopleOs personal information. The records included
details ranging from phone numbers and email addresses to the number,
age, and gender of a personOs children. Olt seems like this is a database
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with pretty much every U.S. citizen in it,O reported security researcher
Vinny Troia in an interview with ~ WIRED.® Ol donOt know where the data
is coming from, but itOs one of the most comprehensive collections [Ove
ever seen.O

That a company like Exactis has this much data on us is noteworthy
for two reasons. First, Exactis isnOt exactly a household name. Likely,
most of us have never heard of it. The only reason it even merited a news
story is that it screwed up. This, though, leads to an inevitable question:
How many other marketing brms out there have data probles on us that
we donOtknow about? NSA consultant Edward Snowden shocked the
world with his 2013 revelation that the US government ran a program,
PRISM, to collect data on American citizens. Yet Americans are some -
how less shocked at the prospect that unknown multitudes of market
research brms likely have far more information on us.

We are, as a people, increasingly distrustful of government. Our
conbdence in our government has been declining since the 1950s and
now rests at rock- bottom historic lows: only 18 percent of Americansre -
port trusting government, down from 77 percent in the 1960s.  ** We donOt
trust the people who run our country with our private informationN
though these are people we have the power to elect or rejectN  but seem
resigned to having no power over net statesO possession of our private
information. Even Facebook, whose credibility took a historic walloping
in 2018, still enjoys a 49 percent trust rating from its users. While this
is pretty low on an objective scale, itOs practically off the charts when
compared with our government: the last time 49 percent of Americans
trusted their government was 1972. 2 The US Congress, with its 11 per -
cent trust rating, could only dream of FacebookOs 49 percent. 3

Even with our middling trust rating in Facebook, weOre still on it, en
masse. Sure, weOve directed outrage at this particular net state, hauling
its founder, Mark Zuckerberg, before Congress for a good, old- fashioned
grilling. But we havenOt given up our allegiance to it or the other net
states. (Remember: itOs not just FacebookNall our net states engage in
data sharing: itOs a core element of their business models. Facebook just
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happened to be the one in the hot seat in 2018.)

The data that shapes our individual probles will only increase as we
move from wearing internet- enabled devices, as with phones, to install -
ing them in our homes, as with smart TVs, to having them baked into
the very infrastructure of our environment, as with smart cities. Smart
city technologies are already being deployed, and in plain sight, but
likely to our utter obliviousness.

ItOs easiest to observe the implementation and grasp the possible im -
plications of smart city tech in an extreme example. LetOs take a look at
a smart city thatOs being built from scratch in our neighbor to the north.

CaNADA DOESNG TEND TO COURT CONTROVERSY. IT@ A PLEASANT,
polite place that plays by established norms and rules.

Quayside could change all that.

In the summer of 2018, GoogleQOs sister company Sidewalk Labs (also
owned by Alphabet)N which declared its mission to be Oreimagining
cities to improve quality of lifeO 4N embarked on its brst actual foray
into city- building. In partnership with a government-  funded corpora -
tion called Waterfront Toronto, Sidewalk Labs will convert Quayside,

a 12-acre stretch of waterfront property, from what locals describe as
Oblighted, underutilized, and contaminatedO into a fully smart city. 5
According to Sidewalk Toronto, as the joint initiative is called, theyOll
Ocombine forward-thinking urban design and new digital technology
to create people-centred neighbourhoods that achieve precedent- setting
levels of sustainability, affordability, mobility, and economic opportu -
nity.O®

The ultimate vision is something like a city version of your iPhone.
Sidewalk will provide the infrastructure, similar to how Apple provides
the iPhone itself. The iPhone appsN  what makes the phone interestingN
are all designed by third- party developers: Facebook and AccuWeather
and the like. SidewalkOs Quayside will have features that are likewise
customizable: OIf you think of the city as a platform and design in the
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ability for people to change it as quickly as you and | can customize our
iPhones, you make it authentic because it doesnOt just reRect a central
plan,O Rit Aggarwala, the executive in charge of Sidewalk LabsO urban-
systems planning, explained to MIT Technology Review . Olt also reRects
the people who live and work there.O

This is where Sidewalk Toronto emerges as an intriguing test case.
The 196-page Ovision documentO that Sidewalk Labs presented to To -
ronto proposed razing the 12-acre property and creating their city of the
future from scratch. The plans include a self- contained geothermal grid
to recycle energy, which can then be used to both heat and cool build -
ings. The cityOs carbon emissions will be negligible, since cars wonOt
be permittedN only emergency vehicles and driverless transit shuttles.
Sidewalks will be kept clear of snow with built-  in meltersN a must, con-
sidering that walking and cycling paths will form the primary arteries
for people to get around. Buildings will be constructed from recycled
materials, the city will employ smart waste disposal systems, and so on.

Quayside will also be populated with sensorsN many, many sensors.
TheyOre billed in the vision document as a Odigital layerO that covers alll
aspects of the city. Built into every facet of the neighborhood, the pro -
posed digital layerN read, OIOT, everywhereONwill provide Oan unprec -
edented degree of insight into the physical environment.O ¥

That such technology will permit an unprecedented degree of in -
sight into the inner workings of city life is perhaps inevitable. But whatOs
still up for debate is who owns that technology and who has access to
those insights. Public infrastructureN  protecting and maintaining the
roads, bridges, electrical grid, and other spaces for use by any and all
citizensN has typically been the domain of nation- state governments.
That this city will be constructed and operated by two corporationsN
Sidewalk Labs and Waterfront TorontoN raises the question of what
remains OpublicO in this scenario. If QuaysideOs public sidewalks and
parks are permeated by sensors, are they really OpublicO?

ItOs unclear what, exactly, Sidewalk Labs and Waterfront Toronto
plan to do with the data they collect from QuaysideOs Odigital layer.O As
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of this writing, the questions of data governance (who has access to the
data collected at Quayside), data residency (what country the data will
be stored in), and how citizensO privacy will be protected are all stillbe -
ing debated. As Anthony Townsend, a former consultant for Sidewalk
Labs, noted in a Politico proble on Quayside, the fact that these issues
have yet to be worked out spells trouble. OThis is the city- level question
of our time,O he said. OAnd [the governmental leaders of Toronto] havenOt
taken the slightest step in trying to even create a vision there.O 8

Quayside is tinyN you could walk from end to end in just eight
minutesN but it will be a test case for what a truly smart city, one not
just built with but integrated into the 10T, could actually look like. OThis
is really a grand experiment, in many respects, that is going to teach not
just Toronto but really cities all across the world what the future city
is going to look like,O Bruce Katz, a former Brookings Institution ofp -
cial, reported in that same Politico proble. OOf course, if youOre Toronto,
youQre the lab.O

In some ways, SidewalkOs Quayside is a technical and ideological
moonshot: a future- leaning pilot project designed to test the limits of
what cities could be, but also an experiment into how peopleOs lives
could be lived. This is not a bad thing. Indeed, it invites a kind of Obrst
principlesO thinking that net state leaders like Elon Musk have credited
for their many successes.°

First principles thinking is a concept borrowed from physics. OThe
normal way we conduct our lives is we reason by analogy,O Musk ex -
plained in an interview. O[With analogy,] we are doing this because itOs
like something else that was done, or it is like what other people are
doing. [With Prst principles,] you boil things down to the most funda -
mental truths . .. and then reason up from there.O

This means that instead of looking at how to solve a problem using
existing road maps, you start with the very essence of the problem itself,
questioning every assumption and every previously attempted solu -
tion. Cities are an excellent target for prst principles thinking, because
theyOre quite literally built on assumptions.
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Case in point: city roads. Most citiesO road systems evolved through
use. Dirt roads at one point became paved, not necessarily because they
were the most direct route from point A to point B but because those
were the routes people were accustomed to. Boston is a famous exam -
ple of this, with its tangled web of streets evolved from the practice of
whatOs called Opaving the cow path.3° A look at a map of Boston reveals
a tangled, swerving network of roads, seemingly devoid of forethought
and planningN precisely because it is largely devoid of forethought and
planning, rel3ecting instead the concretization of human routines.

How roads are planned affects how you live your life in a city. In
a place like Boston, you have to know where you are and where youOre
goingN thereOs no predictable logic you can use to plot your path from,
say, Faneuil Hall to Chinatown. Compare this with the experience of
getting out of a subway station at 14th Street in Manhattan. Even if you
donOt know the city, you can use logic to determine that heading in a
southerly direction means counting down to 13th Street, 12th Street,
and so on.

First principles thinking also matters because it represents a chasm
between how technologists approach a problem and how government of -
bcials approach a problem. As the stewards of taxpayer money, govern -
ments are guidedN in theory, atleastN by bnding the most cost- effective
solution that will cause the least amount of disruption in peopleQs lives.
Technologists, on the other hand, are all about disruptionN  so much so
that the very term OdisruptionO has become a clichZ in the Peld. The aim
of technologists is to Pnd the best solution, not the most inexpensive
one that causes the least amount of upheaval. And what better place to
explore the very foundation of a problem than where people live and
how they get around? In other words, cities.

The problem with technologists increasingly investing energy, time,
and money in cities and their infrastructure comes down to two key
points: access and the public interest.

The access issue relates to whether what was OpublicO transporta -
tion (for instance) in the past continues to be equally accessible to ev -
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eryone under net state supervision. Government, after all, is a servant of
Othe people.O 1tOs required by law to serveall the people: those who can
easily adapt to new services and spaces as well as the most vulnerable
among us who cannot. OltOs easy to be good,0 Mayor Duarte Eusttquio
Jeenior, who governs the Brazilian city of Mariana, once told me. OltOs
much harder to be fair.O

Technologists may indeed be thinking about doing good; fairness,
however, is not necessarily the highest item on their priority list. This is
not out of malice, but simply because a fairness orientation goes against
brst principles thinking, which would scrap all assumptions and just
build the best possible tech, period, not the perhaps- mediocre- but-hey-
it-works- for- everyone tech. Fairness means ensuring that everyone has
equal accessNthat the disabled, the disadvantaged, and the inbrm have
the same access as the ablebodied, the young, and the wealthy.

From this perspective, could we consider the iPhone, for instance,
to be OfairO? It did introduce the accessibility feature VoiceOverN a
function that lets you double- tap anything on the screen to have it read
aloudN in 2009. 2 ThatOs just two years after the iPhone hit the market,
so Apple is apparently doing pretty well at introducing features to make
their product accessible to the visually impaired.

But what about to the disadvantaged? iPhones are the most expen -
sive smartphones out there, topping $1,000 back in 2017. 22 By 2019, a
top-of-the-line iPhone XS cost $1,449, 2 exceeding the average Ameri-
canOs monthly mortgage payment of $1,030%* by hundreds of dollars.

HereOs where net states and nationstates sharply diverge: the nation-
state is responsible for all of its people, not just those who can afford
services or donOt need special accommodations. When net states or other
private- sector entities begin taking over what used to be public infra -
structure, who will ensure that those roads, squares, trainsN  or entire
cities, in the case of QuaysideN and other services are fair? Just as we
saw in the example of Tesla and Google in Puerto Rico, net states might
choose to do something to benept the public, but theyOre not required
toN nor are they are required to be fair, as governments are. And this is
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where governments handing over public services to net states becomes
worrisome.

If the brst question is, WhoOs looking out for public access? the next
is, WhoOs looking out for the public interest? This is perhaps best illus -
trated through an example.

Take Waze, for instance, the crowdsourced navigation system ac -
quired by Google. Waze used to rely primarily on data that users input
directly, such as instances of trafc jams, accidents, or other obstacles
on the roads. Then, in 2014, Waze launched the Connected Citizens pro -
gram, partnering with 10 locales around the worldN  including Boston,
the states of Florida and Utah, and the New York City Police Depart -
mentN so that they could include in their app government-  owned trafbc
data, including that from trafbPc sensors and street cameras.

What exactly does this platform include? Many cities have already
begun to adopt smart city technologies with respect to trafbc lights. At
most recent count, 363 cities across the United States have swapped
out traditional trafc lights for modern adaptive trafPc control systems
(ATCSs).%

ATCSs are pretty much what they sound like: trafbc systems that
adapt the timing of signals based on what they can detect from current
trafbpc conditions. 2 These systems help to reduce trafbc jams, which
cause substantial problems in cities of all sizes. According to the IN -
RIX Global Trafbc Scorecard, in 2019 the average commuter will lose 97
hours just sitting idle in trafbc. This costs Americans $87 billion in lost
timeN an average of $1,348 per driver. 2

Even more important, smart trafbc systems save lives. OlIf you have a
smooth trafbc Bow, that potentially will reduce the number of accidents.
Every time you make a stop, thereOs a chance of a rearend collision,0
said Aleksandar Stevanovic, director of the Laboratory for Adaptive
Trafbc Operations and Management at Florida Atlantic University. With
roughly 1.7 million incidents of this type in the United States each year,
rear-end collisions make up 40 percent of all trafPc accidents, Killing
1,700 people annually and injuring another half million. 28
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With this context in mind, itOs understandable that so many cities
are scrambling to implement smart trafpc technologies. As with Quay -
side, the trick is Pguring out who controls these technologies and whoOs
in charge of the data they produce.

It seems like it should be citizens. After all, taxpayer money pays for
trafbc sensors and street cameras. And we as citizens tolerate sensors
and street cameras because they provide a public good: in addition to
reducing trafPc congestion, sensors and street cameras make our streets
safer. However, Waze used data from sensors and street cameras to cre-
ate a feature on its app that serves as a police locator. This is to alert
drivers about the presence of police, most likely so they know to slow
down to avoid getting speeding tickets. The police locator, however,
could also theoretically be used by criminals to pinpoint where cops
are stationed throughout the city for the purpose of avoiding the police
when committing crimes. This precise complaint was lodged by Charlie
Beck of the Los Angeles Police, who wrote in a letter to Waze that the
police locator could be Omisused by those with criminal intent to en -
danger police ofbcers and the community.O 2

This is purportedly what happened when two New York City police
ofpcers were gunned down and killed in their patrol car on December
20, 2014. The gunmanOs phone contained screenshots of WazeOs police
locator, indicating that he may have used the Waze app to pinpoint the
location of the police ofpcers he targeted in the days leading up to his
lethal attack. 2°

Clearly, the technologists at Waze did not include the police-  tracking
feature to facilitate crime. Indeed, WazeOs spokesperson reported that
the companyOs relationship with police departments Okeepl[s] citizens
safe, promote[s] faster emergency response and help[s] alleviate trafpc
congestion.O

Yet this example shows how technology designed with brst princi -
ples thinking can be manipulated in unexpected and unfortunate ways.

It turns out that sometimes there are good reasonsN public safety and
access for all citizens among themN  for assumptions and previously im -
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plemented approaches. WazeOs programmers were most likely just try -
ing to make the best navigator app they could. The more features they
could include, the better the product would be. But coders and software
engineers arenOt policy experts; they donOt necessarily think about the
potential impact of their wares on the public in the ways that govern -
ment ofpbcials might. While net states should absolutely continue to in -
novate ways to make our cities smarter, more connected, and better for
citizen- users to live in, governments cannot simply step to the sidelines
and watch them do so. They must be integral partners to ensure thatin -
novation doesnOt leapfrog over boring yet necessary considerations such
as public safety and fair and universal access.

The example above shows public taxpayer dollars being spent on a
tech system that may, in fact, have made the public less safe by putting
law enforcement in harmOs way. This raises the question of whether the
people of New York City actually approved of a partnership between
Waze and the NYPD. Did they even know about it? It wasnOt exactly
advertised: in the cityOs press release announcing the Connected Cit -
izens partnership, Waze was never mentioned, and even Google was
mentioned only as one OpartnerO among many in an announcement on
a series of tech partnerships. %

While dragging up a vaguely worded press release may seem nitpicky,
it underscores a critical point: the people of New York CityN citizens to
the police and users to WazeN were taken out of this endeavorOs equa-
tion. Citizens should have the right to weigh in on how their taxes are
spent, and citizen- users should have the right to weigh in on whether
they approve of new features in their tech. Just as cities like New York
should solicit input from citizens on partnerships that may affect public
safety, net states like Google, WazeOs parent company, should recognize
that the people who use their apps are not just users, but citizen- users
whose physical welfare is affected by their technological products and
services.

If net states start to recognize citizen- users as such, they may be
more likely to invest in adding policy experts to their teams of cod -
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ers and designers. In this way, they would be able to meet the compre -
hensive needs of citizen- users, including public safety, and not just the
needs obviously related to their app (say, trafbc navigation).

One last risk inherent in the IOT and smart cities is, as with all
things digital, their vulnerability to attack. In 2013, Iranian hackers
launched a cyberattack on a small dam in Rye Brook, New York, a town
30 miles north of Grand Central Station in midtown Manhattan, suc -
cessfully accessing its command and control system. A nuclear power
plant near Burlington, Kansas, was targeted by Russian hackers in May
2017. Unsurprisingly, dams and nuclear power plants count among the
16 sectors that the US Department of Homeland Security deems Ocritical
infrastructureO: debned as any sector Oso vital to the United States that
their incapacitation or destruction would have a debilitating effect on
security, national economic security, national public health or safetyO

Security agencies rarely report details on such attacksN the Rye
Brook dam attack was reported on only three years after the breachN
making it difbcult to discern how vulnerable the nationOs critical in -
frastructure really is. But attacks on what are known as SCADA
systemsN supervisory control and data acquisition systems, which are
increasingly used to manage infrastructureN have skyrocketed glob -
ally, from 90,000 in 2012 to 675,000 in 2014, a staggering 650 percent
increase.®

As with most innovations, thereOs a tradeoff with the IOT. The more
technologically connected our infrastructure, the more we can learn
about the human condition: how we live, where we go, what we do, en
masse. At the same time, we become more exposed and more vulner -
able. The question is whether the tradeoff will be worth it.

THERE ARE SOME REASONS TO TAKE HEART THAT NET STATES SUCH AS
Google and Tesla are increasingly investing in, and thus in charge of,
future- leaning infrastructure projects. In addition to expanding into
citiesO electric grids, as described in chapter 2, Tesla is investing in
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transportation projects: the city of Chicago has approved Tesla afbliate
Boring CompanyQOs proposal to build a high- speed transit system from
its OOHare airport to its downtown area. * The reason? Given that tech -
nology is their core business, net states may be in a better position than
governments to manage high- tech projects.

Often bogged down by politics and bureaucracy, government doesnOt
have a great track record when it comes to implementing and manag -
ing tech projects, especially in the United States. Take Social Security,
for example. In 2000, recognizing that a massive backlog of claims had
amassed, Congress approved an overhaul of the claims- processing tech-
nology used by the Social Security Administration (SSA). By 2007, the
SSA had spent upwards of $381 million trying to integrate its 54 separate
information technology (IT) systems, followed by another $200 million
in 2011.% Six years after theyOd launched the project, Othey found out
that they really didnOt have anything. In fact,O0 commented reporter Bob
Charette, Othe initial system has consistently been projected to be 24 to
32 months away. So for bve years, it was always kind of like Wimpy in
Popeye: O10Il gladly pay you on Tuesday for a hamburger today.@® The rest
of the US government doesnOt fare much better, and itOs no wonder: 70
percent of government IT budget dollars go to maintaining legacyN  read
Oreally, really oldON systems 3

Again, though, even though net states may be in better positions
to successfully pull off large- scale technology infrastructure projects,
they are ultimately not legally required to act in the public interest. Net
states have shareholders. They have bottom lines. Democratic govern -
ments may be delinquent in how they execute their policies, but at least
they work to ensure that those policies serve all their people. In the
absence of government regulation of technology, especially as it per -
tains to data sharing, thereOs no guarantee that net states will choose
to protect peopleOs rights as new data sets become available in a sud-
denly digitized physical environment. While attempts to protect user
data exist here and there, we still lack a cohesive guide that countries
and net states can follow to protect user data. As data scientist Venkat
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Motupalli wrote, OThere is a bewildering array of acts, guidance, and
agreements across dozens of countries that attempt to address the new
size and shareability of citizen data.O Most important, he noted, OWhile
almost everyone agrees that personal data should be protected, there is
little consensus as to how and who should be responsible.0 ¥

In the absence of consensus, net states are left to take up the re -
sponsibility for themselves. And, in the absence of protests from their
populationsN the citizen- users who use their products and servicesN
they will most likely continue along the path theyOve taken thus far:
sharing data with their partners, not only to fuel innovation, but also to
maximize propt.

BEFORE WE DELVE INTO THE NEXT PHASE OF FUTURE TECH, IT@ USEFUL
to reRRect for a moment on how our relationship with technology RBipped
from active to passiveN and how fast that happened. With the IOT,
our physical environmentsN from our smart homes to our neighbor -
hoods, with devices embedded in appliances, roads, trafpc lights, and
sidewalksN are the active agents, the data collectors. We, the users, are
passive; weQOre the data creators, the things being observed. The 10T re-
quires no special action from us, just that we go about our businessN
nothing to see here.

This is a tectonic shift in our relationship with tech. Not two de -
cades ago, our physical environments were dumb, inert. Even our  digital
environments werenOt all that capable. It wasnOt until websites became
interactive that we entered a truly dynamic relationship with our tech -
nology. Up until then, information Rowed along a one-  way street, from
human to machine. Even with that, weN  peopleN remained in the driv -
erOsO seat; vahose what information to give our tech.

And we chose carefullyN in the early days, at least. We were hesi -
tant, distrustful even. We didnOt even reveal our true names. Indeed,
most early websites not only permitted anonymous interaction with
their sites; it was the norm.
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This was by design, a manifestation of the early webOs inBuence by
hacker culture. As web scholar Derek Powazek noted, OBack then, it
was normal to have a pseudonym or Ohandle® that you went by. Most
communication online was hidden behind handles, which reinforced
the idea that the internet was not OrealO in the same way real life was.
People treated everything online like a game. It was Ocyberspace,® not
reality.0% Our handles both identibed and in some ways debned us to
others online.

Then came e-commerce, which effectively killed anonymity as com -
mon practice. After all, you couldnOt use a credit card to order a book
on Amazon without giving up your real name. Soon even free websites
began requesting OregistrationONinviting you to explore their sites for
free, so long as you created an account using, at the very least, a name
(which could of course be faked) and an email address (which could
also be created using a fake name).

For a long while, this seemed like an eminently reasonable tradeoff.
After all, websites were entirely free back thenN  as they remain today,
for the most part. While the devices that grant access to whatOs online
can involve substantial costs, once youOre on your phone or computer,
you can peruse the worldOs knowledgeN from maps to media to moviesKN
largely without spending a dime.

Even if you did have to give up some identifying information about
yourself in the early years, doing so yielded perks. In 1998, Amazon
launched Oitem-based collaborative blteringON or, in plain English,
the recommendation system. % This marked a turning point in how we
shop. OAmazon.com has been building a store for every customer,0 noted
AmazonQs Brent Smith in a study on its recommendation system. OEach
person who comes to Amazon.com sees it differently, because itOs indi -
vidually personalized based on their interests. 1tOs as if you walked into
a store and the shelves started rearranging themselves, with what you
might want moving to the front, and what youOre unlikely to be inter -
ested in shufRing further away.O

HereOs how this translates to a personOs actual life. In 1998, e-
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commerce accounted for only 0.8 percent of all sales in the United

States?® This means that nearly the entire population had to go to a
physical store if they wanted to buy something. That store looked the

same for you and me and everyone else who entered. You had to browse
the aisles, maybe ask a salesperson for help, and wait in line to pay;
then, eventually, your clothes or books or groceries were bagged and
packaged, and off you went.

Enter Amazon. LetOs say | go to the site. Because 1Ove bought a few
books there in the past, IOm now shown books similar to those pur -
chases. But when you go to the site, you see entirely different books,
based on the books youOvebought. With just a few clicks, you go on to
buy from the books recommended to youN all without interacting with
a single human.

Note: itDs not a salesperson who has sized you up and proposed a
product to you based on personal judgment and experience. “ 1tOs an al
gorithm. And the algorithm probably did a better job of assessing your
tastes than that human salesperson. Already by the 2000s, the algorithm
could do a better job of recommending the books or movies you liked
than even your best friend could. It now knows you better than anyone
because itOs mirroring you. It does such a good job that Amazon won an
Emmy for its personalized recommendation system for video discovery
in 2013.42

Recommendation systems have become so sophisticated that they
can tailor offerings to you from your brst visit to a siteN whatOs referred
to as a Ocold start,0 where youOve yet to input any information that the
recommendation system can draw from. “3 Even in cold start cases, Ama -
zon can draw on Oimplicit interactionsO: the date, time of day, and your
geographic location. Based only on these three bits of information, it can
then recommend items that others who live in your zip code and browse
Amazon at, say, 3:00 a.m. have also purchased. 4

If youOve shared your specibc preferences N or, as noted above, just
by virtue of the location of your ISP addressN  recommendation systems
customize the web for you whether you want them to or not. We live in a
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digital world that is tailored to our likes and tastes. My web experience
doesn®t look like your web experienceN or anyone elseQs, for that matter.
Based on the fact that IOm researching this book, read sci-b for fun, and
have kids, Amazon offers me titles on the history of Google and Face -
book, biographies of Isaac Asimov, and manuals on mindful parenting.
[tOs a combination of products designed for me and me alone.

But this raises the inevitable question of what it means that the web
OknowsO meNand if itDs too late to do anything about it.

The comic W. C. Fields once wrote, Olt ainOt what they call you, itOs
what you answer to.0 Recommendation systems know us not because
of what we tell them we want, but because of what weOre willing to put
money on wanting. In other words, since we buy only things we want
or need, recommendation systems call out to us, offering precisely the
kinds of products weQve given them evidence of wanting and needing.
They display products as do salespeople who guide us through a store.
The difference is that they take us directly to the wares we do, in fact,
really like, even if we may not want to admit to it. While Facebook may
permit us to create idealized versions of ourselves on our probles, rec -
ommendation systems know the real us. They mirror our desires. In
this way, they are perhaps the most honest ref3ections of ourselves in
the digital world.

ThereOs a lot to be said for recommendation systems. They may help
us make wonderful discoveries of new books, movies, and products that
we never would have found otherwise. But thereOs a hidden cost to being
so well known. We become less a simple consumer and more a proble
of consumer behaviorsN a data set that maps our browsing patterns (by
how long we spend per product page), purchase temptations (by what
we put in our shopping carts and later delete), and commitments (by the
products we actually purchase).

If this proble were merely stored in AmazonOs database, waiting un -
til our next visit to the website to be launched into action, it would seem
a clear-cut victory for consumers: tailored, customized sales support,
plain and simple.
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But itOs not, of course. Amazon and NetRix and YouTube and likely
any other website with a recommendation system spell out clearly in
their terms of service that your information may be shared with Othird
parties.O Amazon attempts to deRect this in its privacy notice. To the
question ODoes Amazon.com Share the Information It Receives?0O the
response reads, Olnformation about our customers is an important part
of our business, and we are not in the business of selling it to others.O
Great, if that were the whole story. But itOs not. The privacy notice then
details all the ways in which they  do share your information with oth -
ers, including OMarketplace Sellers,00 or Obusinesses [that] operate stores
at Amazon.com or sell offerings to you at Amazon.com.O This would ac -
count for a whopping 52 percent of all sales on Amazon. 46

Amazon also shares your personal data with third parties for the
purposes of Ofulblling orders, delivering packages, sending postal mail

and e-mail, removing repetitive information from customer lists, ana
lyzing data, providing marketing assistance, providing search results
and links (including paid listings and links), processing credit card
payments, and providing customer service.O In short, just about every
step of the transaction process at Amazon involves third parties. So,
while Amazon may not OsellO your data, it certainly does share it with
numerous third parties.

This matters because we no longer transmit data only when weQOre
aware that weOre online. Our data from conscious actions, such as mak -
ing purchases on Amazon, as well as the data that streams almost con -
stantly in the background, gets gobbled up by various third- party data
brokers to create ever more detailed probles on us.

AMAZON HAS SINCE EVOLVED. IT MADE ITS MARK BY OXNOWING O uUs:
identifying our wants and needs and providing recommendations for
other things we might want based on those wants and needs. But it
wants to know us even betterN not just our preferences, but our physi -
cal probles as well. With its new recognition software, Amazon is now
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wading into the I0T.

Foundationally, recognition software isnOt so different from recom -
mendation systems. Both know youN an individual userN in a way.
Both can identify you based on various attributes: your likes and pref -
erences, for recommendation agents; your physical characteristics, for
recognition software.

Yet, while the foundations are similar, the aims are very different.
AmazonOs recommendation systems identify you for the purpose of
showing you stuff you like. Rekognition, as AmazonOs facial recognition
system is called, identibes you for the purpose of pinpointing you for
law enforcement, with the aim of getting you translated into a probPle in
a police database.

The ultimate aim, of course, is public safety. If law enforcement of -
pcers can pick a known criminal out of a crowd on a busy street, they
can move to protect other citizens from that criminal. But questions
have emerged regarding how the system works and who handles the
data collected.

Rekognition is already being tested in real lifeN  police departments
scattered across the country use the system, though few advertise that
fact. Amazon boasted in a 2017 blog post that Rekognition can detect
Oup to 100 faces in challenging crowded photosO #” and proudly lists the
Washington County, Oregon, SheriffOs Department on its Rekognition
website as a satisbed customer. The department reciprocated, testify -
ing on the Amazon Web Services (AWS) website that they Owere able to
index more than 300,000 photo records within 1D2 days, and the identi -
pcation time of suspects went from 2D3 days down to minutes.O 8

While the US surveillance system is far less developed than that of
countries like the United Kingdom, which has over 6 million closed-
circuit television (CCTV) cameras, * or China, with 570 million cam -
eras’® we fundamentally diverge with those camera- heavy countries
with respect to owner and operator. In the UK, their CCTV network is
operated by the government of the UK; in China, itOs the government
of China. Yet itis not US law enforcement agencies that developed and

InformationTrade_9780062888983_1P_CL0805_cc19.indd 173 @ 8/5/19 4:53 PM



174 THE INFORMATION TRADE

deploy surveillance technology in this country; itOs Amazon. And it is
not US law enforcement agencies that wholly own the data they input
into their surveillance technology: itOs Amazon. ' Recall, law enforce -
ment agencies, being an arm of the nation- state government, are legally
prohibited from monetizing, making public, or sharing personally iden -
tiPable information (PIl) with anyone.

But Amazon is a private corporation. No laws yet regulate what it
can do with its data. As of this writing, it and any other net state that
cares to get into the surveillance game can share with as many third
parties as they see bt.

Doing so has not been without controversy. The American Civil

Liberties Union (ACLU) publicly criticized Amazon for marketing di
rectly to police departments. 52 Independent privacy scholars have also
expressed concern: OThe idea that a massive and highly resourced com -
pany like Amazon has moved decisively into this spaceON  meaning, di -
rectly marketing to law enforcement entitiesN  Ocould mark a sea change
for this technology,0 said Alvaro Bedoya, executive director of the Cen -
ter on Privacy and Technology at Georgetown University Law Center. 53

In some ways, the fact that net states are moving into law enforce -
ment support is not exactly shocking, or even all that new. Security
agencies from the NSA down to local sheriff departments have been
using computer systems to track and monitor criminal activity for de -
cades. In a way, implementing facial recognition software might be seen
as a natural evolution to what beat cops have been doing for years: pick -
ing out faces from a crowd for the purpose of getting criminals off the
street.

The problem is, law enforcement doesnOt exactly have a squeaky-
clean record in terms of who it picks out of a crowd. When Congress
heard about RekognitionOs use in law enforcement ofbces, several mem -
bers of Congress, led by Rep. Jimmy Gomez (D-CA) and Rep. John Lewis
(D-GA), as well as the Congressional Black Caucus, sent letters of con -
cern to Amazon CEO Jeff Bezos, citing studies showing that facial rec -
ognition software consistently misidentibes minoritiesN specibcally,
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persons of color and especially female persons of color. 5% The software
misidentiped white men 0.6 percent of the time but misidentiped
women of color 35 percent of the time. According to an MIT study of
the technology, this was due to the fact that the data set training the
program was 77 percent male and 83 percent white. 5°

OSurveillance of perfectly legitimate and constitutionally protected
activity will only further erode the publicOs trust in law enforcement,0
Chairman Cedric L. Richmond (D- LA) wrote in his letter to Bezos. OWe
urge you to be thoughtful, deliberate, and assiduous as development of
this technology advances.O

This is the key question: Are these technological advances being
thought throughN  and, if so, how and by whom? Or are advances simply
made because theyOre the next logical step in techOs evolution?

Scott Carpenter, Google JigsawOs managing director, isnOt optimistic.
OA lot of companies, theyOre just trying to get off the mat and into the
game,0 he said. Right now, the implications of how their tech will be
used in the future is less a consideration than Pguring out how to get
their tech used at all. Tech usersN you and | and all of usN are respon-
sible to hold our net states to account for the ways that their new tech -
nology is being implemented.

But we canOt do that if their use is secret. This is the crux of the
ACLUOs argument against law enforcementOs use of Rekognition. As the
Washington Post reported, ONot even the FBI is using its facial recog -
nition software to track people in real time.O 5¢ Privacy scholar Alvaro
Bedoya was quoted in that article as saying that the ACLUOs bndings are
the Oclearest example yet that these dragnet, real-time face recognition
systems are real.O

AMAZON KNOWS MUCH ABOUT US, AS WEQE SEEN. THROUGH OUR
browsing patterns, it knows what products tempt us. Through our pur -
chase history, it knows what products triumph over us. Through these,

it can infer our drives and impulses and create a proble of our consump -
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tion behaviorN a mirror of who we are as people. With Rekognition, it
will be able to assign a face to the behavior. With AmazonOs home assis -
tant, the Echo, it can also assign a voice to the face and the behavior. The
question then becomes: If tech can know what we do, what we want,
what we sound like, and what we look like, whatOs left? Are we truly
and fully known by our net states? And, if so, what happens with that
knowledge?

It would be naive to think that net states wonOt make use of this
knowledge for some purpose. Evgeny Morozov, who has taken on the
mantle of resident technology distruster, recently dubbed this practice
Odata extractivismO; he argues that its purpose is to train artibcial intel -
ligence systems.? OOnce built,0 Morozov argues, Othis Al capacity can
be lucratively rented out to governments and companies.O

With the IOT and smart cities, citizen- users will feed the net states
with databases that proble us. Will we be aware that itOs happening?
And, if so, will we care?

As it turns out, people report worrying about what happens to their
data, but theyOre not willing to give up their tech to protect it. OThe trust
train has left the station,0 as one professor reported to the Pew Research
Center for Internet and Technology in a survey on technology and trust. 58
A software engineer wrote in the same survey, OPeopleOs trust will have
zero correlation with reality. It is not appropriate to expect their feelings
of trust to correlate with actual technological details.O

Trust in technology may indeed be an issue of the past. ItOs certainly
not the driving factor people rely on when they decide whether to use
technology. Convenience, connection with people we care about, and
plain old curiosity are much better indicators of whether weQll signvari -
ous terms of service and give away our data to parties unknown.

In this way, Amazon knew us best from the very beginning: we donOt
look to tech for trust, we look to other people for trust. The customer
reviews on AmazonN the Prst of any site on the webN got it right. We
want to hear from other people what they think about the world. We
want to get in on the experience they describe, whether it be a book or
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pIm or product weQre told they just canOt live without. And, in this way,
we simply want to be connected with others; to be part of the conversa -
tion, even if its just as an anonymous, passive observer peeking in on an
online comment. For by reading othersO thoughts, we are less alone with
our own thoughts. And perhaps we feel just a little less alone.

We may not trust tech, but somewhere deep down, we still trust
peopleN even strangers online. Technology is simply the conduit that
gives us access to others, especially like- minded others who love the
same books we love, the same movies and gadgets. For all the ways
that tech isolates us, it also creates avenues for connection to a quasi-
experience of kinshipN ways to bnd others like us, who like what we
like and want what we want. It may not be as satisfying as a friendship
with a person we exchange words with, but maybe itOs better than no
connection at all.

The 10T wonOt connect us to other peopleN yet. It connects tech
to other tech. But the data collected by IOT devices will be applied to
some purpose at some point. And, if history provides any indication, in -
creased connection to others like us is a fair bet for future applications.
For all our solitary endeavors, we are social creatures. And we love bnd -
ing others who love what we love. Net states would be wise to capitalize,
and likely already are capitalizing, on that for their next generation of
products and services: providing yet more ways for us to bnd a feeling
of serendipityN even if we know deep down itOs just an algorithmically
generated facsimile.
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SEVEN

THE MIND, IMMERSED

his chapter moves from our habits to our head, exploring what hap -

pens to our brain, for good and ill, when engaging with net state

technology. It describes how immersive technologies, starting with
our most closely held technologyN the smartphoneN both facilitate
learning and interfere with cognition. It also examines what we stand
to gain from new forms of immersive tech and asks how our desire for
mediated reality thatOs especially designed for us as individuals might
be fulblled by these new technologies (and what that fragmenting of
experiences might mean for us as a people).

The modern person drives a lot. And much of the technology in -
stalled in our cars has made transportation radically safer than in the
past. For instance, the National Highway Trafbc Safety Administration
estimated in 2017 that airbags alone had saved 50,457 lives in the US
since they were Prst introduced in 1987Nthe number of people it would
take to bll a major- league baseball stadium.?

Yet some of the technology we use in our cars may endanger us and
the people around us even more dramatically. This section explores

how.
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On an average day in 2018, American car- owners spent 55 minutes
apiece behind the wheel, taking, as a group, approximately 1.1 billion car
trips. 2 ThatOs 1.1 billion chances, every day, that someoneN managing a
complicated piece of machinery hurtling through space at high velocity
with thousands of other vehicles doing the same in the face of countless
potential distractionsN  could crash.

But, for the most part, people donOt. Despite distractions from the
weather, the road, the radio, other drivers, passengers, food, and bever -
ages, we manageNby and largeN not to drive our cars off the road in a
pery blaze.

This holds true even when we space outN and apparently we do that
a lot. According to a 2016 report published by the National Institutes of
Health (NIH), every single respondent in the study admitted to Omind
wanderingO every time he or she drove. 3 OMind wanderingO behind the
wheel of a car sounds like a recipe for disaster. But statistics suggest
that people overwhelmingly manage to stay on the road, despite being
checked out at least part of the time.

Consider the numbers: in 2018, nine of every 1.1 billion car trips
ended in a fatal car crash due to distracted driving. “ That sounds like
a lot, and even one fatal crash is, of course, too many. But letOs change
the perspective for a second and consider this statistic another way: out
of the 1.1 billion car trips taken every day, fewer than 0.000001 percent
of them resulted in a fatality related to distracted driving. Statistically
speaking, thatOs a bizarrely small percentage.

To understand what really happens in our brain when weOre oper -
ating a car, a team of research scientists at the University of Texas de -
cided to study drivers during episodes of various types of distraction.

In a study published in  Nature in 2016, they found that drivers were
surprisingly capable of staying on the road, not only in the presence of
garden-variety mind wandering, but even when experiencing emotion -
ally distressing thoughts and cognitively demanding tasks. °

What they found is that even when we donOt pay active attention,
some part of our brain keeps watch. As loannis Pavlidis, who led the
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study, remarked, OThe driverOs mind can wander and his or her feelings
may boil, but a sixth sense keeps a person safe, at least in terms of veer -
ing off course.0f

This Osixth senseO refers to the part of the brainN the anterior cin -
gulate cortex, or ACCN N that automatically intervenes when it detects
conBict from cognitive, emotional, or sensorimotor stressors. In other
words, we can space out or think angry, sad, disturbing, or distressing
thoughts and still not crash because thereOs a part of our brain stand -
ing guard. The brainOs ACC minds the sensory-information shop, so to
speak, and ensures that whatever we smell or taste or hear or see or feel
that is somehow not right triggers a response.

There is, however, one exception that prevents this sixth sense from
workingN one activity that fails to trigger the ACCOs intervention re -
sponse.

IOm sure this wonOt surprise you: itOs texting.

Based on the bndings in PavlidisOs study, the only time the ACC

failed was when people engaged with their phones. The subjectsO neu

rological watchdog simply went ofRine. OThe moral of the story,0 Pavli
dis explained, Ois that humans have their own auto systems that work
wonders . . . until they break.O Ultimately, what is causing the systems
to break is tech.

This holds for anytime weQOre using our tech. Take walking. Emer

gency room visits for pedestrian injuries increased a sobering 500 per
cent from 2005 and 2010. ” And the most tech- obsessed demographic is
also, depressingly, the hardest hit: in 2016, out of almost 6,000 pedes -
trian fatalities by cars, 61 percent were 15 to 19 years old, with most
deaths due to what the National Safety Council described as Odistracted
walkingON that is, walking while immersed in oneOs tech. 8

WeOQll delve later into what it is about tech that causes the break in
our ability to save ourselves. Sufpbce it to say here that something about
using tech wreaks havoc on our neurological protection system; tech is
too immersive, too distractingN  too something N to let our brain step in
and save us from the consequences of inattention. In other words, some -
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thing about tech draws us inN and not just our active mind, but our
subconsciousN even to the point where it can put us in danger.

OT ECHNOLOGY MAKES US SMARTER.O

OTechnology makes us stupid.O

OTechnology is an extension of our brain.O

OTechnology impedes our ability to think.O

And so goes the debate about the effects of technology on our think -
ing. Rather than hash out every aspect of the tech/brain debate, letOs
focus on the most personal aspects of our relationship with net states:
how our technology use impacts our ability to learn, focus, and func -
tion. LetOs look at the Prst of these abilities next. Well circle around to
the latter two later in the chapter, when considering internet negatives.

OfthatbunchN learning, focusing, and functioningN  learning is the

given for positive impact. If our capacity to learn is tied in part to hav
ing access to materials from which to learn, then technology provides a
slam-dunk win for the human race. Technology provides more  opportu -
nities to learnN not necessarily to focus or recall, but to Pnd information
that can teach us stuff. As technology has evolved into smaller, more
personalized devices, we can take advantage of opportunities to learn
faster and more easily than ever before. Consider that just two decades
ago, if you didnOt know the capital of Mongolia or how to calculate stan -
dard deviation, youOd have to look it up in a book in your home, if you
happened to have an encyclopedia or a statistics textbook, or physically
go to a library or bookstore. Now, thanks to Google and Bing and other
search engines, the answers are literally seconds away. (That would be
Ulaanbaatar and, well, you can look up how to calculate standard devia -
tion yourself.)

Microsoft may have brought computing to the masses, but it was Ap

ple that made computing an individualized experience. From the iMac
to the iPod to the iPhone, Apple made computing increasingly personal
throughout its product evolution. As noted previously, the key is in the
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marketing label QiO: tech products for you and you alone. For decades,
Apple has promoted computing as a relationship between human and
machine, and a very intimate one, at that. True, encouraging each indi -
vidual to buy their own Apple computer or phone rather than sharing
one with their family means that Apple sells more Apple products. But
thereOs more to it than that.

Throughout the history of AppleOs computer products, they have
been the drivers behind making tech smaller and more portable. Back in
the early 1990s, it was eminently reasonable that each household would
have only one computer: desktops were big; you needed a desk to house
the towerN the computer itselfN plus the monitor, mouse, keyboard, and
modemN all of which were separate, space- consuming devices. Apple
led the way toward shrinking tech products, starting with its earliest
desktops and leaping into the modern age in 1999 with the unveiling of
the iMacN available in bve candy- pretty colors. ®

Despite the sizeN it was still a hefty machine, weighing in at 40
poundsN it begged for personalization: oneOs teenage daughter might
opt for tangerine, while the grown- ups in the house might choose the
slightly more muted blueberry. ° Then with the iPod music player in
2001, AppleOs offerings graduated from customizable machines to cus -
tomizable music collections. With the iPod, users could not only upload
just the music they liked, but make multiple playlists. With this move,
users liberated themselves from the studio album format and began cre -
ating their own versions of albums with as many artists as they wanted.

Finally, the iPhone arrived in 2007, taking AppleOs personalization/
shrinkage quest to a whole new level. In a single, pocketable device,
web browsing and picture- taking and texting and game- playing were
suddenly available to you and you alone, anywhere you happened to be.
Users were now liberated from the desk and from the house. With the
iPhone, the internet left the building.

HereOs how the iPhone relates to our intelligenceN or, specibcally,
our learning.

According to whatOs known as Othe Flynn effect,O IQsN intelligence
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quotientsN have been steadily rising over the past hundred years, gain -
ing approximately 30 points worldwide across that century. ! This
means that the average person in 2012 (when the study was conducted)
is smarter than 95 percent of the population from 1900.

While several factors likely contributed to this effect, including bet -
ter nutrition and medicine, the global revolution in schooling remains
the most inBuential contributor. In 1900, for instance, only 6 percent
of Americans had a high school diploma. 2 Compare this with 88 per -
cent of Americans in 2015. ® Higher education was even more elusive a
century ago. In 1900, only 3 percent of the population had bnished col -
lege. By 2014, more than 40 percent of Americans had college degrees.
A meta-analysis of studies suggests a direct correlation between how
many years one attends school and his or her 1Q score, with a global
composite average of an additional 1.9 1Q points gained for every year
of schooling. ** The general takeaway here is that, on the whole, greater
education yields a slight increase in cognitive abilities.

Learning is certainly associated with formal schooling, but teaching
oneself counts, too. And thanks to the internet, opportunities for self-
education have exploded. According to a study by the Pew Research
Center for Internet and Technology, Americans with technology assets
that include a smartphone and a broadband connection are much more
likely to engage in personal learning than those without tech. ¢ And we
don®t feel forced to learn; we dig itN72 percent of respondents report
enjoying having access to so much information online, with only 26
percent reporting feeling Ooverloaded. O

Perhaps in some ways, the reason most of us donOt feel overloaded
is simply that weOve adapted to our current reality. As James R. Flynn,
the scientist behind the rising 1Qs study and author of the book  Are We
Getting Smarter?, noted in an interview, our increased IQs and global
commitment to educating our youth donOt mean weOre somehow better
than our counterparts of a century ago; weOve simply adapted to a more
complex information environment. We  needed to become smarter, in
other words, to be able to manage more complex information. Indeed,
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itOs not that the entire year-1900 population wrestled through a daily
struggle to survive, dragged down by their OlowO IQ scores. For 1900,
their scores werenOt low at all. They were just era- appropriateN exactly
the kind of 1Q necessary to cope with their information environment.
The world that people encountered simply wasnOt as complicated back
then; 30 fewer 1Q points was no hardship, it was the norm. So, while we
can view the global elevation of 1Q points as a sign that we are becom -
ing smarter as a people, we didnOt really have a choice in the matterN
improved cognitive abilities were, perhaps, just a natural adaptation for
us to survive in the complex landscape that debPnes our time. 18

This landscape is both fueled and shaped by technology. As noted,
the internet makes self- education easier than ever. Indeed, the tech in-
dustry itself is the paragon of self- teaching: 69 percent of coders report
being self-taught, as opposed to having learned their skills in a class -
room.® Even beyond coders, regular people learn things online fairly
frequently: 59 percent of Americans use search engines on a daily basis,
which equates to roughly 191,750,000 people searching for information
daily, totaling around 321,000,000 queries a day. 2°

Clearly, not all queries are about substantive or educational topics.
The Pve most popular search terms in 2017 were OHurricane Irma,0
OMatt Lauer,0 OTom Petty,O Othe Super Bowl,0 and Othe Las Vegas sheot
ing.C* While two of the bve concern socially impactful eventsN  the
hurricane and the mass shooting in Las VegasN the others appear to be
more focused on entertainment and scandal- of-the-moment curiosity.

But the broader point is actually not what people search for; itOsthat
theyOre searching, period. People are curious, and tech provides them
the means to satisfy that curiosity. Whether theyOre inquiring about
how to make slime or solar eclipse glasses (those would be the top two
Ohow+00 searches in 2017), or about national tragedies like the largest
domestic- terrorist mass shooting in the history of the United States, al -
most doesnOt matter??2 What matters is that, thanks to tech, people have
the power to Pnd things out. And, given the high number of searches
that come from mobile devices, weOre often bnding out things from our
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tech the very moment we wish to know them. 2=

Curiosity matters. 1tOs one indicator of cognitionN  different from IQ,
but important in its own right. In fact, in these increasingly complex
times, some researchers have suggested that in addition to our IQ, we
should take stock of our EQ, our emotional intelligence quotient (or how
good we are at recognizing the emotions of ourselves and others), and
our CQ, or curiosity quotient (how hungry our mind is to bnd things
out).2* The reason our curiosity quotient matters so much is that people
who are more curious tend to be more comfortable with ambiguity. %
And comfort with ambiguity is an indicator of tolerance.  2° Tolerating
ambiguityN the unknown or the unresolvedN is difPcult, but itOs also
really good for us: people who can tolerate unknowns for sustained pe -
riods have been shown to be more innovative, more optimistic, less vul -
nerable to depression, and more comfortable with taking risks. %

Clearly, there are downsides to checking our phone 80 times a day
on average? ItOs highly likely that at least some of these checks are
compulsive, almost unthinking. WeOve already established that phone-
checking can be a ruse to avoid interacting with people nearby, at least
some of the time. But itOs also an indicator that weOre curiousN to learn
new things, for new stimulation, for updated information. Regardless of
the subject of our curiosity, just being curious is cause (albeit small) to
celebrate.

NO ONE IN THE UNITED STATES IS FORCED TO CREATE A SOCIAL MEDIA
account, to buy or sell anything online, or even to maintain a digital
footprint of any kind. But almost three decades after the advent of the
World Wide Web, is it really possible to be a fully functioning citizen
without some sort of digital presence? What would digital invisibility
cost you?

To answer this requires brst understanding the current context.
Americans are lucky, digitally speaking. As 10m writing, 90 percent of
us have internet access, and thatOshigh- speed access for 68 percent of
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us.?® We take advantage of that access too: 90 percent of Americans use
the internet on a regular basis. *°

Which means, of course, that 10 percent of Americans donOt. The
reasons for being online are fairly well understood by nowN  fast and
convenient access to information, services, shopping, social interaction
(of a sort), and so on. With all these benebts, several questions arise:
Why would anyone stay away? And, in our increasingly digital econ -
omy, how would they manage? Finally, is there really any downside to
staying off3ine?

For all the free information online, accessing the internet isnOt actu -
ally all that cheap. Computers and smartphones cost moneyN even a
cheap laptop runs around $300, and the going rate on smartphones is
$400 to $500. Data plans or broadband connections will also cost you:
somewhere in the neighborhood of $75 to $125 a month for either one.
Add this up over the course of a year and youOre spending $1,500 or
more just to go online.

But moneyOs not actually the issue. Of the 10 percent of ofRine Amer -
icans, only 19 percent cited lack of money as the prohibitive reason.
Over a third reported that they simply werenOt interested in the internet
or didn®t think it was relevant to their lives. Age, income, and educa -
tional attainment were all factors associated with being ofRineN  those
over 65, those earning less than $30,000 a year, and those with less than
a high school diploma were the most likely groups to stay off3ine.

These all seem predictable. For example, 47 percent of the group
who are off3ine are over the age of 50, with decreased use more preva -
lent the older the person. But whatOs more surprising is the cohort of
younger, wealthier, and more educated people who arenOt online. This
group isnOt keeping ofRine because they canOt afford internet access or
don®t understand it. They simply choose not to use itN  or donOt permit
their children to use it.

Chief among this group are the net state developers: in 2018, Silicon
Valley parents were among the most likely cohort to keep their children
from using the very same technology they created. This group, through
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the years, has included AppleOs late Steve Jobs, MicrosoftOs Bill Gates,
WIREDOs Chris Anderson, and TwitterOs Evan Williams, all of whom
practiced whatOs called Olow-techO or OnotechO parenting.3

The rationale behind low- tech parenting is fairly sobering. Tech, in
the view of many (including a number of its creators), can do bad things
to kids. As Napster founder and former Facebook president Sean Parker
put it, Ol dondt know if | really understood . . . the unintended conse -
quences of a network when it grows to a billion or 2 billion people.

It literally changes your relationship with society, with each other.
It probably interferes with productivity in weird ways. God only knows
what itOs doing to our childrenOs brains.5?

While low- income families struggle to ensure that their children
donOt miss out on the chance to be Odigital natives,O the trend among the
wealthiest and most tech- savvy among Americans is to keep their chil -
dren away from digital devices for as long as they can. Former Facebook
executive Chamath Palihapitiya made headlines when he said publicly
that he felt Otremendous guiltO for what heOd helped to create.®* OThe
short-term, dopamine- driven feedback loops that we have created are
destroying how society works,0 he said. And he doesnOt let himself off
the hook for it. OIn the back, deep, deep recesses of our mind, we kind of
knew something bad could happen.O

Keeping children away from social media sites like Facebook or lim -
iting time spent on online games is one thing. ThereOs plenty of research
that now supports the notion that excessive use of social media leads
to negative health effects, especially among the young, such as anxiety
and depression. 3*

But there remains an unexplored question: Beyond parents who
choose to keep their children of3ine, what about adults who can afford
internet access and are educated enough to navigate the web, but still
choose themselves to remain of3ine? Why might they do it? And more
important, what does it cost them, if anything?

One of the brst reasons to stay off3ine is to avoid a digital footprint,

a publicly accessible online proble. Strangers can get a pretty detailed
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impression of us from reading about us onlineN  and many people arenOt
comfortable with that.

Even if we donOt admit it, most of us have Googled ourselves at some
point, if only to ensure that nothing damning or inaccurate comes up
in search results. 1tOs time well spent. Employment recruiters attest that
one of the brst things they do when assessing candidates is to look at
their digital footprint. And not having one can be just as problematic as
having a negative one. It can signal the absence of tech smarts, as one
recruiter reRected: OIn the new Millennia, lack of technical skills makes
you an employment pariah.O 35 Simply put, in our computer- dominated
work world, most positions require some degree of technical know-  how.
The total absence of an online persona may look more suspicious than
even a slightly embarrassing one. ThatOs a signiPcant cost to avoiding
the internet.

Another reason some adults choose to remain ofRine is the threat of
reduced focus. While we can learn just about anything using the tech at
our bngertips, tech is killing our concentration, a necessary precondi -
tion of learning.

Problem number one, focus- wise, is our technological attention-
grabbers. Thanks to hapticsN the physical buzzes and tics our phones
give off when we get new messages, new calls, new texts, and new
alertsN weOre physically nudged by our phones, gently yet unfailingly,
on a fairly regular basis. This effectively shatters our ability to focus.
Tech may make it possible to learn whatever we want, but whether we
can pay attention long enough to process what weOve learned is a differ -
ent matter entirely.

Most of us have apps on our smartphones, and most of those apps
send us alerts. Getting a single notibcation on our phones may not seem
like a big deal. As it turns out, though, weQOre not the best judge of what
constitutes a distraction.

In a recent study, participants were asked how often they got push
notibpcations on their phones. They reported that they got around 20 a
day. ThatOs not nothing, but itOs a seemingly manageable amount, aver-
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aging about 1.2 notibcations per waking hour, spread out over 16 hours
(assuming most people sleep eight hours). In reality, however, these
participants actually received an average of 63 push notibcations per
dayN more like four per waking hour. WhatOs more, participants in the
study didnOt just getthe alerts; they usually took the time to unlock their
phones and view the notibcations within minutes of receipt. %

That push notibcations might negatively impact the brain isnOt hard
to imagine. In an NIH study on the specibc brain waves associated with
concentration and cognition, researchers found that push notibcations
resulted in impaired cognition in the period immediately following re -
ceipt of the notibcation. 3 WhatOs more, the subset of participants who
were deemed at risk for overusing their smartphones also exhibited a
diminished ability to complete tasks after receiving notibcations. In
other words, just getting notibcations hindered peopleOs ability to focus.
For some people, it hindered their ability to do things as wellN in other
words, hindered functioning.

Even when weOre not getting alerts, our bodies have become con-
ditioned to think we are. In a 2012 study reported in the journal Com-
puters in Human Behavior , 90 percent of respondents reported feeling
Ophantom vibrationsON the eerie sense that their phone was buzzing,
even when no alert had come through. And this was fairly frequent: at
least once every two weeks. 3

To track the ill effects of our forever- on technology, a group of for -
mer net state engineers who founded the Center for Humane Technol -
ogy (CHT) created what they called the OLedger of Harms,O a roster of
studies into just how damaging our tech can be to our attention. 3 OThis
Ledger collects those negative impacts of social media and mobile tech
that do not show up on the balance sheets of companies, but on the bal -
ance sheet of society,0 the website says. That tech creators themselvesN
the founders of the CHT come from Facebook, Google, and other major
net statesN have mounted a campaign against their own products is a
powerful indicator that the current quantity of time we spend with our
tech is likely far from benign.
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But letOs break down what the evidence really means. As we just
read, our phone physically prods us 63 times a day, or once every 15
minutes, with a sound or vibration that temporarily annihilates our fo -
cus and messes with our ability to functionN  to do the thing we were
doing before we got the notibcation. Worse yet, checking our phone be -
cause we got a notibcation is just a subset of the overall number of times
we check it: that would be an average of 80 times a day, or once every
12 minutes. 4

There are a number of obvious problems with this intermittent ac -
tivity. Our train of thought is routinely derailed. Our ability to be pres -
ent in the moment with the humans standing physically in front of us
is greatly diminished. Our neck gets cramped from craning over our
phone for long periods. But whatOs really interesting about this isnOt how
tech affects our attention, our cognition, or even our ability to function.

WhatOs truly intriguing about all of this is the possibility that weOre see
ing a new kind of information environment that demands its own form

of adaptationN a new kind of survival mechanism. ItOs called the Oadapt
ability quotient.O 4

Imagine this scenario. YouOre at work. Your phone buzzes. You check
it; then you go back to the email you were in the middle of writing.

Three things have to happen here. First, you have to break away
from a train of thought. Second, you have to engage in a new thought
process to deal with whatever the notibcation was about. And third, you
have to gather the thoughts that got scattered about when the notibca -
tion distracted you. If you have a high adaptability quotient, you may
be able to train yourself not to lose your train of thought, but rather to
hold it aside, in a suspension of sorts, so itOs still there when you come
back to it.

Before we look in more detail at what the adaptability quotient is,
letDs consider what it is not. It may sound a bit like multitasking, but
there are key distinctions. First, no one can actually perform multiple
tasks at the same time. What we think of as multitasking is actually
performing tasks in batches and quickly switching between them. 42 As
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it turns out, doing so comes at a cognitive cost. WeQOre ultimately less
productive and even less smart: our brains operate at a lower intellec -
tual capacityN our IQ literally drops downward about 10 pointsN  when
multitasking. This is because we experience whatOs called Oattention
residue,O a sort of mental jetlag that ties us to whatever we were just
paying attention to. And it lingers, especially when weOve switched to a
new task without brst completing the previous one. 43

Attention residue isnOt just annoying; it gums up our mental works,
stripping us of the ability to cleanly switch cognitive gears. In other
words, task- switching before weOve Pnished what we were working on
hurts us in multiple ways. First, our original task is left incomplete.
Second, we have less brainpower to focus on our new task, making us
approach it a little less effectively than if we had just bPnished the prst
thing we were doing.

We know from the earlier example about distracted driving that tech
shuts down the brainOs sensory information monitor, the ACC, whose job
it is to detect conf3ict from cognitive, emotional, or sensorimotor stress -
ors, ensuring that even if weOre sort of spacey, we notice when something
dangerous comes our way. With the ACC shut down, when something
dangerous does comes our way, we may not notice until itOs too late.

Now, consider the number of distractions we get per day via tech:
again, 63 notibcations. We donOt know when weQll get them, but we might
anticipate that theyOre coming. The anticipation alone takes a toll on our
cognition. A study in the UK showed that just knowing an unread email
was waiting in oneOs inbox made workers less cognitively capable and
resulted in an average loss of 10 to 15 1Q points. ** As we saw earlier in
this chapter, research predicts a 1.9-point increase in IQ for every year
of schooling. Turning that Pnding on its head, we could conclude, based
on the 1Q loss found in the UK study, that just by virtue of knowing you
have an unread email waiting in your inbox, you lose 7.5 years of school,
going from being a college graduate to a freshman in high school.

This all points to a big problem. The fact that mere  anticipation of
unread messages obliterates our cognition, and that we anticipate that
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weOre going to get alerts on our phone every 15 minutes, seems to suggest
we are, as a people, probably a bit dumber than we would be without
our phones.

TodayOs constant notibcation environment is quite new. It started
with the pager, a pocket- size device popular in the early 1990s that
would alert you to call someone. It may be difpcult to imagine more
than two decades into the internet era, but pre- pager, once you left your
home or ofPce, you were simply unreachable. UnreachableN or free, de-
pending on how you looked at it. Pagers changed all that. You could be
pinged (or ObeepedO; the other popular moniker for the device was a
ObeeperO) when someone was trying to reach you, no matter where you
were.

Pagers had their moment. Back in 1994, when Motorola dominated
the market, more than 61 million people clipped the little things to their
belts or tucked them into their pockets. “° Though physically insubstan -
tial, they changed everything. They were the brst mass- produced, reach-
me-everywhere device and the pPrst mass distract- me-anywhere device.

In the 20 years since the pagerOs heyday, technology has only become
more immersiveN brst with cell phones, then with smartphones. Thirty
years ago, pre-pager, we had to make a choice to connect with individu -
als who were not in our geographic vicinityN  we had to physically go
to them, or go to our home or ofbce or a payphone to call them. Now
weOve lost the element of choice; weOre on the receiving end of alerts
telling us that other people want to connect with usN  people we know,
who have our number and send us texts or emailsN and also telling us
that certain apps want our attention: weather apps warning of incoming
storms, game apps inviting us to pick up where we left off, news apps
with ObreakingO headlines, social media notiPcations that someone has
Ragged us in a tweet or a post. WeOre in an era of relentless incoming
attention- grabbing.

Imagine the IRL equivalent: someone tapping you on the shoulder,
no matter where you were or what you were doing, 63 times a day. The
difference, of course, is that you can choose to ignore your tech- fueled
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shoulder- tapping. Yet, as the studies cited above show, simply getting
the notibcation (even absent reading it) is enough to disrupt your focus.
ThatOs because the act of choosing to ignore a notibcation means brst
cognitively registering that you got itN  all of which temporarily takes
you out of the moment, away from doing whatever it is you were doing.

To survive this new threat to our mental functioning, we need to
get smarter, but in a new way. We need to be able to adapt, quickly and
frequently, to preserve our brainpower. We need an adaptability mecha -
nism that can manage both the possibility of distraction and the actual
distraction from the technology we carry and wear.

Which brings us, at long last, back to the adaptability quotient. Har -
vard psychologist Robert Kegan argues in his book Immunity to Change
that to stay relevant and competitive in our distraction-  fueled environ -
ment, we need to get comfortable with making complicated, complex
decisions regularlyN so comfortable that we become, in his words, im -
mune to even frequent change. “¢ In other words, to survive this era, we
need not just intelligence, emotional intelligence, and curiosity, but
adaptability as well.

Training ourselves to become more adaptable, all while coping with
distraction and the related diminished brainpower, is exhausting. 1tOs
no surprise, then, that distractions that create a sense of escape, like
television, are as popular as ever. The good news is that thereOs a silver
lining for our brains in our quest to escape our exhausting information
environment. Thankfully, it turns out that certain kinds of TV may be
just a little bit good for you, albeit in a sneaky way.

To bgure out how, we can take a lesson from a high school chemistry
teacher who transformed himself into New MexicoOs crystal meth king.

Walter WhiteOs dying. His wifeOs pregnant. His teenage son has ce
rebral palsy. HeOs so broke that in addition to his job as a high school
chemistry teacher, he works a second job at the local car wash. To leave
his family something they can use to build a better life after his death,
Walter comes to the less- than- obvious conclusion that he should use his
chemistry know- how to make crystal meth.
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This is the premise behind the Emmy AwardD winning show Break-
ing Bad, which aired from 2008 to 2013. ItOs one example of a new genre
of show that exhibits what academics call Onarrative complexity.O Shows
with deep narrative complexityN  The Sopranos, The Wire, and Game of
Thrones, to name a fewN use a Ohistorically distinct set of norms of nar -
rational construction and comprehensionO that distinguish them from
procedural shows like standard sitcoms, cop dramas, or reality shows. 4
TheyOre what they sound like: complex. TheyOre not just stories; theyOre
pctional worlds with massive casts of characters. It is precisely because
of their complexity that theyOre somewhat good for our brains.

Infusing our entertainment with complex narratives is important
because it may very well counterbalance, to some small extent, the cog -
nitive damage done by tech in other ways. To be clear, thisis notto sug -
gest that we should seek out more screen time or that doing so would be
somehow good for us. Rather, itOs a way of seeing one form of screen time
we already escape toN TVN from a new perspective.

Ironically, itOs the same tech that distracts us thatOs responsible for
enabling this new genre of narratively complex shows. Thanks to the
proliferation of tech platforms producing television showsN as when
Amazon and NetRix entered the marketN there was suddenly an appe -
tite for content, opening up space for more shows that experiment with
increasingly complex narrative structures.

And narrative complexity does do good things for our brain. It ac -
tivates areas of the prefrontal cortex associated with episodic memory
retrieval, thus enhancing overall memory retrieval abilities.  “¢ The more
complex the characters in the story, the better: character- driven stories
stimulate production of oxytocin, the hormone we feel when we expe -
rience love. *° Narratives of all kinds also activate multiple areas of our
brainN the language-processing areas, of course, but also, somewhat
surprisingly, any area associated with the activity happening in the
story.%® This means watching a story about a person running through
a forest activates the area of your brain that deals with your pght- or-
Bight response, simply because you can imagine running away from
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someone.®

The real reason this matters is that we continue to spend a lot of time
with narratives. WeOre still watching a lot of TV, upwards of four hours
a day.5? Interestingly, the younger generationN18- to 24-year- oldsN are
actually watching TV far less: 2.7 hours a day, or about three- fourths
that of their older counterparts. Games, social media, and short- form
videos on YouTube account for a substantial portion of youth entertain -
ment time. Surprisingly, so does reading.

Yes, reading is making a comeback. According to a report by the Na -
tional Endowment of the Arts, reading rates have been on the rise since
2002.5% And not just any reading: literature. PeopleN  especially younger
peopleN are returning to stories: the 18- to 24-year- old cohort made the
largest gains in reading, increasing by 9 percent between 2002 and 2008,
and the trend has only continued since then. Millennials are the most
widely read age group, with 87 percent of them reporting having read a
book in some formatN print or digitalN  in the past 12 months, compared
with 73 percent of the general population. 5

Whether we read on our phone, an e- reader, or in print, reading gives
us an invaluable path to elsewhere. 1tOs called OtransportationO: stories
OtransportO our minds out of our present environment and into some -
thing else. Since our earliest ancestors brst discovered the joy of swap -
ping stories around the campbre, thereOs been only one surebre way to
transport ourselves: to hear a really, really good story.

Technology may be changing that. Through truly immersive
technologyN augmented reality and virtual realityN we may be able
to achieve this sense of being transported not only without a gripping
story, but without any story atall. %

ONOBODY IN HERE . . . THINK [S] IT@ ACCEPTABLE TO BE TETHERED TO
a computer, . . . because weOre all social people at heart. | think that a
signibcant portion of the population of developed countries, and even -
tually all countries, will have AR experiences every day, almost like
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eating three meals a day, it will become that much a part of youO

This is Apple CEO Tim Cook in a conversation with Senator Or -
rin Hatch at a technology conference in Utah. In AppleOs endless quest
to personalize technology for its users, itOs now placing bets on a next-
generation technology interface: augmented reality, or AR.

Most of us will likely have heard of Google Glass, the short- lived,
groundbreaking gadget that put computers on tiny displays you could
see out of the corner of your eye. It was revolutionary. It was the best
tech development since the iPhone.

It was also a total BopN in its Prst commercial iteration, at least. One
unfortunate side effect of the Google Glass nosedive is thatitgave all AR
abad rap. To explore what AR really is, itOs brst necessary to distinguish
it from the product we most associate it with.

Google Glass sounded like science bction come to life. Everyone
could wear glasses that displayed features similar to those on your
smartphoneN just projected onto your glasses for you and you alone to

see, with the real world perfectly in view in the background. The infor
mation you saw would depend on where you were in the real world. For
instance, when you stepped outside in the morning, youOd see a weather
notibcation with the current temperature. Walking down the street near
your local laundromat, you might get a popup reminder that your dry
cleaning was ready to be picked up. As you headed into the subway
station, you could get a travel advisory warning you that the number-6
train was running with delays. Once you arrived at your subway stop,
you could be shown turn- by-turn directions to navigate an unfamiliar
neighborhood. And if you liked what you saw, you could take a photo
with just a wink. Should you want to share what you were seeing with
others, you could livestream your point of view directly from the glasses
to the internet. ¥

Google Glass failed for several reasons, many of them marketing-
related. When brst rolled out, they werenOt available for sale to the gen -
eral public, only to OGlass Explorers,O who had to pay $1,500 for the
privilege. They also creeped people out: the notion that someone stand -
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ing in front of you might be looking at a displayN  or, worse, taking your
picture without your knowledgeN  rather than making eye contact with
you was deeply unsettling.

AR hasnOt gone away, though. Instead, itOs migrated to games. And
here is where the kinks are being worked out to pave the way for mass
adoption. The Prst wave of mass- AR use arrived with PokZmon Go. Yes,
itOs technically a kids® game. But itOs also groundbreaking, raising public
awareness about what AR is and can do in an easy- to-understand way.

The premise is simple: Download the PokZmon Go app on your Ap -
ple iPhone or Android device. Load the game. Then point your phoneOs
camera at the path in front of you. By tracking your physical locationus -
ing your phoneQs GPS, accelerometer, and compass, the game pops cute
little animated creaturesN those would be PokZmonKN into your beld
of vision. You then have to physically approach them to OcatchO them,
which of course wins you points.

PokZmon Go marked the worldOs brst massAR success. Around the
world, more than 45 million users downloaded the game within the prst
days of its release in July of 2016. In the intervening year, the game was
downloaded 750 million times 8N equating to a stunning 10 percent of
the global population. ItOs been heralded as the breakthrough tech for
AR, just as the iPhone was for smartphones and Fitbit was for wearable
health trackers. % PokZmon Go succeeded largely because users already
had the device necessary to access it: a smartphone. You didnOt have to
carry around any additional gadgetry; you just had to download an app.

AppleOs Tim Cook is betting on AR, as we heard in the earlier quoteN
not just thanks to the success of PokZmon Go, though it probably didnOt
hurt that iPhones were among the primary reasons for the gameQs mas -
sive success. Apple has partnered with several big brands, including
Ikea and American Airlines, to promote the iPhoneOs AR capabilities
and has released a kit for app developers, the ARKit, containing tools to
help them create new apps using AR.

While the AR market is still small, recall that the website market
was small back in the 1990s too. [tOs only a matter of time before AR
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use reaches a tipping point where any serious company will have to
develop an AR- enabled presence. It may not be overnight. After all, the
pbrst handheld e- reader, the Rocket, was introduced in the late O90s, but
it wasnOt until Amazon launched the Kindle in 2007 that e-  books really
took off. © But all signs point to AR being at the forefront of the next
phase of our relationship with technology products.

Immersion technologies such as AR matter because they represent
a shift in how we experience reality. Pre- AR, weOre already presented
with different versions of reality when we go online: as noted earlier,
the products Amazon displays to you are different from what they dis -
play to me; our news, Facebook, Twitter, and Instagram feeds are simi -
larly customized. Even our search results are tailored: you and | could
both Google the same keywords and end up with different results de -
pending on OpersonalizationO factors that include geographic location,
search history, and the customized probles created from our interaction
with any and all Google products. 62

Wwith AR, weOll be able to see different images right in front of us,
in the real worldNl  though mediated through our phones. WhatOs more,
soon weQll be able to share what AR shows us with other users: in June
2018, Apple announced a new feature that enables users to share AR im -
agery between two phones. & WeOll move from personalizing our online
experiences with our handpicked network of OfriendsO to personalizing
our real-world experiences with the same. While the present capability
permits only two people to share an AR experience, thereOs no reason to
believe this wonOt eventually scale to include groups as well.

C. S. Lewis wrote, OWhat you see and hear depends a good deal on
where you are standing; it also depends on what sort of person you are.O 4
As human beings, we already experience reality differently. Depending
on our background, our values, our mood, and our state of physical well -
ness, you and | and someone else entirely may interpret the scene of a
parade as exciting or overwhelming, as beautiful or depressing.

Technology wonOt be able to level the perceptive playing Peld for us;
indeed, it will only further fragment what we see. In other words, we
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already donOt share the sameperception about a uniform set of things
in the world. Soon, with tech, we wonOt even seethe same set of things
in the world. WeOll immerse ourselves in customized, personalized ver -
sions of reality that are unigue to us and, perhaps, a select few we invite
along for the ride.

Like it or not, immersion technologies such as AR will likely be at
the center of the next stage in our relationship with tech. Not only will
we wear our devices, but we will use them to blter what we see. Apple
CEO Tim Cook doesnOt see this as a bad thing. OAR has the ability to am-
plify human performance instead of isolating humans,0© he remarked.
AROs biggest success story, PokZmon Go, certainly seems to support this
hypothesis. According to one study on the gameOs effects on users, the
AR experience on oneOs phone is associated with Oincreased positive af-
fect, nostalgic reverie, friendship formation, friendship intensibcation,
and walking,O all of which are associated with well-  being.% All of this
is to say that AR may well alter our sense of reality, but that new reality
may equate to a really good time.

IN NEAL STEPHENSONB AWARD-WINNING 1995 SCIENCE FICTION
novel The Diamond Age: Or, a Young GirlOs lllustrated Primer , a desti-
tute young girl accidentally gets hold of an interactive virtual reality
(VR) ObookORa primerN intended to train an aristocratOs daughter on
how to comport herself in the upper echelons of their world. The book
OgrowsORbecomes more complexN as the girl ages, adapting to her in -
telligence, her curiosity, her emotions, and her experience. Lots of other
stuff happens, but for our purposes, letOs just focus on the primer itself.

Immersive technology that adapts to our every need is not a new
concept (think of the holodeck on  Star Trek and the training modules in
The Matrix ), but the fact that the idea keeps coming back in story after
story reveals something about human desire. We seem to long for our
tech to not only entertain us, but train us. But thereOs a catch: it must
be in exactly the right modality for each of us, personally. This tool
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would feed us the precise experience and challenge to advance us to the
next level of expertise, of ability, of comprehensionN  a OgamibcationO of
learning that allows us to level up all the way to enlightenment.

Perhaps no other technology outside AR and VR has ever held as
much potential to meet this desire. As VR bPImmaker Eugene Chung
noted, OWeOve effectively had the same Rat screen medium since 1896.
VR/AR uniquely provides a sense of presence and immersion; itOs a
brand new art form and brand new form of experiencing.0 ¢

Immersive tech is not being developed just for gamers and niche
markets. Tim Cook describes AR as potentially game- changing for ev -
eryoneOs everyday experience of technology, just as the iPhone was.
OThe smartphone is for everyone,0 he reported in a 2017 interview with
the Independent .®8 OWe donOt have to think the iPhone is about a certain
demographic, or country or vertical market: itOs for everyone. | think
AR is that big, itOs huge.O Apple is putting signibcant money behind this
sentiment. In the spring of 2018, reports leaked of an Apple headset in
development that would facilitate both VR and AR. With AppleOs char -
acteristic commitment to visual aesthetics, the leaked plans describe
an 8K resolution display per eyeN for context, this would be a higher
resolution than the best TVs on the market today. ©°

Whether AppleOs headset, slated to come out in 2020, will allow
us to truly immerse ourselves in another realityN  one thatOs vivid and
complex and that feels realN has yet to be determined. But given how
life- altering our current form of immersive technology isN  introduced
to us through AppleOs iPhoneN itOs possible that this company has what
it takes to produce yet another mass- magical tech moment with its AR/
VR device: the ability to become fully engaged not in oneOs physical sur -
roundings, but in oneOs mental experience. Whether this will ultimately
be good for us is almost impossible to predict; what we  can predict is
that such technologies are coming. We should be prepared for what
could be the next great unknown tech- mediated life- changer.
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EIGHT

A DECLARATION OF CITIZEN-USER RIGHTS

tOs time to take a hard look at where weOve been in recent history and

where we are now, with staggering rates of depression, addiction,

andN unique to AmericaN acts of gun violence. This chapter gives us
options for how to reconcile our feelings of disempowerment via tech
with the feelings of being empowered by it at the same time; it explores
what we as citizen- users must do to ensure that we remain actively en -
gaged in the development of net states, monitoring their relationship
with our nation- states and with our own lives; and it offers a citizen-
user pact with net states.

In 1948, only 82 independent sovereign nations ruled the worldN113
fewer than there are todayN thanks in large part to colonialism. And
the countries that did exist were unstable and weakened: the Second
World War killed over 55 million people through conflict, disease, fam -
ine, and other war- borne causes. It took a devastating toll the world over.

While the war formally ended in 1945, the years following were far
from peaceful. The Soviet Union, which had lost a staggering 27 mil -
lion people to the war, quickly consolidated power by occupying the
neighboring countries that had fallen to shambles following the Ger -
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man invasion: Poland, Czechoslovakia, Hungary, Bulgaria, Romania.
In 1946, British prime minister Winston Churchill called these Soviet
postwar occupations the lowering of the Olron Curtain,O thus describing
what would become a 45-year- long Cold War between the Soviets and
the Western worldN  former allies that had fought alongside one another
just one year prior.

Over the next few years, the world only grew more complicated. In
January of 1948, Mahatma Gandhi was assassinated. In May, the United
Nations recognized Israel, at which point Egypt, Jordan, Syria, Lebanon,
Iraq, Saudi Arabia, and Yemen attacked, setting the tone for 70 years of
hostilities in the region. In June the same year, the Soviet army block -
aded Berlin, preventing the delivery of supplies through all roads and
rails and fanning the Bames of the nascent Cold War. The government
of South Africa, also that year, launched a policy of apartheid, creating
an institutional system of discrimination that would plague the country
for the next almost 50 years. In short, the world was a disorderly and
dangerous place.

Despite this, the majority of countries did agree on one thing: the
atrocities of World War 11, a war in which more civilians were killed
than uniformed soldiers, had to be prevented from recurring at all costs.
The world needed rules for war to safeguard the innocent and to protect
fundamental rights. This gave rise to the Universal Declaration of Hu -
man Rights in 1948 and the expansion (from multiple earlier forms) of
the Geneva Conventions in 1949.

Unlike the Geneva Conventions, which set out the rules and condi -
tions for OhumaneO conduct during wartime, the Universal Declaration
of Human Rights wasnOt legally binding, making its success all the more
astonishing. It was, at the time, almost like a formal suggestion, albeit a
powerful one. It enumerated minimal rights that should apply to every
living person on Earth.

On December 10, 1948, for the brst time in history, dozens of nations
committed themselves to a pact not to other nations, but to humanity
itself: acknowledging that regardless of nation of origin or citizenship
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or religion or any other factor, humans anywhere and everywhere, from
the moment of birth through their last breath on Earth, possessed in -
trinsic rights. And with this document, the idea of people having rights

that supersede and exist independent of any particular nation- state
bloomed into life.

There is no net state equivalent to the United NationsN no body
where net state leadership can come together and question whether the
application of their products and services will ultimately serve to make
the world and its citizens a better place. Absent that body, thereOs no pact
debning standards and protections that members adhere to.

This chapter argues that there should be: our world needs a pact that
establishes citizen- user protections from net states; a set of principles
that guide net state developers in becoming better stewards of the digi -
tal ecosystem (more later on just what that ecosystem is).

Protective pacts generally reside in the realm of the nation- stateN
either individually, through a constitution; or multilaterally, through
documents such as the Geneva Conventions. Before turning to what a
pact between net states and their citizen- users might look like, itOs worth
taking a look at the pact already familiar to most of us: the US Constitu -
tion with its Bill of Rights.

TeEDDY ROOSEVELT IS ONE OF AMERICAG MOST FAMILIAR AND MOST
beloved presidents. In one ranking of past presidents, Roosevelt came in
second only to Abraham Lincoln. ' Roosevelt was one of the most literary
of all presidents, writing 35 books in his lifetime. He was also one of the
most idealistic, devoting his considerable writing talent to urging his
fellow Americans to live principled, OstrenuousO lives.

On government, he held particularly strong views. In a 1902 speech
to thousands of citizens gathered in what is now Pack Square Park, a
tree-lined, open- air meeting grounds in Asheville, North Carolina, Roo -
sevelt spoke about the need to heal the wounds from the Civil War. 2 He
called upon Americans to do so by becoming active participants in their
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democracy, saying, OWe get in the habit of speaking about government
as if it were something apart from us. Now, the government is usN  we
are the government, you and I. And the government is going to do well
or ill accordingly.O 3

If we, the people, are indeed government, who does that put in
charge? It turns out that both conceptually and actually, the American
government does have a bossN and itOs not the president. Government is
both empowered and restrained by the US Constitution: it can do only
whatOs been outlined in this document. Of course, Congress has passed
many laws since the ratibcation of the Constitution back in 1789, but
none of them can override the Constitution itself. The American govern

ment serves the American people, according to the rules detailed in the
Constitution, not the commander in chief: even he or she is beholden to
the Constitution.

The president and everyone else who works for the American gov -
ernment has, then, bve basic responsibilities that are detailed in the
ConstitutionOs preamble: to Oestablish justice, insure domestic tranquil -
ity, provide for the common defense, promote the general welfare, and
secure the blessings of liberty to ourselves and our posterity.O

The brst three responsibilities donOt tend to be terribly controversial.
As a people, Americans largely support the idea of the rule of law: 68 per -
cent of Americans trust the judicial branch of government, a far higher
amount than those who trust the executive (45 percent) or the legislative
(11 percent).* Americans generally prefer a peaceful and orderly society
over, say, anarchy. Americans also really like the military, with 74 per -
cent trusting that it will keep them safe. But the Pnal twoN  to Opromote
the general welfareO and Oto secure the blessings of libertyON are harder
to debne and much more difpcult to Pnd consensus on.

There are exceptions: as regards Oliberty,0 85 percent of Americans
believe in the freedom of speech. In fact, so important is this particular
freedom to Americans that 73 percent report they would be willing to
die to defend it. ° In the liberty department, Americans are generally
content: 87 percent report having a lot of freedom in their lives. ¢
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While we may be happy with the degree of freedom  we enjoy, this
doesnOt tell the whole story of American happiness. Because Americans
arenOt actually doing all that well, as a people.

WeOre in greater danger than we used to be, for instance. Life in the
United States is less predictably safe than it was twenty years ago. As
discussed previously, part of the reason for this is the epidemic of gun
violence: from 1995 to 2005, there were 112 mass shootings in the US. 7
In the decade from 2006 to 2015, there were 310 mass shootings: a 176
percent increase. In 2018, there were 340 mass shootings: an average of
28 a month.

Drug overdoses are up, too. Overdose fatalities from opioids were
bve times higher in 2016 than in 1999. @ ItOs a widespread problem: in
2016, 26 states saw a statistically signibcant increase in fatal drug over -
doses. And itOs getting worse: by 2019, 130 Americans died each day
from opioid overdoses. °

Suicides are also up. Death by suicide is now the 10th leading cause
of death in America. ° And thereOs been an especially troubling recent
spike among young people. From 1950 to 2014, death by suicides among
15- to 24-year-olds increased by 255 percent. * Among even younger
childrenN those 5 to 14 years oldN suicides increased by a heartbreak -
ing 500 percent. 12

Americans are not doing all that well as a democracy, either. As
noted earlier, we donOt trust our government. Very few of us vote. And
increasingly, we canOt even tell facts from falsehoods in the news. We
feel free, at least, and weQre proud of that. But on balance, we as a people
and as a citizenry are less well than we used to be.

This isnOt just an American problem. The world is, in many ways,
unwell. Democracy, once a seemingly inevitable form of governance
spreading across the globe, is suddenly in decline. 3 Attacks on a free
press are on the rise in authoritarian states and major democracies
alike.* WeOve seen an overall loss in global freedoms for eleven con-
secutive years, thanks to what the human rights watchdog organization
Freedom House calls a Ocrisis in conbdence in democracies,O along with
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a rise of populist and nationalist movements fueled by antiestablish -
ment politicians. °

In 2017, survey respondents from 145 countries reported feeling
more worried, stressed, anxious, angry, sad, and physically in pain
than at any point in the previous decade. ® Depression is on the rise:
the World Health Organization (WHO) reported global depression rates
spiking starting in 2005Nnot coincidentally, | argue, around the same
time that time Facebook (2004), YouTube (2005), and Twitter (2006) hit
the scene. And itOs only gotten worse: after years of stagnation, from
2005 to 2017 rates of depression leaped up 18 percent. Depression has
become so widespread that in March 2017, WHO declared it to be the
number- one cause of illness worldwide. **

As developed as we are technologically, we (as a people) are on the
edge of an epidemic of bad feeling. ThereOs been plenty written about
excessive social media usage exacerbating depressionN a phenomenon
dubbed OFacebook depression.C? But | argue that thereOs more to whatOs
happening than just heightened FOMO (Ofear of missing outO) or the
negative impacts of cyberbullying, though those are problems in their
own right.

I contend that we are experiencing a mass sense of cognitive dis -
sonance. We feel both empowered and powerless by the same tools, at
the same time.

Net states matter here, because they provide us with the toolsto en -
hance our sense of freedomN the one thing weOve really got going for us.
But as weOve seen, just because they make us feel free doesnOt mean that
they donOt come with a cost. We are empowered by the devices that give
us the world®s answers at the touch of our Pngertips. Yet we feel power -
lessness to do anything about what personal information is collected in
the process. We are empowered by our incredible increase in awareness
about whatOs going on in the world, thanks to the massive amounts of
media we consume each day. But we feel powerless to do anything to
stem the tide of terrible things we read and hear about. We are, in feel -
ing and in fact, more cognitively powerfulN  we can see more, Pnd more,
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learn more, connect moreN than weOve ever been at any point in our
history. Yet weOre paralyzed, unable to engage in meaningful action; our
attention is drained, our bandwidth exceeded; our emotions and cogni -
tion are overloaded and exhausted.

We canOt persist like this. We risk beingN or worse, risk our chil -
dren beingN drugged, depressed, or suicidal. While the causes for our
drug use, depression, and suicidal urges are complex and multifaceted,
thereOs no escaping that one of the most obvious correlations in the rise
in all three is the simultaneous rise in our technology use. The more
we use tech to excess, the more drugged, depressed, and suicidal weOve
become. The more media we expose ourselves to through technology,
the more we feel beaten down by the incivility we see in partisan poli

ticsN in Washington, DC, yes, but also among the acquaintances in our
social networks.

Take, as just one example, Russian misinformation warfare during
the 2016 election. We know more about it than we ever could have, preb
social media. Yet we donOt see action on the part of our elected leaders
to protect the 2020 election from similar warfare. And we don0t feel as
if we can do anything about it on our own. Given so much awareness
and the feeling of so little power to effect change, itOs no wonder we feel
terrible.

Our world is nowhere as dismal and chaotic as it was just after World
War 11. But weOve been experiencing our own version of hell ever since
the Global War on Terror was unleashed almost two decades agoN that
is, when weQre not too distracted, exhausted, or depressed to think about
it. Our particular bght, here in the United States, is diffuse, protracted,
and unpredictable; it is both land- based and cyber; it is also distant and
surreal. We Americans may even feel guilty about the fact that it feels
so far removed, if we even remember that itOs still happening. And if we
do remember, thatOs a sure path to feeling awful, because terrorism is
incredibly scary. Here, as with the Russian misinformation campaign,
we feel powerless to do anything to change its course. WeOre in what
feels like an endless warN multiple wars, if you count the onslaught
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of cyberattacks on our country: 4,000 a day, according to the FBI. 2 [tOs
almost impossible to conceptualize it all, let alone feel as if we can be
part of the bght.

ThereOs no silver bullet for our problems. We canOt bx all the worldOs
ills. But some component of our sense of powerlessness lies with our
(simultaneously empowering) technology, and | do have a suggestion to
address that.

We do not need to feel powerless. We are not, in fact, powerless. We
need to remind ourselves and the keepers of our digital realm of that.
We need, as once in a while the world seems to need, a declaration: a set
of suggestions that establish ground- 3oor, foundational conditions that
should apply to every human being on Earth.

We need to establish a new relationship with our net states; one that
reclaims power that users can exert over their own data, their sense of
privacy, and their experiences of the digital ecosystem. We need a pact
that puts citizen- users at the centerN a digital descendent of the Univer -
sal Declaration of Human Rights, a tech- savvy version of the Constitu -
tionOs Bill of Rights. We donOt need any more terms of service. We donOt
need Bible-length provisions to counter the unreadable terms net states
provide us. We need just a few basic principlesN  brief but unassailable
fundamentals that everyone should be assured. We need a Declaration
of Citizen- User Rights.

The goal of such a pactN not an agreement that net states write and
users must accept, but rather an agreement that citizen- users craft, enu-
merating rights we expect to be respectedN is to create a set of ground
rules that net states must agree to in exchange for our using their prod -
ucts: specibcally, in exchange for our data and our attention.

To bgure out how to create such a pact, we can look to several pre -
cursors, road maps for what a meaningful pact between net states and
users could look like. The Cybersecurity Tech Accord (aka the Digital
Geneva Convention) described earlier may seem like a likely candidate.
But for all its laudable qualities, itOs actually not the best model for what
citizen- users need for their protections among net states. The Digital
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Geneva Convention gets a lot right. But the main issue is that itOs not re -
ally for users. 1tOs a pacby net states for net states. Users are among the
objects of the pact, but theyOre not really a party to it; only the net states
are.

Before we can craft a user-centric declaration, letOs quickly review
the current state of affairs with what weOve already signed on to.

Everyone who uses technology is already party to multiple ver -
sions of terms of service (TOS). But these, too, arenOt for us; theyOre for
tech companies to protect themselves from liabilities. TheyOre the gate
through which we must pass to use a companyOs products and services.
So we agree to them, time and again, without reading them. Even if we
did read them, weQd discover that they donOt put usN the usersN and our
protections front and center. The focus is on the tech company itself,
ensuring that it doesnOt get sued when it eventually shares your data
with third parties.

There are various websites that attempt to help users navigate which
platforms and services have TOS that are more or less risky for the user.
For example, the website Terms of Service; DidnOt Read, or TOSDR (a
play on Otoo long; didnOt read,0 generally shortened to TLDR, which re -
fers to online content that people caution they didnOt bother reading),
was launched in 2012 in collaboration with the Electronic Frontier
Foundation (EFF). It classibes sites depending on their risk to users,
from A to E. (The search engine DuckDuckGo gets an A since it doesnOt
keep track of search queries; YouTube gets a D, mostly because it keeps
deleted videos for its internal purposes, unknown to the user who cre -
ated the content.) The rating of TOS is a collaborative effort: users from
all over the web note changes to TOS on GitHub, one of the most widely
used code-sharing platforms. But this also means itOs unevenN without
armies of online volunteers, itOs difPcult to assess how OgoodO TOS are
for users. TOSDR does helpfully compile various TOS into a single loca -
tion with plain- language summaries. Even if out of date and far from
exhaustive, its list is still quite instructive (as are those of other sites).

To see if | could Resh out what was missing on TOSDR, in August of
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2018, | compiled and read all the terms of service for Amazon, Apple,
Facebook, Google, Microsoft, and Tesla. HereOs what | found.

First, thereOs a wide range of OaverageO when it comes to the sheer
length of terms of service. 2° (Note: for the purposes of this exercise, |
examined only language explicitly called Oterms of serviceON not an-
cillary policies, such as those mentioned in FAQ or other legal policies
listed; in other words, | stuck to the agreement between the user and the
platform or service.)

AppleOs iTunes TOS section is a handful, adding up to around 6,804
words. 2 Google embraces brevity (and ambiguityN  more on that shortly),
with its TOS clocking in at about 1,869 words. 2?2 Facebook is somewhere
in the middle, at 3,243 words. # Amazon is about the same, at 3,387. 2
Microsoft blasts the others out of the water for length, at 15,290 words. %
Tesla covers their business in 5,736 words. All this averages out to terms
of service composed of 7,265.8 words for your standard net state. Even
if these terms were written in plain English, as many of them now are
(thanks to the need to comply with the EUOs General Data Protection
Regulation), if the average person reads 200 words per minute, it would
take 36 minutes to read one single platformOs terms of service; 3 hours
and 20 minutes for all the ones | calculatedN  just six of zillions.

In practice, we not only donOt want to spend this much time read -
ing TOS, we come across too many to realistically do so. Researchers
at Carnegie Mellon University estimated that we encounter 76 sets of
terms of service in a year, based on our 2008 browsing habits 2N back
when we spent only 13 hours a week, or 1.8 hours a day online. 2" Terms
of service are shorter nowN again, thanks to the EUOs GDPR. But weOre
still encountering them quite regularly. In 2016, it was estimated that
we spent 10 hours and 39 minutes per day consuming media in some
formN via our smartphones, TVs, computers, tablets, e- readers, and so
on.2 Our attention, as discussed in chapter 7, is a precious commodity.
We try hard not to waste it; we spend only 10 to 20 seconds per web
page to evaluate whether itOs worth our time before moving on to the

next one.?®
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If we can barely pay attention for the 10-plus seconds it takes to see
whether or not we want to stay on a web page, the notion that weOd
take 36 minutes to peruse a boring user agreementN76 times a year, no
lessN is simply unrealistic.

And our net states in question? There are six weOve been looking at,
as you know. But theyOre not just six companies; theyOre six parent com-
panies, and collectively theyOve acquired 673 other companies, accord -
ing to transaction data publicly available through Crunchbase. Many
of the acquired entities are likely irrelevant to us: Apple bought lots
of hardware component manufacturers, for instance; Facebook, lots of
messaging startups. But many of them are signibcant entities that we
run into on occasion, though we may not be aware that theyOre owned
by a major net state: Instagram and WhatsApp (owned by Facebook);
Skype, LinkedIn, and Nokia (those are MicrosoftOs); IMDb and Zappos
(Amazon bought those); YouTube, Waze, and Zagat (all Google®s), to
name just a few. And they all have their own terms of service as well.
Indeed, if we were to map out the universe of the net states and their
673 acquisitions, 10m fairly certain weOd discover that thereOs no way to
both be active in the digital sphere and avoid having to agree to terms of
service informed by one of the major net states.

In sum, if weOre online, we are bound to our net states, in some way.
WeOve given ourselves over to them, without even knowing what that
really means. We canOt put this particular genie back in the bottleN the
data weOve set free has likely passed through so many third parties at
this point that it would be virtually impossible to suck it all back in.

But we can make a decision to change how we handle our data moving
forward, to reclaim power over what we give out, to whom, and for what
purposes.

LET® START PRACTICALLY . HERE ARE THE MAJOR AREAS COVERED IN
this bookOs bigsix net state terms of service: (1) your data when you use
their product/service; (2) your data once you leave their product/ser -
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vice; (3) your expectation of privacy while using their product/service;
(4) the ground rules about using their product/service; and (5) what ac -
cess third parties have to your data.

The reason to start with existing areas in the terms of services is
that the ultimate goal for crafting a Declaration of Citizen-  User Rights is
to be a viable challenge to the TOS that net states create. Thus we canOt
ignore their areas of concern. But instead of focusing on ensuring that
the net states donOt get suedour documentN a set of universal Oterms of
rights ONwill ensure that citizen- users donOt get taken advantage of.

First, some general observations on terms of service. Based on those
that | examined, they tend to be an umbrella set of conditions users
must agree to. Yet despite their length, they dondt come close to laying
out all the detailsN especially some of the details users are likely most
concerned with. For example, all six net state TOS that | reviewed di -
rected readers to a separate OPrivacy PoliciesO document that users were
encouraged, but not required, to read. These are the policies that really
get into detail about what theyOre doing with our data. By including
a blanket statement in the TOS along the lines of, OBy accepting this
agreement, youQOre also accepting our privacy policies, which you can
read here [click here],O companies effectively shuttle their privacy poli -
cies even further out of usersO reach.

IOl spare you the mind- numbingly boring details. HereOs the upshot,
which isnOt great news but no surprise: if you use any product or service
of the six major net states, you donOt really have any privacy online. Your
data will be kept, analyzed, and shared with or sold to third parties, as
they see bt. One notable exception is Apple, sometimes: whatever data
is on your phone remains on your phone, not on Apple serversN  unless
you enable automatic syncing with iCloud. This is one of the reasons
iPhones bedevil law enforcement ofpcials: thereOs no Oback doorO where
Apple can unlock someoneOs phone, remotely or in person. ® If you use
a strong passwordN meaning, not the word OpasswordO or 01234 56,0
which remain the two most common passwords, amazinglyN  itOs really,
really hard for anyone to break into your phone. 3
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The data collected while using your phone is all tracked of course.
Facebook notes, for instance, OWe use the data we haveN for example,
about the connections you make, the choices and settings you select,
and what you share and do on and off our Products N to personalize your
experienceO (italics added). * This means that if you have Facebook open
on your phone and then open another app, Facebook will collect data on
what youOre doing on that app, too. All the net states (and tons of other
companies, too) share or sellN also called OlicensingON your data with
unnamed Othird partiesO as they see bt, for which you have granted
them OworldwideO permission, according to their TOS. Amazon goes so
far as to say that theyQll also share or license your name in addition to
your data, if youOve ever posted a review or comment. 32

In short, our data online is pretty exposed. We say we care a lot
about itN a Pew poll in 2016 reported 75 percent of us as saying privacy
is Overy importantO to us.34 But we do precious little to actually protect
our privacy online. Almost all of usN91 percentN accept TOS without
reading them (the bgure is closer to 97 percent for millennials). * Claim-
ing to care about privacy but not taking action to protect it is such a
widespread phenomenon that researchers have dubbed it the Oprivacy
paradox.(?

The most plausible explanation IOve seen that explains this paradox
has to do with our squishy sense of time. 3" Our worries about privacyN a
breach, a leak, an abuse of our dataN are focused on something possibly
happening in the future . The future®s an abstract concept; itOs difbcult
to visualize in a tangible way. On the Rip side, the actions that put our
privacy at risk are in the now . WeOre getting something immediatelyN
access to information, a platform or service, the ability to connect, see
photos, receive updates. We get visceral, tangible, right- now representa-
tions of our friends, our frenemies, our crushes, our curiosities. All you
have to do is sign away your privacy with the click of a TOS OacceptO
button and bam! YouOre in; youOre connected to the object of your desire,
whatever that may be. But taking the time to be careful about your pri -
vacy takes, well, timeN a lot of itN as well as that prized commodity,
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your attention.

So hereOs what | propose. We take the time, in these next few pages,
to negotiate a better deal for ourselves. IOm not a lawyer, but then IOm not
suggesting anything legally binding. Rather, letOs set out a few simple,
high-level terms that protect users in principle; the lawyers can duke
it out and pretty it up some other time. Our focus in the Declaration of
Citizen- User Rights is to address the meat of the problem: how to re -
claim the right to our privacyN  and our sense of powerN without having
to sacribce the benebts of technology.

The goal with these rights is not to codify  tactics for user protection
against technologyOs ill effectsN for example, steps to turn off location-
tracking on your phone or to prevent your contacts list from being
uploaded without your permission. For these sorts of protections, the
previously mentioned Center for Humane Technology, founded by for -
mer Silicon Valley leaders, provides excellent resources. The goal here
is to identify the fundamental rights that users would need to claim
to substantively alter the balance of power between us and net states.
There are likely dozens of possible rights. LetOs start, though, with the
three rights poised to make the greatest impact on our lives, expressed
here as three principles. Those principles alone make up the Declara -
tion of Citizen- User Rights. They are: Citizen- users have the right to
choose how they pay for their own content privacy. Citizen-  users have
the right to delete their own content from the public record. And citizen-
users have the right to know how their data is being used. Now letOs look
at each of these principles in turn.

#1. Citizemsers have the right to choose
how they pay for their own content privacy.

This brst principle may seem counterintuitive. Like, why should we pay

for something thatOs already ours? 1tOour information, after all.
While understandable, that argument isnOt going to help. WeQre so
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far down the road of information- giveawayN since the dawn of the in -
formation age, reallyN that tech companies would have to reinvent their
entire business model to simply stop collecting our data if they got noth -
ing in return. Also, to repeat a quote from Google JigsawOs Scott Carpen -
ter, OMost tech companies are just trying to get off the mat and into the
game.O The six net states featured in this book are Yber-rich, but the vast
majority of tech companies are barely scraping by. ItOs simply not viable
to operate a business that gives away a free product or service if the pro -
vider doesnOt get anything of value back from the user.

For a long time, this thing of value was our data. Our privacy. Our
sense of power. What IOm suggesting is that we redebne whatOs valuable.
If our data, privacy, and sense of power are precious to us, then we need
to offer something else thatOs valuable. And just about everyone values
money.

HereOs what weOd get: wallsfborders protecting our content. The
photos, videos, and text we put online would stay on our chosen plat -
form and that platform onlyN no sharing, licensing, selling, or in any
other way permitting access of that data to unidentibed third parties.
As it stands, those third parties underwrite the cost for our free access
to platforms and services. So in exchange for keeping our data nice and
snug on a single net stateOs system, we as users would have to pay for
those walls.

It may not be an immediately attractive notion: demanding the op -
tion to pay money for something thatOs currently free. But remember,
itOs notactually freeN weOre paying with our data. Therefore, | suggest
that Amazon, Apple, Facebook, Google, Microsoft, and TeslaN and any
other tech company large enough and wealthy enough to adopt thisop -
tion without it breaking their ability to do businessN provide users with
a for-pay option for any service in which our personal data currently
serves as payment.

This is not an unusual business model. 1tOs how cable TV works: we
pay for it, and in exchange weQre not forced to watch advertisements.
Streaming music services like Pandora work like this as well: thereOs a
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free version, with advertisements. But if you pay for the service, youOre
not subjected to the interruption of ads.

What IOm proposing goes beyond simply saying that net states should
create an option whereby users are invited to pay for a particular ser -
vice. WeOre talking about fundamental rights here. This brst principle
suggests that we have the right to demand a for- pay service. We have
the right to declare our data sacred and offer something else of value in
return. We have the right to demand that our data goes in a vault.

The company itself can still access the data: learn from it, develop
products from it, use it to improve their services. But in exchange for
our usage, the company would have to agree not to share or sell that data
with any unidentibed third parties.

This creates a few problems, unfortunately. In a society like ours,
where the gulf between rich and poor is already vast and growing
vaster, a for-pay option might seem affordable only to the well- heeled.
This would leave the struggling lower socioeconomic classes at an even
greater disadvantage: theyOd still be losing out on personal privacy,
while the rich could protect theirs.

Yet, even people without a ton of money do tend to pay for things
they really value. As was noted earlier, 77 percent of Americans own
smartphones and 73 percent of American households have broadband
internet access, for instance. * Privacy, like phones and internet, might
turn out to be so valuable that itOs deemed affordable even by those with
few Pnancial resources.

HereOs what the Pnancial impact of the internet- for-pay option might
be. The median American household income in 2016 was $57,617. In -
come varies signibcantly by state, of course, but that was the nationwide
average® Calculating how much of that gets paid in taxes also depends
on many variables, like your marital status, whether you have depen -
dents, and what state you live in. But letOs take what we know about
federal, state, and local tax rates and ballpark the average tax rate for
the average American to be 17 percent. “° That would put the average
AmericanOs takehome pay at about $47,800, or just under $4K a month.
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As noted earlier, in 2017 cell phone bills were an average of $80 a month,
while broadband bills ran somewhere around $60 a month.  #* This means
that even without accounting for the cost of our actual devicesN  phone,
laptop, television, tabletN weQOre spending around $140 a month to be
digital citizen- users.

Apple and Google Drive (where you can store bles in the cloud) al -
ready have services that cost money: you can stream unlimited music
from Apple for $10 a month, for example, or store gobs of data on Google
Drive for $2 a month. “? In other words, for- pay tech services that already
exist donOt cost a ton of money. If each of the major net states charged just
$5 a month for their privacy- enabled for-pay tier of service, (1) theyOd
make an absolute fortune, which sounds like an incentive to create such
tiers, and (2) we, the citizen- users, would be buying back our data, our
privacy, and our sense of power for the cost of mufbn and a Frappuccino
at Starbucks.

However. ThereOs another problem with this very transactional ap -
proach to our privacy, a more principled and foundational one. What
IOve suggested is a pragmatic approach that looks forward, forgetting
about all the data that has already been taken for free and focusing on
the future data that we can protect. But thereOs another argument that we
need to contend withN beyond whether it was ever okay that our data
was so freely trafbcked without our actual consent (not TOS consent,
but conscious, reective, I- know- what- IOmgetting-myself-into consent).

And that is this: Olnformation wants to be free.O Free and freely
shared. 1tOs one of the founding principles of the internet, as weOve seen;
the central tenet of the tech ethos.

What happens to the European UnionOs internet experience in light
of the General Data Protection Regulation (the GDPR, discussed inchap -
ter 3) will be instructive in seeing how this plays out. Users in the EU
can invoke their Oright to be forgotten,O effectively removing their digital
footprint from search enginesO reach. The question becomes: If we kept
our personal data private, would our global internet experience still be
full and rich and diverse and accessible, or would the internet become
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a different place, showing us only the content that users couldnOt afford
to pay to keep private? Would the internet as weOve experienced it ef -
fectively shrink and wither, becoming a less vibrant, democratic, and
diverse hunting ground for information and connections than we have
today?

Unclear. But the status quoN in order to be digitally active, citizen-
users have to relinquish their right to privacyN  cannot be sustained.
Principle 1 is our best option for creating a viable workaround to the pri -
vacy issue: one that both net states and citizen- users could benebt from.

#2. Citizemsers have the right to delete
their own content from the public record.

Think of this principle as the clean- up clause. It will make more sense
with a bit of background. The European UnionOs General Data Protection
Regulation made a bold statement, as we saw earlier, with respectto us -
ersO online information. Instead of focusing on the information itself, it
focused on the person: the Odata subject.O In so doing, the entire set of
legislation shifted our attention from  content to humanity : Osubjects,0
debned as Opeople who live in the territory of, enjoy the protection of,
and owe allegiance to a sovereign power or state.O In the case of the
GDPR, the subjects are enjoying the protection of and owe allegiance to
the European Union, which, in turn, oversees their protection. And not
just generally, but in a very specibc area: their data.

In this book, 1Ove used the term Ocitizen-user.O Why not just say Odata
subjectO? Why introduce yet another term into the mix? Two reasons.
First, IOm referring not to citizens of a single country, but  all people who
use digital tools and services. Second, | took my cues from MicrosoftOs
Digital Geneva ConventionN akathe Cybersecurity Tech AccordN  which
refers to people as Ousers,0 Ocustomers,O Ocivilians,0 and Ocitizens.O The
accord makes it clear that signatories are protecting users and custom-
ersand civilians and citizens, regardless of the country in which those
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individuals reside. | could have called us all Ouser- customer-civilian-
citizens,0 but that felt a little unwieldy. Hence, citizen-  users: Ocitizen,0
because we have a responsibility to be active participants in the power
structures in which we function; and Ousers,0 because we donOt physi -
cally inhabit the digital ecosystem. Rather, we useits tools and services.
Those same tools and servicesN the products of net statesN theyOrethe
things inhabiting the digital ecosystem. We citizen- users are visitors;
at times, cruising through; at times, veritable squattersN  but only and
always transitional actors.

If the digital realm is an ecosystem that we improve or degrade
through our presence, principle 2 ensures that it remains a place weOd
want to be. Think of a park: itOs more fun to have a picnic in a clean park
than one strewn with litter; therefore, itOs our responsibility to clean up
our own litter.

Principle 2 proposes that we claim the right to improve what our
presence online does to the overall quality of the place. | am in no way
suggesting censorship. If someone criticizes an article | wrote, | shouldnOt
be able to delete that criticism just because it irks me. However, if I real -
ize that this criticism is valid, that | advanced a line of thinking that
wasnOt supported by facts and data or was just plain wrongheaded, |
should be able to correct my mistake and take that article down. Such
action would be a form of informational pollution control, like cleaning
up the mess you make after that picnic in a park. The evidence that |
wrote something dumb would remainN in the form of whatever criti -
cism was posted about me. But | would at the very least be able to retract
the original, offensive material and thus keep from negatively impact -
ing future readers.

The GDPR has a similar provision in its Oright to be forgottenO (RTBF)
clause. That clause doesnOt broadly stipulate that any data subject can
demand that any and all content about them be removed from, for ex -
ample, Google. No, the Oright to be forgottenO is balanced out with the
Oright of freedom of expression and informationON  which is, granted,
open to interpretationN and with the public interest, such as if certain
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data is necessary for Olegal obligations, for archiving purposes in the
public interest, scientibc, or historical research purposes or statistical
purposes.(¥

It turns out the wiggle room under whatOs considered to be in the
public interest or of research value is fairly broad. In the Pbrst year
Google processed RTBF requests, it decided to retain 58.2 percent of
URLs requested to be taken down #*N taking down only about half a
million links. The indexable internet (the portion that search engines
like Google can bnd) contains roughly 4.44 billion web pages. “ Even if
Google took down half a million web pages each yearN roughly 1,369
web pages per dayN weOre posting several hundred thousand times that
amount in new digital data: approximately 1.5 million new websites a
day.*® Even if only 4 percent of those 1.5 million websites can be found
on Google, the fact remains that thereOs a staggering amount of new con-
tent that we can bnd, almost all the time. Judiciously removing 1,000
or so links a dayN one-third of which link to personally identipable di -
rectory information, according to the registry of removals in the EUN
would be like extracting drops of water from an ocean; it would barely
register as a ripple. ¥’ Granted, if the one page youOre looking for happens
to be one of the pages thatOs no longer online, itOd be frustrating. But still,
itOs a worthwhile tradeoff to ensure that you regain control over your
data, your privacy, and your power.

#3: Citizemsers have the right to know
how their data is being used.

Think of this principle as similar to the US 1967 Freedom of Information
Act, or FOIA, for net statesN  with a twist. 48 FOIA is the law that lets citi -
zens request that government agencies share a copy of their information
with the public. Of course, you have to brst know what information to
ask for. A request like, OSend me all your emails!O sent to all government
agencies will likely be ignored. A request with specibc parameters, like,
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OSend me any email trafPc pertaining to Benghazi, Libya, from August
2014 to November 2014,0 sent to a specibc agency, such as the United
States Mission to the United Nations, is more likely to be processed.

FOIA isnOt a perfect system; it can take a few months to get a re -
sponse. Yet regardless of how clunky and slow it may be, this transpar -
ency process exists. And it gives citizens power to review information
that their governmentN whose work they fund through their taxesN
produces.

HereOs where principle 3 differs from FOIA: itDs not just a request
for information. Most net states will already let you gain access to the
information they have on you. For example, you can download all of
your previous Google searches or Facebook posts with a few clicks. But
principle 3 states that net states also have to let you know what theyOre
doing with the information that they have on you. If theyOre sharing
it with marketers for the purpose of better targeting you with ads, say
so. If theyOre licensing it (remember, a friendly way of saying Omaking
money off of itO) with data brokers for the purpose of contributing to
some third- party proble on you, say that. And users should have the
right to opt out of certain practices, especially if theyOre paying for ser -
vices, as outlined in principle 1.

This issue is also covered in the European UnionOs GDPR in its Oright
of access.@ Not only do tech companies have to let you know what data
they have on you, the GDPR requires them to tell you what theyOre do -
ing with itN  Othe purpose of processingONas well as anyone else theyOre
sharing it with: OAny third party recipients of this personal data, both
backward or forward looking, especially recipients in third countries.O

What this means in practice is that anyone in the EU can ask any
companyN including the company they work forN  to hand over any
documents that refer to them, including private personnel records and
other potentially sensitive materials. 5° Companies have 30 days to com -
ply or face paying a substantial bneN up to a walloping 20 million
(roughly $23.6 million) or 4 percent of the companyOs total worldwide
annual turnover of the preceding Pnancial year, whichever is higher. 5
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While this sounds like a huge victory for citizen- users on the face
of it, it creates signibcant complications for companies. For instance,
the General Practitioner Committee of the British Medical Association,
representing 160,000 members in the UK medical communityN  urged
members to petition their local ofpcials highlighting Ounintended con -
sequencesO of the subject access requests specibcally®? The petition
notes that by requiring physicians to review every page of medical re -
cords to ensure that no prohibited information was being shared, they
were losing on average an hour a day reviewing paperworkN an hour
they formerly would have spent Ocaring for sick patients. O 52

The subject access requests arenOt just a time issue; most companies
wouldn®t know where to look for all the data requested. An astonish -
ing 82 percent of companies surveyed admitted that they didnOt know
where in their own companies their critical data was located, 5 what
with data being stored on individual workstations instead of (or in ad -
dition to) a centralized database, in email inboxes, or in multiple data -
bases or documents within the organization that arenOt connected or
communicating with each other. While OBig Data analyticsO are all the
rage conceptually, in practice a lot of companies are still playing catch-
up to understand even the very basics about their data, like what they
have and where itOs stored. How to mine it for useful insights is a whole
different level of complexity that many companies are still only dream -
ing to reach.

But the inability of companies to bnd dataN a real and immediate
challengeN is no reason for citizen- users not to exert their right to know
how their own data is being used.

MOST OF US PROBABLY FIRST ENCOUNTERED THE TERM QEcosYSTEMO
in biology class. It refers, essentially, to any system of parts that are con -
nected to and interact with one another. 1tOs actually a fairly modern
notion, Prst introduced in 1935 by a scientist named A. G. Tansley. 5 He
introduced the term as a sort of mashup of OecologyON the relationship
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between organisms and their environmentN and OsystemORa complex
entity made up of interconnected parts. With the introduction of Tans -
leyOs term, scientists suddenly had the means to describe something that
had always existed but, nameless, hadnOt really been considered a topic
worthy of study in its own right. Thanks to Tansley, people could look
beyond two sets of thingsN individual creatures and the space in which
they livedN and zoom out to a bigger picture, studying the interactions
between creatures and their space.

This book is also in its way about creatures and space. There are two
sets of creatures: the citizen- users of tech products and services; and net
states, the makers and keepers of those products and services. Together,
we traverse the same spaceN the digital. We and our interactions in the
digital space generate our own kind of ecosystem: the digital ecosystem.

Ecosystems, in addition to having constituent parts, such as crea -
tures and space, exhibit another important characteristic: they tend
toward equilibrium, or a state of relative balance between opposing
forces.®® In nature, this means that enough creatures are born to offset
the number who die; that enough nutrients are generated to replenish
those that have been consumed.

For our digital ecosystem to be in a state of equilibrium, weN  the
creatures (both individual and net state) who inhabit the digital spaceN
would have to get out as much as we put in. We citizen- users create
content; we consume content. We upload photos, videos, and news; we
download photos, videos, and news. These activities re3ect what  looks
like a relatively steady state, but only if we disregard the net states that
are our fellow ecosystem inhabitants.

With respect to our own content and net states, weOre not currently
in a state of equilibrium. WeOre not getting out as much as weQre putting
in. Our content goes to net states, and then disappears behind their bre -
walls. We canOt see it all assembled. It goes into databases that generate
insightsN insights about our behaviors and habits and preferencesN that
net states gain benebts from but that weN the creators of the dataN donOt
necessarily know about and certainly donOt have access to.
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This has to change. And weN the citizen- user content creators, the
creatures who populate the digital ecosystem with our thoughts, our
memories, our records, and our interactionsN  already have the power to
ensure that it does change.

Without us, the digital ecosystem loses its life force. Websites absent
of users interacting with them are virtual ghost towns, with no data
to gather and analyze. We, the citizen- users, provide the energy that
fuels the ecosystem; the net states provide only the space and pathways
within it. So if we want our Declaration of Citizen-  User Rights adopted,
we have to use our power to withhold information from a website; to
boycott usage; switch to a different service or platform that will agree
to our terms and respect our rights. We can massively disrupt the equi -
librium of the digital ecosystem, should we so desire. We just have to
commit to doing it.

In short, it is in the best interests of all parties to the digital ecosys -
tem to ensure that its human population is cared for. We donOt need to
deny ourselves the benebts that tech provides us. As New York Times
OSmarter LivingO editor Tim Herrera reRected, OWhen we talk about un -
plugging, | think what weQre really talking about is structuring our lives
in ways that allow technology to serve us, rather than the other way
around.&%

Right now, we serve tech companiesN we give them our data, they
generate insights based on that data, and we never see the results. We
can continue to supply tech companies our data, but under different
conditionsN conditions, laid out in the Declaration of Citizen- User
Rights, that give us control over and information about that data. We
donOt need to unplug and retreat from tech. We just need to adjust the
equilibrium in the digital ecosystem.

As oF 2017, THE WORLD HOSTED 65.6 MILLION PEOPLE WHO HAD BEEN
forcibly displaced from their homes. %8 Refugees from war. Asylum seek -
ers in search of protection because of their political or religious beliefs.
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People displaced by their own countries, by their own compatriots. Ten
million among them are considered ofpcially OstatelessO by the United
Nations.® With these horrifying stats, the year 2017 ushered in a de -
pressing new world record: an all- time high for displaced persons of
every kind.

According to the US Department of State, a stateless person is debned
as Osomeone who, under national laws, does not enjoy citizenshipN  the
legal bond between a government and an individualN in any coun -
try.C*° Notably, the dePnition contains the word Oenjoy.O Citizenship in
a country indeed offers something positive: It offers protections. It af -
fords rights. While not all citizenships are created equalN  the rights of
citizens in the EU, for instance, are now quite different from those of
citizens in the USN they do provide individuals with two invaluable
benepts.

First, the fact of citizenship establishes a framework of expectations
for what it means to be a contributing member of oneOs society. For in -
stance, most countries have some sort of legal document that details
citizensO rights and responsibilities in regard to the state, even if theyOre
as basic as freedom of speech and paying taxes. Second, citizenship,
in democracies at least, grants rights that exist independent of who is
in power. The president of the United States, for instance, may want
to block someone on Twitter, as Donald Trump has expressed in many
instances. But the Constitution, which protects freedom of speech, over -
rules that desire. According to court rulings, the president cannot block
you or any other American citizen, because to do so violates the First
Amendment, which guarantees freedom of speech. Citizenship in the
United States means that you have power that outweighs the wishes of
the (otherwise) most powerful person in the landN  the president. &

In short, rights bring power. They are our protection against potential
abuses of power. They are, according to the US Constitution, inviolateN
something weQOre born with as Americans. And we are fortunate to have
rights. As Hannah Arendt, a philosopher who was stateless for 17 years,
once wrote, OThe right to have rights, or the right of every individual
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to belong to humanity, should be guaranteed by humanity itselfO ¢ She
then added, Olt is by no means certain whether this is possible.O

Net states, operating internationally, have the opportunity to afford
their users rights that may differ from and even exceed rights of any
individualOs nation- state (or, for the 10 million stateless, stand in place
of citizenship rights). In this way, the rights afforded by net states rise
above those guaranteed by nation- states.

The nation- state is no longer the only game in town. Nation- states
can partner with net states, as we saw in the partnerships between Tesla
and Vermont, California, and Connecticut. They can establish contracts
with net states, as the federal government does in operating almost
entirely on net state technology. Conversely, they can bght against net
states: with regulations, as in the EU; with taxes, as in Uganda; or with
bans, as in Papua New Guinea and Sri Lanka.

Whatever type of relationship nation- states and net states ultimately
have, the reality is that there must be some sort of a relationshipN  and it
must be diplomatic in nature, not just economic. As things now stand,
net states donOt have just our information; they also have power over our
rights. If nation- states donOt set the terms of how net states must operate
with respect to our rights, then net states will write their own rules of
engagement, in some cases avoiding regulations, as Facebook did when
it moved more than a billion users out of its data center in IrelandN or
adapting to them, as Google and Apple and Twitter have done to comply
with the GDPR.

WeN as citizens and citizen- usersN have the right to have rights:
with our nation- states and with our net states. It is up to our home coun -
tries to enforce the rights theyOve granted in our constitutions. And it
is up to us as individuals to hold our net states accountable if they fail
to grant us protection with respect to those rights. The US Constitution
holds that we have the right to Obe secure in [our] persons, houses, pa -
pers, and effects.O Our data may not be who we are, but it is certainly
something of us. As such, it is something that needs to be secured.
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TUCKED AWAY IN THE CORNER OF THE FIRST FLOOR OF THE UNITED
Nations General Assembly buildingN that low, white, asymmetrical
building with a dome atop and 192 country Rags in frontN  sits a tiny,
inconspicuous, triangular room. 1tOs virtually empty. It has a few rows
of benches in the back, an abstract cubist- style mural at the front. In the
center stands a six-and-half-ton rectangular block of polished iron ore,
perennially cool to the touch. 1tOs illuminated by a single beam of light.
This is the so- called meditation room.

The second secretary-general of the United NationsN the every

manQs aristocrat, the skyeyed Swede, Dag Hammarskjsld, whoOs widely
regarded as a founding architect of the organization itselfN  personally
redesigned the space in 1957. The original setup in 1952 was a dreary
place, with tightly packed rows of chairs facing what looked like a tree
stump holding up a RBower arrangement and a tired- looking miniature
UN Rag.®® Aesthetically, the room didnOt inspire serene thoughts; it
looked more like a shrunken, misshapen conference room.

According to a reporter working at the UN at the time, in the mid -
dle of one night in 1956, Hammarskjsld, still at work, dragged some of
his aides out of their ofbces. Having been summoned by the secretary-
general himself in the wee hours of the morning, they expected to be
told bad news from one of the far- off war zones where United Nations
personnel were on the ground. Instead, he said, Ol want to go down to
the meditation room.O Because this was the secretary- general himself
making this request, they followedN even at two in the morning.

Hammarskjsld wanted to talk to them about the utmost importance
of redesigning this room. OWe want to bring back, in this room, the still -
ness which we have lost in our streets, and in our conference rooms,0 he
told his aides, Oand to bring it back in a setting in which no noise would
impinge on our imagination.O In the subsequent year, Hammarskj3ld
took on the meditation room as a personal project, dictating details
ranging from the color of the paint on the walls to the fabric of the car -
pet.®* In his formal dedication of the room in 1957, four years before he
would be killed in a plane crash in the Congo, he called attention to the
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iron stone altar in particular, asking visitors to ask themselves: What
they would make out of iron, such a powerful materialN  would they use
it to craft the means to support war or to sustain life? °

He wrote, OOf iron he has constructed tanks, but of iron he has like -
wise built homes for man. The block of iron ore is part of the wealth we
have inherited on this Earth of ours. How are we to use it?O

The meditation room, like most rooms, has a practical function. 1tOs
a place to meditate, to ref3ect. But its real signibPcance is symbolic. This
place is something that one of the founding fathers of the United Na -
tions obsessed over getting right. And itOs not like he had nothing else
to occupy his time: Hammarskjsld, in his tenure as secretary- general,
was responsible for onboarding 4,000 new UN staffers and establishing
how theyOd work and whatOd theyOd do. And he had a nightmareOs worth
of thorny diplomatic demands: trying to establish peaceful relations
between Israel and the Arab states; negotiating the release of captured
US pilots during the Korean War; untangling the Suez Canal crisis; es -
tablishing the United Nations Emergency Force, the brst- ever ofpcially
sanctioned nationless military unit; and attempting to orchestrate the
decolonization of the African continent.

Hammarskjsld cared about the meditation room because of what it
represented. It would serve as a reminder to every king, queen, pres -
ident, and prime minister who would someday walk the halls of the
United Nations building that they should, at some point, stop to medi -
tate. Stop to think. To wonder: Is this work | do creating a better world?
Am | taking the resources at my disposalN the iron ore of my eraN and
molding it into opportunities for my people? Or am | just making tools
that will bring about their destruction?
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THE NET STATE PATTERN

ello? Uh, hello? Hello, Dmitri? Listen, | canOt hear too well; do you

suppose you could turn the music down just a little? Aha, thatOs

much better,O begins the phone conversation between two bctional
world leaders, the American president Merkin Muf3ey and the Soviet
premier Dmitri Kissov, in Stanley KubrickOs 1964 classic blm  Dr. Stran -
gelove, or: How | Learned to Stop Worrying and Love the Bomb .

ONow then, Dmitri,O says the US president, Oyou know how weOve
always talked about the possibility of something going wrong with the
bomb.O Pause. OThdomb, Dmitri. The hydrogen bomb.O He continues,
OWell now, what happened is, uh, one of our base commanders, he had
a sort ofN well, he went a little funny in the head. You know. Just a
little funny. And uh, he went and did a silly thing.O The president sighs.
OWell, 10l tell you what he did. He ordered his planes .. . to attack your
country.O

In the absurd exchange that follows, the US president tries to talk
his Soviet counterpart off the ledge, assuring him that this was all just a
big misunderstanding and that he was really sorry and theyOd Pgure out
some way to deal with it. The scene captured both the frightfully high
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stakes and the fragility of relations between the United States and the
Soviets in the 1960s. The exchange also employed a piece of technol -
ogy absent in the actual diplomatic communication channels between
the two nuclear powers: a dedicated and secure telephone system that
linked the two powers.

The satirical PIm captured the mood of the era in part because of
how closely it mirrored reality. Just two years prior, the world had held
its breath watching the Cuban missile crisis play out. This 13-day stand -
off in which the United States and the Soviet Union debated whether to
blow each other and the world to smithereens in a nuclear war was, in
part, elevated due to faulty communication channels between the two
countries.

On October 24, 1962, at 6 p.m., Soviet premier Nikita Khrushchev
messaged a berce 3,000-word missive to the Americans, declaring that
Othe actions of the United States with regard to Cuba constitute outright
banditry or, if you like, the folly of degenerate imperialism.O He spelled
out the stakes in no uncertain terms, saying, OUnfortunately, such folly
can bring grave suffering to the peoples of all countries, and to no lesser
degree to the American people themselves.O Khrushchev then directly
threatened war: OThe Soviet government considers that the violation of
the freedom to use international waters and international air space is
an act of aggression which pushes mankind toward the abyss of a world
nuclear- missile war.0!

Diplomacy is generally a careful affair, in which participants deploy
measured language; threats are typically inferred from a combination
of painstaking reading- between-the-lines and outright guesswork. Com -
pared to the norm, KhrushchevOs letter was about as subtle as a bazooka
blast across the bow.

But it was a blast that took an obscene amount of time to register
with the Americans. They didnOt get the letter decoded and translated
until 11 a.m. the next dayN almost 12 hours after the Soviets sent it.
Given the stakesN mutually assured destructionN and the intensity of
KhrushchevOs letter, it must have seemed bafRing to the Soviets that
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they didnOt receive some sort of response from the US during that initial
half day. So while the Americans were scrambling to decode and trans

late the original letter, the Soviets sent another, even more bellicose let -
ter. The situation quickly elevated from verbal trash talk of war to the
actual, imminent risk of it.

While many interceding twists and turns ensued, for the purposes
of this discussion | will skip to the end: in a massive diplomatic gamble,
the Americans decided to simply claim they had never received the sec -
ond letter. 2 By essentially pretending it had gotten lost in the mail, the
Americans and the Soviets were both able to blame poor communica -
tion for this diplomatic nightmare, save a modicum of face, and, lock-
eyed with one another at every step, back away from the brink of nuclear
war.®

With nuclear annihilation averted, both sides vowed to never again
let convoluted communication channels stand in the way of avoiding Ar -
mageddon. They turned to technology for an answer. The Washington-
Moscow hotline was born.

Despite Hollywood depictions of a red telephone, the hotline wasac -
tually a clunky teletype machine that routed signals from Washington
through a series of relaysN via London, Copenhagen, Stockholm, and
HelsinkiN before they reached Moscow. As weQOve seen, undersea cables
are vulnerable to physical damage, and the cable involved in this linkup
was no exceptionN it was accidentally severed several times, including
by a bulldozer in Copenhagen and by a Finnish farmer who inadver -
tently snagged it while plowing. 4

Further complicating communication via that particular means,
the teletype used wasnOt just a machine, but a set of themN one was a
backup in case the prst failedN each equipped with English and Cyril -
lic keypads. They were tested on an hourly basis every day since being
installed over bfty years ago, on August 30, 1963. 5 The technologyOs been
upgraded since thenN weOve moved on from teletype to encrypted email
by nowN but the dedicated communications channel and testing proto -
cols have remain unchanged for over half a century.
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The very brst test was almost a diplomatic disaster in itself. Toen -
sure that all the keys worked, the inaugural test from the United States
consisted of the sentence, OThe quick brown fox jumped over the lazy
dogsORwords that any keyboard user would recognize as a standard test
sentence, used because it contains all the letters of the English alphabet.
Puzzled at the message, the Soviets on the receiving end inquired as to
its meaning. The Americans quickly claribed that this was a standard
keyboard test and not some cryptic code. The Soviets then replied with
their own surprisingly humanizing test message: a lyrical description
of a Moscow sunset.

Technology has transformed the way we communicate with our
global partners. But it cannot replace the guts of how we communicateN
the need to understand foreign languages, cultures, and the context af -
fecting oneOs counterparts.

Even among people with similar backgroundsN  say, Silicon Valley
entrepreneursN thereOs only so much communication that technology
can effectively convey. As physical creatures, we still assess one an -
other through nonverbal cuesN physical appearance, body language,
style of dress, posture, tone, volume, and so on. In a seminal study of
thousands of interviews and negotiations, researchers determined that
body language accounts for upwards of 60 to 80 percent of the impact
made around a negotiating table. ¢ Furthermore, people establish 60 to
80 percent of their initial opinions about their conversation partners
within the brst four minutes of their interaction. The words we say mat -
ter, but how we say them and who people perceive us to be may matter
even more.

As legendary journalist Edward R. Murrow put it, OThe really crit -
ical link in the international communications chain is the last three
feet, which is best bridged by personal contactN one person talking to
another. This applies to any communication chain, really, notjustdip -
lomatic ones.

And weQre beginning to see net states take this concept to heart. As
they begin to coordinate efforts around defense and diplomacy on their
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platforms and services, despite being armed with the most sophisticated
communication tools on the planet, Facebook and Google and Amazon
and the like are Pnding ways to bridge the last three feet. TheyOre con -
vening in person.

FACEBOOK, WHILE ITS FOUNDERS MAY NOT HAVE FORESEEN THIS BACK
in ZuckerbergOs dorm room days, has evolved beyond just social net -
working. Its people and tools are bghting extremists, as we saw in chap -
ter 4. WhatOs more, in 2018 Facebook increased the size of its internal
counterterrorism team by over 30 percent. & With approximately 200
staffers solely devoted to counterterrorism, this unit is still only a mi -
nuscule portion of FacebookOs total workforce of over 25,000 employees.
But its growth rateN from unit launch in 2016 to a force 200 strong in
just two yearsN signibes that this is a trend thatOs unlikely to reverse
anytime soon.°

Monitoring for offensive or illegal activity, like it or not, occupies
a lot of FacebookOs energy these days. ItOs not alone among net states in
this, and itOs not going it alone either. 1tOs teaming up with its kin. On
December 5, 2016, Facebook, Microsoft, Twitter, and YouTube (Google)
announced a partnership to stem the spread of online terrorist content.  ©
Six months later, the same foursome announced the formation of the
Global Internet Forum to Counter Terrorism, a partnership intended to
create information- sharing channels between the participants to better
combat terrorism using their products.

Whether those initiatives generated any signibcant results is difp
cult to discern; the tech companies have released few details publicly
since their initial announcement. But what we do know is that thereOs a
noticeably absent player in these partnerships: government.

To be fair, the bPrms tried reaching out to government, once. On May
23, 2018, about a year after their initial convening, Facebook assembled
representatives from Amazon, Apple, Google, Microsoft, Oath (a major
ad agency for net states), Snap (high- end tech consultants), and Twitter.
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It also invited representatives from the US Department of Homeland Se -
curity and the FBI. The agenda: to talk about how to prepare for foreign
attempts to infBuence the 2018 midterm elections. 12

The meeting was a disaster. To put it politely, the event was Otense,O
according to a participant who did not wish to be named. After sharing
privileged information with the US security apparatus, the net states
got little in return other than tight-  lipped Ono commentO responses from
their government counterparts. The tech brms left the meeting discour -
aged. According to one person present, Othe encounter led the tech
companies to believe they would be on their own to counter election
interference.O

Just a few months later, on August 23, 2018, a dozen major tech com -
panies held another meeting on the same topic, hosted by Twitter. 3

This time, they didnOt bother to invite government.

WHETHER NET STATES ARE INDEED ON THEIR OWN IN FIGHTING FOR-
eign inbltration of their platforms or not, they believe that they are. In -
deed, they may be better equipped for that bPght than is government. In
an off-the-record conversation in the spring of 2018, a senior FBI ofpcial
told me, OThe truth is, we need them much more than they need us.O
When | asked why that was, he said they couldnOt hire enough staff with
expertise at the intersection of tech and terrorism: federal agencies pay
a pittance compared with tech companies. OWeOre just not competitive.O
This isnOt a good sign for you, government. | write this as a believer
in the power of government; indeed, as a government ofpcial myself. If
ofbcials donOt work with net states, these brms will only expand fur -
ther into territory that used to be governmentOs primary dominion. If
government tells net states that theyOre on their own in the bPght against
non- state-sponsored terrorist activities online, and that theyOll also have
to deal with state- sponsored cyberattacks from Iran, Russia, and other
countries alone, they most certainly will do it; andN unhampered by
the need to comply with laws and regulationsN  theyQll likely do it well.
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Without government assistance, net states have no choice but to deal
with these issues on their own: terrorism on their platforms is an exis -
tential threat. Because if net states allow their ecosystem to be polluted
by terrorists and by Russian and Iranian (and other) misinformation
warfare campaigns, regular users may very well take their probles and
their data and, worse, their attention elsewhere.

My recommendation for government is this: engage. ItOs not too late
to partner with net states. Appoint your own tech ambassadors. Set up
diplomatic channels to net state leadership. Because there isnOt much
time left; the window to net state decision- makers will at some point
close. Net states are already taking action in defense and diplomacy
without governmentN no, above government. They are already invest -
ing in public infrastructure, which they will then possess slices of own -
ership over. They already manufacture the physical devices stowed in
the vast majority of AmericansO pockets: our phones. They already sup -
ply the platforms and services that ferry the content of a vast majority
of AmericansO thoughts. In short, net states are already gaining ground
into defense, diplomacy, public infrastructure, citizen services, and
even food services. And theyOre likely to only gain more ground in these
areas as time goes on.

Nation- statesN and government generallyN will become increas -
ingly irrelevant if they continue to cede power to net states, especially
if they do so as a byproduct of inattention. And inattention is whatap -
pears to be driving these policies of noncooperation. 1tOs highly doubtful
that the Department of Homeland Security and the FBI have any clearly
debned policy that stipulates intentional nonpartnership with technol -
ogy companies. Being a government ofbcial, IOve seen how policy often
gets made: by adopting whatever the defaultisN by not actually having a
policy. The default becomes the norm, the norm slides into the expected,
and the expected eventually gets cemented as the ofbcial. Thoughtful
and considered ref3ection is all too often absent in the process. Espe -
cially when it comes to confronting new and not-  well- understood tech,
governmentOs default response is pretty much always no.
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The competence with which net states are Plling the leadership void
left by the governmentOs default policy could be the wake- up call nation-
states need to recognize just how powerful net states have become.
Conversely, it could lead to the systemic unraveling of the nation-  state
system as we know it.

In OThe Demise of the Nation State,O an article the British Indian
novelist Rana Dasgupta wrote for The Guardian , he suggests that this
wouldnOt be such a bad thing.%* He points to how the nation- state system
counters the notion of universal human rights.

OcCitizenship,0 he writes, Ois itself the primordial kind of injustice
in the world. It functions as an extreme form of inherited property and,
like other systems in which inherited privilege is overwhelmingly de -
terminant, it arouses little allegiance in those who inherit nothing.O In
other words, if youOre lucky enough to be born in the United States or
Sweden or the UK, you automatically OinheritO a better quality of life
than if you happen to be born in Somalia or North Korea, whose govern -
ments are either too weak or too dictatorial to protect human rights.

Alex Tabarrok makes a similar case in his 2015 article for  The Atlan -
tic: OThe Case for Getting Rid of BordersN Completely.0 He contends
that, Ono standard moral framework . . . regards people from foreign
lands as less entitled to exercise their rightsN  or as inherently possess -
ing less moral worthN than people lucky to have been born in the right
place at the right time.O

There are plenty of others also making similar arguments: advocat -
ing for, predicting, or otherwise presaging the beginning of the end of
the nation- state system. | donOt think weOre there yet. But unless the US
government takes up the mantle of responsibility set forth in the Con -
stitutionN  to Opromote the general welfareO and Osecure the blessings of
liberty to ourselves and our posterityON it will miss its chance to inRu -
ence how the international order is going to shake out in the coming
decades.
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OT YRANNY OIS GENERALLY DEFINED AS SOME VERSION OF CDPPRESSIVE
power.O 1tOs been a loaded word in America since the beginning. The
founding fathers were particularly fond of the term. Thomas Jefferson
used it liberally in his writings, citing OtyrannicalO rule from the United
Kingdom twice in the Declaration of Independence. He wrote, in a letter

to a colleague in the Pght for independence, Ol have sworn upon the altar
of god eternal hostility against every form of tyranny over the mind of
manORwords so emblematic of his philosophy that theyOre engraved on
the Jefferson Memorial in Washington, DC. ¢ James Madison, attempting
to reassure the American people that the Constitution would protect
against tyranny, specibcally addressed that matter in the Federalist Pa -
pers (no. 46). If every country had the separation of powers thatOs set out
in the American Constitution, he said, Othe throne of every tyranny in
Europe would be speedily overturned.O 7 The Second Amendment of
the Constitution, dealing with the right to bear arms, was born out of
the framersO concern over the possibility of tyrannical rule; it ensured
that the citizenry would have the ability to rise up against such forces. 8
Of course, that was then; today, thereQs virtually no chance that even if
you armed every man, woman, and child in the United States we could
defeat the steamroller that is the US military apparatus. But the anti-
tyranny argument is still a popular one in gun law debates.

This is important background to keep in mind when considering
why the government doesnOt do more to protect us against potentially
damaging net state practices. We as a citizenry grew into our present
state with a deep distrust of government. This is one of the reasons for
the establishment of the federal system of separating powers.

OIf men were angels, no government would be necessary,0 as James
Madison put it in the Federalist Papers (no. 51), going on to write that
Oin framing a government which is to be administered by men over men,
the great difbculty is this: You must brst enable the governmentto con -
trol the governed; and in the next place, oblige it to control itselfO  °

So, controllingitselfN  through the system of checks and balancesN is
embedded in the foundation of our government. While the American
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system didnOt come out of thin airN  ancient Rome was governed through
a separation of powers, and such governance was popular in the writ -
ings of a number of inBuential political philosophers, including Baron
de Montesquieu and John LockeN in modern history, the United States
was among the prst nations to implement the system. 2 In so doing, the
US established checks and balances as a hallmark of the modern demo -
cratic state that would go on to be adopted by countries the world over.

True to our roots, we persist in our distrust of government. As dis -
cussed in chapter 6, Americans seem to accept that net states and mar -
keting Prms and data brokers will compile probles on us in incredible
detail. However, we will simply not tolerate the idea that government N
that entity capable of Otyranny,0 in the popular imaginationN  might
have anything more than the most basic data about us. When National
Security Agency contractor Edward Snowden leaked to the public infor -
mation about the metadata collection program PRISM in 2013, Ameri -
cans freaked out, as we saw earlier. The fact that it was only metadata
that was collected, and that metadata contains only information  about
communications, not the content of communicationsN not what person
X said to person YN got lost in most of the public discourse surrounding
PRISM. The Snowden leaks, as theyOve come to be known, led Ameri -
cans to become even more distrustful of how their government handles
peopleOs private information. In one poll, 70 percent of respondents re -
ported that they believed the government used the data collected in that
program Ofor purposes beyond anti- terror efforts.02

We didnOt trust government when we formed as a nation. We donOt
trust it now. Actually, we donOt trust much, when you really get down to
it. Owing in part to a toxic partisan political climate following the 2016
presidential election, Americans in early 2018 reported feeling a loss of
trust in one another, in the media, in institutions of government, in tech
companiesN in just about every index measured on a global OTrust Ba -
rometer,0 with trust dropping 23 points from the previous year, placing
the US at 18th out of 26 countries surveyed. 2

But there®s an important distinction to be made between our report -
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ing a loss of trust in government and a loss of trust in net states. We need
our government in order to live safe, orderly lives. As we have seen,
government is charged to provide the foundation that permits exactly
that; it is to Oestablish justice,0 Oinsure domestic tranquility,0 Opromote
the general welfare,0 and Osecure the blessings of liberty.O

We donOtneed our net states in the same way. Or do we? Do we need
them in order to live safe, orderly lives? Will they work toward justice,
tranquility, our general welfare, and our blessings of liberty?

Increasingly, it seems that they may. TheyOre rooting out terrorists
on their platforms. TheyOre shutting down accounts promoting hate -
ful rhetoric. TheyOre issuing diplomatic statements condemning prac -
tices that violate fundamental human rights. TheyOre giving us tools
that shoo us off their tools. They are, in their own way, looking out for
usN as citizen-users. It may have nothing to do with principles: whatOs
OrightO or whatOs Ojust.O It may have everything to do with protecting
their ecosystem; preserving their own health and the health of us as
the creatures who coinhabit it. Regardless of the motivations, genuinely
protective action on the part of net states appears to be happening. The
guestion remains, though, Can we expectitto keep happening? Can we
ask for even more of it? And how?

And bnally, the question for us to ask ourselvesN you and me and
everyone we knowN is, What to do about government? If we need
governmentN and we would be literally lawless and defenseless with -
out itN how can we rebuild our trust in it; get it fully functioning, to
where citizens participate in affairs of the state and feel powerful for
their participation?

One last set of quotes from James Madison. He argued, OIf Tyranny
and Oppression come to this land, it will be in the guise of bghting a
foreign enemy.0? In a 1798 letter to Thomas Jefferson, he wrote, Olt is a
universal truth that the loss of liberty at home is to be charged to the
provisions against danger, real or pretended, from abroad.O 2

We as a citizenry are indeed Pghting foreign enemiesN from non -
state actors to nation- state actors. We have been bghting foreign enemies
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in the current war on radical Islamist terror for 18 years, with no end in
sight. And we know war well: the United States has been at war for 148
years out of our 243-year existenceN and thatOs excluding the 45-year-
long Cold War, our decades- long hostilities with Iran and North Korea,
and our relationship with countries that conduct cyberattacks against
American infrastructure, media, and our Pnancial industry % on a regu-
lar basis.

Net states know us to a degree; as individuals, as a people. But theyOre
not responsible for us; they are not responsible for our defense and they
are not responsible for our well- being. Government is. And itOs ours, as
Roosevelt said: OWe are the governmentN you and 1.0 We face too many
foreign enemies to ignore how much we need government to defend us.
And we face too many domestic injustices to ignore how much we need
government to serve us.

As we searchN for information, for advice, for ways to better our
daysN we must remember to also search deeper: for meaning, for pur -
pose, for something greater than ourselves. We can help ourselves as in -
dividuals and as a citizenry by searching for ways to see ourselves more
clearly. And we can work with those who wield power over usN our
net states and our nation- stateN to protect and defend us from enemies
foreign and domestic; from our own worst habits; and in pursuit of our
better selves.

ON THE OUTSIDE, METEORITES LOOK MUCH LIKE ORDINARY EARTH
rocks. Indeed, earth rocks and space rocks appear virtually indistin -
guishable. But if you split open a meteorite and etch it with weak acid,

a pattern emerges. This pattern is called the WidmanstStten pattern. It
doesnOt occur in any rock on earth.

The pattern looks like a series of geometric cross- hatching, techni -
cally described as a Othree-dimensional octahedral structure.O 26 While
the pattern can be reproduced on earth rocks, it doesnOt last; its lines
distort over time. 2’ In the end, the pattern is wholly unique to mete -
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orites. It takes a little work to see it; you have to look past the surface
layer, apply a little technique. But once you do the work, the pattern is
unmistakable.

Net states are not so different. They look like ordinary companies,
just as earth rocks look like meteorites. They are not nation- states,
though they increasingly engage in activities that nation-  states usually
handle. Net states are something unique. And they too have their tell -
tale marks, their WidmanstStten pattern. Net states are tech companies,
with a cause. They are tech collectives, with an agenda. They are tech
believers, loosely unibed. They possess physical resources, political
means, and social capital. They are of countries, and beyond them. They
are in virtually every aspect of our lives, yet for the most part effectively
invisible to us.

We may occasionally wish we could go back to a time when we had
control of all our dataN when we didnOt have to worry that the foolish
pictures we took in college would end up on someoneQs Facebook page,
when that professional embarrassment didnOt end up being so easy to
Pnd on Google. But thereOs no unringing this bell. Net states are here to
stay.

The best we can do is become knowledgeable about how they op -
erate, why they do what they do, and what their underlying agendas
areN beyond the obvious one: money. Also, we owe it to ourselves to

Pgure out how to protect our data and our identities while still remain

ing productive members of the digital ecosystem. We must become the
technological version of armchair geologists, able to identify a net state
from a regular old tech company or Rash- in-the-pan online movement.
We must be able to spot their WidmanstStten pattern and, once we do,
pay a very particular kind of attention to them.

This book is one of the brst attempts | know of to chronicle the ex -
istence of net states and analyze how they impact our lives. But the
specibc examples in this book arenOt really the point. Net states adapt,
change, evolve, or perish. Whether weOre talking about Google or Face -
book or a net state that wonOt launch until tomorrow or a net state that
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dies before this book goes to print is almost irrelevant. What matters is
that we keep the pattern of net states in mind: they are of the tech ethos;
they advance belief- driven agendas; and they are international in scale
and scope. And we empower them each time we use their devices, plat -
forms, and services; we control their fate with every click, keystroke,
and swipe.

We have to make those actions matter: they add up, especially with
so many of us using the internet. With net states, our habits are our
votes. And the more we understand the pattern of what net states are
and how much of our data they have, how deeply into our lives they
reach, the more likely we will be able to mobilize like-  minded others to
push back.

It may feel like too much to expect. Who are we, after all, as indi -
vidual citizen- users, to demand that multibillion-  dollar tech companies
change their ways? As individuals, we may not have much clout. But
tech itself has given us the ability to mobilize in ways never before pos -
sible.

As the novelist Alice Walker once said, OThe most common way
people give up their power is by thinking they donOt have any.O 28 Every
single tech user has power over their net states. We just have to claim it.
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CATEGORY NAME SUBSIDIARY OF | INVESTED IN BY | ACOUIRED BY
Agriculture & food services | Farmers Business Network Google
Agriculture & food services | The Climate Corporation Google
Agriculture & food services | Granular Google
Agriculture & food services | Bowery Farming, Inc. Google
Agriculture & food services | Abundant Robotics Google
Agriculture & food services | Solum Google
Agriculture & food services | Impossible Foods Google
Agriculture & food services | LevelUp Google
Agriculture & food services | Soylent Google
Agriculture & food services | Juicero Google
Agriculture & food services | Ripple Foods Google
Agriculture & food services | Clear Labs Google
Agriculture & food services | Siddhivinayak Agri Processing Google
Agriculture & food services | Whole Foods Market Amazon
Agriculture & food services | Ocean’s Halo Facebook
Agriculture & food services | Rise Google
Biotech Evelo Biosciences Google
Biotech BenchSci Google
Biotech ARMO BioSciences Google
Biotech Magenta Therapeutics Google
Biotech 23andMe Google
Biotech Arcus Biosciences Google
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY
Biotech FLX Bio Google

Biotech Forty Seven Google

Biotech IDEAYA Biosciences Google

Biotech SQZ Biotech Google

Biotech BlackThorn Therapeutics Google

Biotech GLO Google

Biotech XtalPi Google

Biotech Gritstone Oncology Google

Biotech Vaccitech Google

Biotech Cala Health Google

Biotech Arsanis Google

Biotech Alector Google

Biotech Obsidian Therapeutics Google

Biotech Fulcrum Therapeutics Google

Biotech Cambridge Epigenetix Google

Biotech iPierian Google

Biotech Adimab Google

Biotech Genomics Medicine Ireland Google

Biotech SynapDx Google

Biotech Transcriptic Google

Biotech SpyBiotech Google

Biotech NeuroVigil Elon Musk
Biotech DNAnexus Microsoft

Biotech Rosetta Biosoftware Microsoft
Drones & delivery GoJek Google

Drones & delivery EasyPost Google

Drones & delivery Sidecar Technologies Google

Drones & delivery Convoy Amazon
Drones & delivery Airware Google

Drones & delivery Skycatch Google

Drones & delivery Cape Productions Google

Drones & delivery Hivemapper Google

Drones & delivery Ascenta (UK) Facebook
Energy SolarCity Google

Energy Transphorm Inc. Google

Energy Cool Planet Energy Systems Google
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY
Energy EDF Renewable Energy Google
Energy BrightSource Energy Google
Energy Clean Power Finance Google
Energy Alta Wind Energy Center Google
Energy Makani Power Google
Energy Center for Resource Google

Solutions
Energy Makani Power Google
Energy QOutride Google
Energy SolarCity Tesla
Energy Zep Solar SolarCity
Energy Paramount Solar SolarCity
Energy Off Grid Electric Tesla
Energy Valence Technology Microsoft
Energy Silevo Tesla SolarCity
Energy lliosson SolarCity
Energy Palo Alto Solar SolarCity
Energy Declination Solar SolarCity
Energy BuffaloGrid Microsoft
Energy Xively Google
Environment Gradient Google
Geopolitics Jigsaw Google
Geospatial echoecho Google
Geospatial Keyhole Inc. Google
Geospatial indoor.io Apple
Geospatial BroadMap Apple
Geospatial Locationary Apple
Geospatial Wil Slam Apple
Geospatial FlybyMedia Apple
Geospatial Color Labs Inc. Apple
Geospatial Poly9 Apple
Geospatial MapSense Apple
Geospatial Coherent Navigation Apple
Geospatial Glancee Facebook
Geospatial MultiMap Microsoft
Geospatial Spindle Twitter
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY
Government Vicinity Microsoft
Government Fast Search & Transfer Microsoft
Health & wellness ClassPass Google

Health & wellness ProtoGeo Oy Facebook
Health & wellness Bedditt Apple
Health & wellness Gliimpse Apple
Health & wellness Hello Heart Facebook

Health & wellness Fight The Stroke Microsoft

Health & wellness MD.Voice Microsoft

Health & wellness Mgy Microsoft

Health & wellness Medstory Microsoft
Health & wellness Global Care Solutions Microsoft
Health & wellness Sentillion Microsoft
Health & wellness Flatiron Health Google

Health & wellness Clover Health Google

Health & wellness Quartet Google

Health & wellness Collective Health Google

Health & wellness One Medical Google

Health & wellness Foundation Medicine Google

Health & wellness Freenome Google

Health & wellness Vida Health Google

Health & wellness PatientPing Google

Health & wellness Aledade Google

Health & wellness Hello Heart Google

Health & wellness Zephyr Health Google

Health & wellness Walker & Company Brands Google

Health & wellness ZappRx Google

Health & wellness Spruce Health Google

Health & wellness Aspire Health Google

Health & wellness Orange Chef Google

Health & wellness Predilytics Google

Health & wellness Oration Google

Health & wellness TinyRx Google

Health & wellness FitStar Google Fitbit
Health & wellness Navigenics Google

Health & wellness 1Life Healthcare Google
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY

Health & wellness FogPharma Google

Health & wellness Wingu Google

Health & wellness Qliance Medical Amazon
Management

Health & wellness Zocdoc Amazon

Health & wellness Doctor on Demand Google

Health & wellness Senosis Health Google

Health & wellness Lift Labs Google

Health & wellness Fractyl Laboratories Google

Health & wellness Rare Light Apple

Health & wellness Editas Medicine Google

Health & wellness DNAnexus Google

Health & wellness Relay Therapeutics Google

Health & wellness Rani Therapeutics Google

Health & wellness Spero Therapeutics Google

Health & wellness Celsius Therapeutics Google

Health & wellness LifeMine Therapeutics Google

Health & wellness Rodin Therapeutics Google

Health & wellness Carrick Therapeutics Google

Home goods Move Loot Google

Infrastructure Poynt Google

Infrastructure Puppet Google

Infrastructure Stackdriver Google

Infrastructure Metaweb Technologies Google

Infrastructure Union Bay Networks Apple

Infrastructure Equinix Microsoft

Infrastructure SmartPipes Microsoft

Internet Google Google

Internet Alphabet Google

10T Nest Labs Google

10T Sidewalk Labs Google

10T Nest Google

10T 2lemetry Amazon

10T Styleware Apple

10T Nest Labs Google

Manufacturing Carbon Google
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY
Manufacturing Veo Robotics Google

Manufacturing Plethora Google

Manufacturing CircuitHub Google

Manufacturing HTC-Pixel Phone Division Google
Manufacturing Channel Intelligence Google
Manufacturing InVisage Technologies Apple
Manufacturing Passif Semiconductor Apple
Manufacturing PF Semi Apple
Manufacturing Intrinsity Apple
Manufacturing Beats Electronics Apple
Manufacturing Corning Incorporated Apple

Manufacturing Perbix Tesla
Manufacturing Riviera Tool LLC Tesla
Manufacturing Grohmann Engineering Tesla
Manufacturing Alta Motors Tesla

Manufacturing Paci! ¢ Microsonics Microsoft
Real estate HomelLight Google

Real estate Cozy Google

Real estate Airbnb Amazon
Security eMagin Apple

Security LegbaCore Apple
Space exploration SpaceX Elon Musk
Space exploration Planetary Resources Eric Schmidt

Space exploration Planetary Resources Larry Page

Telecomms Imagination Technologies Apple

Telecomms Imagination Technologies Apple

Telecomms Internet.org (Free Basics) Facebook

Telecomms Endaga Facebook
Telecomms Orbital Insight, Inc. Google

Telecomms 03b Networks Google

Telecomms Orion Network Systems Apple
Telecomms Google Fiber Google

Telecomms Dialpad Google

Telecomms Helium Google

Telecomms Clearwire Google

Telecomms Ubiquisys Google
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CATEGORY NAME SUBSIDIARY OF | INVESTED INBY | ACOUIRED BY
Telecomms GrandCentral Google
Telecomms modu Google
Telecomms SayNow Google
Telecomms Motorola Mobility Google
Telecomms Limes Audio Google
Telecomms Finisar Apple

Telecomms 2nd Century Microsoft

Telecomms Nokia Microsoft
Telecomms Navic Systems Microsoft
Telecomms Skype Microsoft
Transportation Urban Engines Google
Transportation Waze Google
Transportation Tesla Google

Transportation Aptera Google

Transportation Openbay Google

Transportation ZipDash Google
Transportation Tesla

Transportation Playment Google

Transportation Scotty Labs Google

Transportation Uber Amazon
Transportation Kitty Hawk Larry Page
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Transportation Embark Apple
Transportation HopStop Apple
Transportation Didi Chuxing Apple

Transportation The Boring Company Tesla

Wearables Magic Leap Google

Wearables Bloom Google

Wearables WIMM Labs Google
Wearables Cronologics Corporation Google
Wearables Eye"uence Google
Wearables Vocal 1Q Apple
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